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Dialogic® 4000 Media Gateway Series Integration Note

1. Scope

This document is intended to detail a typical installation and configuration of the Dialogic® 4000 Media Gateway
Series if used to interface between a PBX and the Microsoft® Office Communications Server (OCS) application.

2. Configuration Details

Listed below are details of the PBX and gateways used in the testing on which this document is based.

2.1 PBX

PBX Vendor Nortel
Model(s) Option 11c
Software Version(s) Release 25
Additional Notes N/A

2.2 Gateway

Gateway Model Dialogic® 4000 Media Gateway Series

Software Version(s) Dialogic® Diva® System Release software version 8.3.2 build 459
(formerly called Diva® Server software)

Dialogic® Diva® SIPcontrol™ Software version 1.6 build 46
(DSSIPControl.msi)

Protocol T1 Q.SIG

2.3  System Diagram

The diagram below details the setup used in the testing and creation of this document. In the diagram, the
abbreviation DMG4000 stands for the Dialogic® 4000 Media Gateway Series and OCS Server stands for
Microsoft® Office Communications Server (OCS) 2007.
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3. Prerequisites

3.1 PBX Prerequisites

The PBX must have all supplemental service packages installed for the Q.SIG protocol to operate properly and
to provide all advanced supplemental services.

Listed below is a table of required software packages:

Package Name Package Number ‘
End to End Signaling package (EES) 10
Integrated Message System package (IMS) 35
Message Waiting Center package (MWC) 46
ISDN Signaling package (ISDN) 145
Advanced ISDN Network Services (NTWK) 148
1.5 Mb Primary Rate Access package (PRA) 146 or
2.0 Mb Primary Rate Interface package (PRI2) 154
International Primary Rate Interface package (IPRA) 202
Message Waiting Indication (MWI) 219
Multi Purpose Serial Data Link package (MSDL) 222
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QM reference signaling point Interface package (QSIG) 263
QSIG Generic Functional protocol package (QSIGGF) 305
QSIG Supplementary Services package (QSIG-SS) 316
MCDN End to End Transparency package (MEET) 348

3.1.1 PBX Equipment Required
To support the T1 Q.SIG configuration as documented you need the DTI/PRI — NTAKO9BA interface card.
3.1.2 PBX Cabling Requirements

The cabling for Q.SIG connections must be CAT5e or better. A standard voice quality cable will not provide the
desired signal quality and will cause the gateway to have issues establishing a connection on the D-channel.

3.2 Gateway Prerequisites

The gateway needs to support a T1 Q.SIG interface.

4. Summary of Limitations

No limitations noted as of the last update to this document.

5. Gateway Setup Notes
Steps for setting up the gateway:

1. Configuration of the Dialogic® Diva® Media Board drivers.
2. Configuration of the Dialogic® Diva® SIPcontrol™ software.

5.1 Dialogic® Diva® Media Board Configuration

The Diva Media Boards are configured in the Dialogic® Diva® Configuration Manager. To open the Configuration
Manager, click:

Start > Programs > Dialogic Diva > Configuration Manager.

Note: In the Dialogic® Diva® software and documentation, Diva Media Boards are referred to as Diva Server
adapters.

A screen similar to the one below will appear.
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¥ Active Configuration - Diva Server Configuration Manager

Fle Ede Insert | yiew Toos Heb

D& E| » voobs K2 x|

é%%%ij [ Property [value [«
Line Type: P Line (23 B-Charinels)
< Switch Type =

dn'n‘fq' PBA Type Generic

- -5ig Standard Ao Et:
~Cal Referemce Format | Standard

Interface Type Poink-bo-Poink: (Standard)
Ciract Dial In (MT2) to
Mumer Type Fange of Extensions
; Lowesk Extension oo
Highest Extension 399
TET 0
Layer 2 Conneck Mode Permanent
Woice Coding Protocod Default
Operation Mode TE - Terminal Equipment (Recommended)
Fractional Line o
Generate Ring Tones \‘cs_;?
Device Mode Standard
Ercoded Signal Power Limiter |Protocel Default
Discormect on Progress Protocol Defaut
Trareparert Facilby FF
Rerouting on
PR Irwite Ff
Redirecting Numbar Emua... |Disabled
LTMF Clamping Ff
Recording AGC CFf
Dial Pulse Detection CFf
ECT Emvlation Disabled (Hardled by Netwark)
Limk Call Rate OFF
Ses legal notice in Reference Guide,
Configure the line-spectic properties here.
To assign the configured directory numbers to the services, select the bindings between
services and sdapters. =

Shows o hides advanced settings. v

Note: The number of TDM circuits varies depending on the used Dialogic® Media Gateway model.

For this setup:
e Setthe property Switch Type to Q-SIG T1.
e |f your PBX does not provide ring tones to callers from TDM, set the property Generate Ring
Tones t0 Yes.

To activate the change, click File > Activate.
Make these configuration changes for each TDM circuit you are going to use on the Dialogic® Media Gateway.
5.2 Dialogic® Diva® SIPcontrol™ Software Gateway Application

The Diva SIPcontrol software is configured via the web based interface. To open the web interface, click Start
> Dialogic Diva > SIPcontrol Configuration.

On the main page, click the sTPControl link to display the different configuration menus.
The PSTN Interface Configuration section should automatically include all ports detected in the system.
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Note: If you do not see any detected ports, you may need to add http://127.0.0.1 as a trusted site. From
Microsoft® Internet Explorer, click Tools > Internet Options > Security > Trusted Sites. Use

http://127.0.0.1:10005 to get to the configuration.

In order for the Diva SIPcontrol software to route calls, the proper routes must be created and configured. Each
route consists of a source interface and a destination interface. PSTN controllers and SIP peers are considered
either a source interface or a destination interface depending on the call direction.

5.2.1 PSTN Interface and Network Interface Configuration

The following is a typical configuration.

"2 Dialogic® Divai Configuration - Microsoft Internet Explorer

Ele £t Yiew Favoitss Took  pep

| Qoo = ) - A (@) | search Favarres €| - 3
| gevess [ hitp:f7127.0.0. 1110005 sipcantrol.cg

|Links ] PEt 1P Media Geteway

Dialzgic
- HOME SIPcontrol Configuration
PSTN Interface Configuration )
@ Configuration
SiPcontrol » Name N Hardware Description thannels  Dialplan Enabled
Passeord Contrallert 1 Eicon Diva Server Y-4PRIE1T! - PORT 1 8M:1223 23 nane E = Dstal:
Controller2 z Eicon Diva Server -4PRIENT - PORT 28N: 1223 23 nare = 7 Detsls
ij System Controlier3 3 Eicon Diva Server¥-4PRIELT! - PORT 38N 1223 23 e 1 Details
Service Status Controllerd 4 Eicon Diva Server V-APRIELT! - PORT 4 SN 1173 13 nore -l F Delal:
@ Licerising Network Interface Configuration
License Management Name Bevice 1P Address Protocol 1P Listen Port  Enabled
Int=lF)) PROTO00 EB Netwatk, Cor | InduR) PROFMDO0 EB Habwok Connection with D Acsslaration 1921680908 [l -] q "
Local Loapback Intesface Lonal Loopbade Interface 127.0.01 S =] [5o60 r
RTF Start Port 30000
RTF End Port: EEET
Jitterbufier Size Min [me]; 0
SIP Peer Configuration <

Routing Conflguraton

The Network Interface Configuration will be used by the Diva SIPcontrol software for listening to the
SIP traffic from Microsoft® Mediation Server. Given that on these gateways the Microsoft® Mediation Server
component and the Diva SIPcontrol software are running in the same system, you will need to change s1p
Listen port to 9803 or to an available un-used port. Later during the Microsoft® Mediation Server
configuration, you will need to set the PSTN Gateway next hop Setting to 9803 to match.
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5.2.2 SIP Peer Configuration

Create one SIP peer to talk to Microsoft® Mediation Server as shown below.

A http://127.0.0.1: 10005 - Edit Peer - Microsoft Internet Explorer

Edit SIP Peer Configuration

Narme IMedlatlon Server

Peer type: th Server v |
Default SIP to PSTH peer |7

Host: |192168.0.10€

Paort 5060

IP protocal; [Ter =]

Dormain:

Display name from

|
Display name to: |
I
User name ta: |

User name fram |

Force T.38 reinvite: r

Alive check: r

Address map inbound: m

Address map outbound: m

v ey | =
@ C LT e

5.2.3 Routing Configuration

Inthe Routing Configuration section, you must create two routes, one for the inbound direction (TDM to
IP) and one for the outbound direction (IP to TDM). Once you have created the routes, click the save button for
the changes to take effect.

BIP Peer Configuration

Hame Default SIP to PSTH Peer  Host Port 1P Protocol  Display Mameto  Dlalplan Enabled
Mediation Servr = 19216R0108 5060 TCP e B Dietads | Didein
Lo

Routing Configuration
Maens Sources Destinatione Addresa Map Trablad

I § Controlier] (Slave), (Stave), {stave), =
Outbound Rour Marcalion Sisrver O (1] [rere = F ] 1| Deesis | Detee
inbieind Rtz Condroslert, Conrallecd, CONONRTS, o gatinn Sorver (Sl rere B £ 1| Darais | Diesne

Controlerd

)

5.2.4 Number Normalization

The Dialplan Configuration and Address Map Configuration sections are used for manipulating dial
numbers. For most PBX dialplans, an address map is required. See the following examples.
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5.2.4.1 Dialplan Configuration Example

To create a dialplan, click Add from the Dialplan Configuration. The following screens show how to set up
a dialplan for a Microsoft® Office Communications Server (OCS) 2007 application with the following dialplan from
the PBX. (This may not match to the PBX programming in section 6 and the Setup in section 2.3).

Area code: 716
Base number: 639
Extensions: 4 digits
Access code: 9

; http://127.0.0.1:10005 - Edit Dialplan - Microsoft Internet Explorer
Edit Dialplan Configuratian
Marme: [Diclpian 716
Country cade: Jh
Morth-American numbering plan: I
Area code: [718 |with national prefis |
I—
I—
I—
l—
Other Iocal areas
l—
l—
l—
l—
Base number |633
Maximurn extension digits: IE
International prefi: [o11
Mational prefix |1
Access code: IE]
PETH access code provided by SIP caller: -
Incoming PSTH access code provided by PEX: r Il
Ok Cancel LI
&) one T ewtene:

Complete the settings and click oOx.

For the dialplan to be applied to outbound calls, click the Details button of the PSTN controller and configure
the Address Normalization settings as shown in the screen below. This converts the dialed numbers into
the format based on the dialplan for the PBX. If the dialed humber is for an internal user, it is converted into a 4-
digit extension. If the called number is for a national call, 91 is prepended. Click Ok on this page, and Save on
the next page for the changes to take effect.
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ahtlp:- /127.0.0.1:10005 - Edit PSTN Interface - Microsoft Internet Explorer

General Configuration

Eicon Diva Server V-4PRIFE1/T1- PORT 1 SN:

Hardware description: 1273

PSTH interface number: 1
MName:! Il:nnlmlleﬂ
Address map inbound: m
Address map outbound: m
Address Normalization
Dialplan: lm -
P
Mumber format (outbound) Extension =
Encoding {outhound): [
Default numbering plan: W -

PSTN Call Transfer Settings

The Call Transfer settings depend on the capabilities ofthe communication platform (PBX, switch)

Blind Call Transfer (A- and C-Party on PSTN side)

Transfer type: |With conzulation call [Explicit Call Translcr];l

EE—— =
CEx o=

For the dialplan to be applied to inbound calls, click the Details button of the configured SIP peer and
configure the Address Normalization settings as in the screen below. This converts the phone number into
the E.164 format as needed by Microsoft® Office Communications Server 2007. Click Ok on this page, and Save
on the next page for the changes to take effect.

5 Mormalization
Dialplan: Im
Mumber farmat (outhound): temational numbel
Encoding {outhound): IW

0K Cancel

5.2.4.2 Address Map Configuration Example

If the dialplan does not meet your setups special requirements, the Address Map Configuration can be
used. An address map entry uses regular expressions (RegEx) (so does Microsoft® Office Communications
Server 2007) for converting the call address format for inbound or/and outbound direction.

Important note before applying regular expression rules in address maps: The call address for outbound calls (IP
to TDM) includes a “@hostname” part. For example, +17166391234@DMG4000.bufocs.local is the call address,
not just +17166391234. For inbound calls (TDM to IP), the call address is the called or calling number, with a
possible prefix “+”, “N”, or “S”. For example, an inbound call has called number 1234 with ISDN type of
numbering flag set to Subscriber, and the calling number 49715233334444 with ISDN type of numbering flag
setto International. The called address will be S1234 and the calling address will be +49715233334444.

10
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If the ISDN type of numbering flag is set to National, the prefix “N” will be used with the call number. If the type
is Unknown, no prefix is used.

Outbound call example using address maps:
Microsoft® Office Communications Server 2007 sends the E.164 dial number format to the SIP gateway. Both

called and calling numbers need to be converted into a format that the PBX can accept. If the same PBX
dialplan as in the previous section is used, the following conversions are needed.

Calling number From Microsoft® OCS | To PBX
Internal +1716639XXXX 716639XXXX
Called number From Microsoft® OCS | To PBX

To Internal +1716639XXXX XXXX

To National +LXXXXXXXXXX 9 LXXXXXXXXXX
To International +XXX. .. XXX +XXX.. . XXX

Below is RegEXx for the conversion tables above.

Sub rule name Expression Format Stop on match
Calling number M+1(716639\d{4}) $1 Not checked
Called - Internal M+1716639(\d{4}) $1 Checked
Called - National MN+1 91 Checked
Called - International | M+ 9011 Checked

Below are the configured address maps for outbound calls. The order of the below four sub rules and the stop
on match check mark are relevant:

) Configuration

Name Rule Name Stop on Match Enabled

Calling number r I 1| 1| Detals | Delete
Called - Internal v v 1| L | Detais | Delete
Outbound Called - Mational I ¥ | 1| Details | Delate
Called - International [ I~ 1| L | Detais | Delete

Add Rule

11
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The following screen shows the first sub rule that converts the E.164 calling number into a
10-digit national number:

0005 - Edit Address May rosoft Internet Explorer

Address map name |0utbound

Rule name [Caling number

Called address expression: |

Called address format |

Calling address expression: |”+1[T‘\ 6E394di4h)

Calling address farmat [#1

Redirect address expression: |

Redirect address format: |
Stop on match: r

NOTE for call address formats:

- Addresses received from PSTM (or those normalized via dialplan) are written as "=xX=5551234"
where <= represents the number type and may be either"+" (international), "N" (national),

8" (subscriber) of ernpty (Unknown).

- Addresses received from SIP are written as userinfo@domain tid, like in the respective SIP
headers.

Ok Cancel

=
o T —

The following screen shows the second sub rule that converts E.164 for the internal called number into a 4-digit
extension:

Address map name. lDuthnund—

Rule name: W

Called address expression: W

Called address format |

Calling address expression: l—

Calling address format

Redirect address expression l—

Redirect address format: l—

Stop on match 172

MNOTE for call address farmats:

- Addresses received from PSTN (orthose normalized via dialplan) are written as "=x»>5551234",
where <KX= represents the number type and may be either"+* (ntemational), "N" (national),
“8" (subscriber) or empty (Unknown)

- Addresses received from SIP are written as userinfo@@domaindid, like in the respective SIP
headers

- |
/] Dare T (e memee
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The following sub rule converts the E.164 national number into a 10-digit national number with prefix 91:

icrosoft Internet Explorer

Address map name: Outbound
Rule name Called - Mational

Called address expression "l

Called address format: fo
Calling address expression: l—
Calling address farmat; l—
Redirect address expression: l—
Redirect address format |

Stop on match: I

NOTE for call address formats:

- Addresses received from PSTM {or those normalized via dialplan) are written as "=<X=8851234",
where <X= represents the number type and may be either"+" (ntermational), "t (national),

"8" (subscriber) or ermply (unknown)

- Addresses received from SIP are written as userinfo@damaintid, like in the respective SIP
headers.

[ |
&l oane T T meme

The following example converts international call numbers:

icrosoft Internet Explorer

Address map narme: [Outbound

Rule hame: [Ealled - Intemational
Called address expression |"\+

Called address farmat: J30m1

Calling address expression |

Calling address format:

Redirect address expression: |
Redirect address format |
Stop on match Ird

NOTE for call address formats

- Addresses received from PSTH (or those normalized via dialplan) are written as "=X=5551234",
where <X= represents the number type and may be either "+ (nternational), "' (national),

5" (subscriber) or ernpty (unknown)

- Addresses received from SIP are written as userinfo@domaindld, like in the respective 5P
headers.

=
it T ——
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Once an address map rule is created, it can be applied in three different places. To ease the configuration and
troubleshooting processes, apply the rule on the outbound route as shown below:

Routing Configuration

Hame Sourcas Enabled

K o] ot |
o | e |

Destinalions

Contrallert {Slave), Confraller2 (Slave), Controllerd (Slave),

o Ry Cortroller (Skve)

Cutbound Route

Contralier], Controllar2, Controllar3,

Inbound Route Controlierd

Medizlion Server (Slave) none - 1=
|
Inbound call example using address map:

This example assumes that the PBX sends inbound calls using a 4-digit extension, with the ISDN type of number
flag set to Subscriber for internal numbers, National for national calls, and International for

international calls.

Called number From PBX To Microsoft® OCS
Internal XXxx (with subscriber type of number) +1716639XXXX
Calling number From PBX To Microsoft® OCS
Calling from internal XXxx (with subscriber type of number) +1716639XXXX
Calling from national XXXXXXXXXX (with national type of number) +LXXXXXXXXXX
Calling from international | xxx...xxx (with international type of number) | +Xxxx...XXx

Sub rule name Expression Format Stop on match
Called AS(\d{4h$ +1716639%1 Not checked

Calling - internal AS(\d{4h$ +1716639%1 Checked

Calling - national AN(\d{10hH)$ +13$1 Checked

Calling - international N+ + Checked

Create an address map named Inbound and its four sub rules as shown below:

Address Map Configuration

Name Rule Name

Calling number

Called - Internal

Outbound

Called - International

Add Rule

Called

Calling - Internal

Inbound

Calling - International

Add Rule

Called - Mational

Calling - Mational

Stop on Match Enabled

r I

I 1| L| Detais | Delete
v T | L| Detais | Delets
i 1| L| Detais | Delete

q 7 A

r I 1| L] Detalls | Delets
I i 1| L| Detais | Delete
~ i 1| L| Detals | Dalete
v I3 1| L | Details | Delste
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Address map name llnhnund—

Rule name: lCaI\ed—

Called address expression: [sratems

Called address farmat [7eesssr

Calling address expression l—

Calling address format; l—

Redirect address expression l—

Redirect address format;  —

Stop on match r

NOTE for call address formate:

- Addresses received from PSTR {or those normalized via dialplan) are written as "=X»>5551234",
where <<= reprasents the number type and may be either"+" (international, "N" (national),
"8" {subscriber) or empty (unknown)

- Addresses received from SIP are written as usetinfo@domainiid, like in the respective SIP
headers

OK|S Cancel

&1 Bone LT e

El

icrosoft Internet Explorer

Address map name: llnbuund—
Rule narme W
Called address expression l—
Called address format: l—
Calling address expression: I"S[\d{dm—
Calling address format [amesssr
Redirect address expression: l—
Redirect address format  —

Stop on match: I

NOTE for call address formats:

- Addresses received from PETM (or those normalized via dialplan) are written as " =X=8551234",
where <x= represents the number type and may be either "+ (intemational), "N (hational),

"8" (subscriber) or empty (Unknown)

- Addresses received from SIP are written as userinfo@domain tid, like in the respective SIF
headers.

OK Y Cancel

Eloore U e

|
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icrosoft Internet Explorer

Address map name: llnhnund—
Rule name W
Called address exaression:
Called address format -
Calling address exprassion: W
Calling address farmat: |+1$1—
Redirect address expression l—
Redirect address format l—

Stop on match: Ird

MNOTE far call address formats:

- Addresses received fram PSTN (or those normalized via dialplan) are wiitten as " <x=5551234",
where =X= represents the number type and may be either "+ {intemational), "N" (national),

"S" (subscriber) or empty (unknown)

- Addresses received fram SIP are written as userinfo@daormain fd, like in the respective SIF
headers

- |
&) Dane T memee

icrosoft Internet Explorer

Address map name: llnbound—
Rule name [Callng - Intemational |
Called address expression: l—
Called address format: l—
Calling address expression i

Calling address farmat: l+—
Redirect address expression: l—
Redirect address format

Stop on match: ird

ROTE for call address formats:

- Addresses received fram PSTM (or those normalized via dialplan) are wiitten as "<x{=5561234",
where =X= represents the number type and may be either"+" (international), "N" (national),

5" (subscriber) or ermpty (unknown)

- Addresses received from SIP are written as userinfo@domain tid, like in the respective 5I1P
headers.

=
&ivos R T

Apply the address map inbound rule on the inbound route as follows:

Harme Seurces Destinatians Addeuss Map Enabled

Controllert (Slave), Condraller2 (Slavel, Controllars (Slava), Tdborrd = i

Cuthound Roube Mediation Server Contrallerd (Slave)

T| L) Details

Controllert, Controller?, Conlrobers,

W
G Mediation Server (Slave) I 1| L | Detais
]

Inbound Reute
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5.2.5 Restarting the Dialogic® Diva® SIPcontrol™ Software

Note: A restart of the Diva SIPcontrol software service is needed only if the setting under Network Interface
is changed.

Save the configuration and restart the Diva SIPcontrol software service for the changes to take effect. To do so,
click service Status on the left hand side of the main configuration page, and then click Restart
SIpcontrol. The Last operation log will show that the service has been stopped and started again.

6. PBX Setup Notes

The basic steps of setting up the PBX for use with this Dialogic® 4000 Media Gateway Series (DMG4000
Gateway) and a voice processing system are as follows:

Configuring the D-channel.

Configuring the route data block.

Adding the trunk members to the D-channel.
Enabling the hardware and D-channel.

Defining a route list and coordinated dialing plan.
Setting up the subscribers stations.

ogkrwnE

The PBX programming is done via a serial terminal connected to the PBXs administration port.

The basic commands you will encounter on the PBX to perform these actions are:

Add D-Channel LD17
Add Route Data Block LD16
Add Trunk Members LD14
Enable MSDL card LD96
Enable D-Channel LD96
Define Route List LD86
Define Coordinated Dialing Plan LD87

6.1 Configuring the D-Channel

Add the D-channel (ADAN) using overlay LD17. Several of the fields require site specific entries; these
are:

e ADAN requires a D-channel number that is independent of other d-channel numbers on the
switch.
e CDNO and DCHL require an independent trunk access code number.

The fields of this overlay that must be modified in this step are:

TYPE, ADAN, CTYP, CDNO, DES, USR, IFC, PINX, ISDN MCNT, CLID, DCHL, SIDE.
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The programming example below shows how to configure a D-channel using D1 7. For all other fields not noted
in the example, press RETURN to use default values.

REQ chg

TYPE cfn
ADAN new dch 1
CTYP msdl
CDNO 1

PORT 1

DES

USR pri

IFC isgf
PINX_CUST 0
ISDN_MCNT 300
CLID optO0
DCHL

PRI

OTBF

DRAT

SIDE net

CNEG

RLS

RCAP COLP NDI CCBI DV3I CTI
OVLR

OVLS

MBGA

TIMR

LAPD

e Atthe prompt REQ, enter CHG to change an entry in the configuration record and press RETURN.
e Atthe prompt ADAN, enter NEW DCH XX and press RETURN.
o xx represents an available D-channel number.
e Atthe prompt CTYP, enter MSDL and press RETURN.
e At the prompt CDNO, enter XX and press RETURN.
o xx represents the card slot location of the T1 card.
e At the prompt DES, enter XX and press RETURN.
o xx represents is any name designation for the T1.
e At the prompt USR, enter PRI press RETURN.
e Atthe prompt IFC, enter ISGF press RETURN.
e At the prompt PINX_CUST, enter 0 press RETURN.
e Atthe prompt ISDN_MCNT, enter 300 press RETURN.
e At the prompt CLID, enter OPTQ press RETURN.
e At the prompt DCHL, enter XX and press RETURN.
o xx represents the card slot location of the T1 card.
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e Atthe prompt SIDE, enter NET to set the PBX to the network side of the connection and press RETURN .

6.2 Configuring the Route Data Block

Add the trunk route data block (RDB) using overlay LD16. In this overlay several of the fields require site
specific entries; these are:

e ROUT requires a route number that is independent of other route numbers on the switch.
e ACOD requires an independent trunk access code number.

The fields of this overlay that must be modified in this step are:

ROUT, DES, TKTP, ESN, CNVT, SAT, RCLS, DTRK, BRIP, DGTP, ISDN, MODE, IFC, PNI,
CHTY, CTYP, INAC, CPFXS, DAPC, INTC, DSEL, PTYP, AUTO, DNIS, DCDR, ICOG, SRCH,
TRMB, ACOD, CLEN, TCPP, BILN, SIGO, DRNG, CDR, MUS, RACD, OHQ, OHQT, CBQ, AUTH,
TBL, PLEV, ALRM.

The programming example below shows how to configure the Route Data Block using L.D16. For all other fields
not noted in the example, press RETURN to use default values.

REQ new
TYPE rdb
CUST O
DMOD

ROUT 10
DES 1
TKTP pri
TKTP pra
TKTP tie
ESN no
CNVT no
SAT no
RCLS ext
DTRK yes
BRIP no
DGTP pra
DGTP pri
ISDN YES
MODE pra
IFC isgf
PNI 00000
CHTY bch
CTYP ukwn
INAC no
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CPFXS vyes

DAPC
INTC
DSEL
PTYP
AUTO
DNIS
DCDR
IANT
ICOG
SRCH
TRMB
STEP
ACOD
CLEN
TCPP
TARG
BILN
SGRP
OABS
INST
IDC

ANTK
SIGO
CNTL
DRNG
CDR

MUS

RACD
FRL

OHOQ

OHQT
CBOQ

AUTH
TTBL
ATAN
PLEV
ALRM

no
no
vod
pri
no
no
no

iao
rrb
ves
7000

no

no

std

no
no
no
no

no
00
no
no

no

At the prompt REQ, enter NEW and press RETURN.
At the prompt TYPE, enter RDB and press RETURN.
At the prompt CUST, enter XX and press RETURN.

o xx represents the defined customer number.
At the prompt DMOD, press RETURN.
At the prompt ROUT, enter XX and press RETURN.

o xx represents an available route number.

20




Dialogic® 4000 Media Gateway Series Integration Note

At the prompt DES, enter XX and press RETURN.
o xx represents any name designation for the trunk route.
At the prompt TKTP, enter TIE and press RETURN.
At the prompt ESN, enter NO and press RETURN.
At the prompt CNVT, enter NO and press RETURN.
At the prompt SAT, enter NO and press RETURN.
At the prompt RCLS, enter EXT and press RETURN.
At the prompt DTRK, enter YES and press RETURN.
At the prompt BRIP, enter NO and press RETURN.
At the prompt DGTP, enter PRI and press RETURN.
At the prompt ISDN, enter YES and press RETURN.
At the prompt MODE, enter PRA and press RETURN.
At the prompt IFC, type ISGF and press RETURN.
At the prompt PNI, enter 00000 and press RETURN.
At the prompt CHTY, enter BCH and press RETURN.
At the prompt CTYP, enter UKWN and press RETURN.
At the prompt INAC, enter NO and press RETURN.
At the prompt CPFXS, enter YES and press RETURN.
At the prompt DAPC, enter NO and press RETURN.
At the prompt INTC, enter NO and press RETURN.
At the prompt DSEL, enter VOD and press RETURN.
At the prompt PTYP, enter PRI and press RETURN.
At the prompt AUTO, enter NO and press RETURN.
At the prompt DNIS, enter NO and press RETURN.
At the prompt DCDR, enter NO and press RETURN.
At the prompt ICOG, enter IA0 and press RETURN.
At the prompt SRCH, enter RRB and press RETURN.
At the prompt TRMB, enter YES and press RETURN.
At the prompt ACOD, enter XXxX and press RETURN.
o xxxx represents an available trunk access code number having the same length as the phone
extension numbers.
At the prompt CLEN, enter 1 and press RETURN.
At the prompt TCPP, enter NO and press RETURN.
At the prompt BILN, enter NO and press RETURN.
At the prompt STIGO, enter STD and press RETURN.
At the prompt DRNG, enter NO and press RETURN.
At the prompt CDR, enter NO and press RETURN.
At the prompt MUS, enter NO and press RETURN.
At the prompt RACD, enter NO and press RETURN.
At the prompt OHQ, enter NO and press RETURN.
At the prompt OHQT, enter 00 and press RETURN.
At the prompt CBQ, enter NO and press RETURN.
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e At the prompt AUTH, enter NO and press RETURN.
e At the prompt TTBL, enter 0 and press RETURN.
e Atthe prompt PLEV, enter 2 and press RETURN.
e At the prompt ALRM, enter NO and press RETURN.

6.3 Adding Trunk Members to the D-Channel

Now that the trunk and D-channel have been created, you must assign each member of the trunk to this route
group using overlay L.D14.

The fields of this overlay that must be modified in this step are:
TYPE, TN, CUST, CDEN, TRK, PCML, NCOS, RTMB, TGAR, AST, IAPG, CLS.
The programming example below shows how to add trunk members to the D-channel using LD14. This needs to

be repeated for each B-channel you are adding to the D-channel (23 times per span). For all other fields not
noted in the example, press RETURN to use default values.

REQ new
TYPE tie

TN 11

DES

PDCA

PCML

CUsT 0

NCOS 0

RTMB 10 1
B-CHANNEL SIGNALING
MNDN

TGAR 1

AST

CLS unr dtn
TKID

e Atthe prompt TYPE, enter TIE and press RETURN.
e At the prompt TN, enter XX XX and press RETURN.
o xx xx represents the slot and port number of each channel of the T1 hardware.
e At the prompt CUST, enter XX and press RETURN.
o xx represents the defined customer number.
e At the prompt CDEN, press RETURN.
e Atthe prompt TRK ,enter PRI and press RETURN.
e At the prompt PCML, press RETURN.
e At the prompt NCOS, enter 0 and press RETURN.
e Atthe prompt RTMB, enter XX XX and press RETURN.
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o xx xx represents the route number and member defined previously in LD16.
At the prompt TGAR, enter 1 and press RETURN.
e Atthe prompt AST, enter NO and press RETURN.
e At the prompt IAPG, enter 0 and press RETURN.
e Atthe prompt CLS, enter UNR DTN and press RETURN.

6.4 Enable the MSDL Board and D-Channel

To use the newly added card and D-channel you need to enable both of them using overlay LD96.

e Enter the command enl msdl xx and press RETURN.

o xx represents the D-channel number defined in LD17.
e Enter the command enl dch xx and press RETURN.

o xxrepresents the D-channel number assigned in LD17.

6.5 Define a Route List

Use overlay L.D86 to define a route list.

The fields of this overlay that must be modified in this step are:

REQ, CUST, FEAT, RLI, ENTR, LTER, ROUT, TOD, CNV, EXP, FRL, DMI, FCI, FSNI, OHQ,
CBQ, ISET, MFRL, OVLL.

The programming example below shows how to define a rout list using LD86. For all other fields not noted in the
example, press RETURN to use default values.

>1d 86
ESN00O
REQ new
CUsT 0
FEAT
FEAT rlb
RLI 10
ENTR O
LTER no
ROUT 10
TOD

CNV no
EXP no
FRL O
DMI O
FCI O
FSNI O
SBOC
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OHQ

CBO

ENTR
ISET
NALT
MFRL
OVLL

no
no

6.6

At the prompt REQ, enter NEW and press RETURN.
At the prompt CUST, enter XX and press RETURN.
o xx represents the defined customer number.
At the prompt FEAT, enter RLB and press RETURN.
At the prompt RLI, enter X and press RETURN.
o xrepresents the next available route list index number.
At the prompt ENTR, enter X and press RETURN.
o x represents the entry number for the NARS/BARS route list.
At the prompt LTER, enter NO and press RETURN.
At the prompt ROUT, enter X and press RETURN.
o x represents the route number defined in the previous steps
At the prompt CNV, enter NO and press RETURN.
At the prompt EXP, enter NO and press RETURN.
At the prompt FRL, enter 0 and press RETURN.
o where Facility restriction level (FRL) it should be set as low as possible.
At the prompt DMI, enter 0 and press RETURN.
At the prompt FCI, enter 0 and press RETURN.
At the prompt FSNT, enter 0 and press RETURN.
At the prompt OHQ, enter NO and press RETURN.
At the prompt CBQ, enter NO and press RETURN.
At the prompt ISET, enter 0 and press RETURN.
At the prompt MFRL, enter 0 and press RETURN.
At the prompt OVLL, enter 0 and press RETURN.

Defining the Coordinated Dialing Plan

Use overlay 1.D87 to define your CDP (Coordinated Dialing Plan). This is the method used in order to access the
trunk as a forwarding point for station sets using an extension humber.

The fields of this overlay that must be modified in this step are:

REQ,

CUsT, FEAT, TYPE, DSC, FLEN, DSP, RLIT.

The programming example below shows how to define a cDP using LD87. For all other fields not noted in the
example, press RETURN to use default values.
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>1d 87
ESN0O0O
REQ new
CUsT 0
FEAT cdp
TYPE dsc
DSC 6
FLEN 4
DSP 1sc
RLI 10
NPA

NXX

DSC

At the prompt REQ, enter NEW and press RETURN.
At the prompt CUST, enter XX and press RETURN.

o xx represents the defined customer number.
At the prompt FEAT, enter CDP and press RETURN.
At the prompt TYPE, enter DSC and press RETURN.
At the prompt DSC, enter XXxX and press RETURN.

o xxxx represents the extension you want to use to access the trunk route list.

At the prompt FLEN, enter X and press RETURN.

o x represents the length of the extensions in this CDP.
At the prompt DSP ,enter LSC and press RETURN.
At the prompt RLI, enter X and press RETURN.

o xrepresents the rout list index created in LD86.
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7. Microsoft® Office Communications Server 2007 (OCS) Setup

7.1  Steps for configuring Microsoft® OCS

Normalization rules are used to convert dial numbers into full E.164 formatted numbers. Microsoft® OCS uses
the standard E.164 format to search for users listed in the Active Directory (AD).

If a Microsoft® OCS user dials an internal extension number (normally 3-5 digits), the normalization rules convert
it into full E.164 format. These normalization rules should cover dialed digits for internal extensions, local
numbers, long distance numbers, and international numbers.

To configure Microsoft® OCS, click
Start > Programs > Administrative Tools > OCS 2007.

On the tree presented in the configuration window, right-click Forest then select Properties and then Voice
Properties form the menu provided. Edit a location profile as shown in the following example:
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Edit Location Profile E |

Mame:

Dezcrption:

ezt

=
[

—Marmalization Rules

Maormalization rules are proceszed in list order; please uze the buttonz on the
zide for adjusting the order.

Bt
Tt
2l
4 digitz

upl
Do |

Add. Edt. | FRemove |

[ | Cancel | Help

Click Add or E4it to create or change a particular rule.
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Edit Phone Number Normalization Rule | x| |

M ame:

Click. to copy an exizting rule. Copy... |

Dezcription:

any 4 digits ﬂ
=

— Tranzlation

Phone pattern regular expression:

|*ﬁd{4h$

Tranzlation pattern regular expression;

|+1?15539$1

" alid tranzlation characters are +, numbers, and $. Example: +142541.

Click Helper for azgiztance in creating common phone number Helper |
regular expreszions and tranzlations. =

— Test tranzlation

To test the tranzlation, enter a sample dialed number. If it matches the phone
pattern, the tranzlation will be shown.

Sample dialed number:

Tranzlated number:

[ I Cancel Help

In this example, when a user dials any 4-digit number, it will be converted to its E.164 equivalent of
+1716639xxxx and then that number will be searched for in AD.
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More examples are shown in the following table:

Name Phone Pattern Translation Pattern Comments
Extensions ~\d{4})$ +1716639%1 Internal extensions
Local M\{7H$ +1716%$1 Local number
National AM(\d*)$ +1$1 Long distance number
International A011(\d*) +$1 International number

A default route is used to route all calls to Microsoft® Mediation Server. If you need to route some calls to a
different Microsoft® Mediation Server, configure the Target phone numbers field accordingly.

To configure Microsoft® OCS, click
Start > Programs > Administrative Tools > OCS 2007.

On the tree presented in the configuration window, right-click Forest then select Properties and then Voice
Properties form the menu provided. Edit a route as shown in the example below.
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Edit Route |
MName: | niverzal Boute
Deszcription:
Raoutes every call ;I

A route requires a target phone number reqular eXprezsion, one ar more
gatewsayz, and one or more phone uzages.

— Target phone nurmbers:

Target regular expreszion

e ?Nd g
Helper... |
— Gateways
Address |

drmgd 000 BufdCS local B0ET

Add... Bemove

— Phone usages
Default Uzage

Configure. .. |
] I Cancel | Help |

This entry routes numbers with or without “+” prefix followed by any digits to Microsoft® Mediation Server
dmg4000.bufocs.local.

Restart the Front End Services for the above changes to take effect, including all normalization rules. This can
be done from the window Services.

Note: Unless the dialed number from Microsoft® OCS client (such as Microsoft® Office Communicator) is in E.164
format, Microsoft® OCS must find a normalization rule to convert the dialed number to E.164. If no rule is found
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or matched, outbound calls will fail. In this case, Dialogic® Diva® Diagnostics trace will not receive an outbound
SIP message, since the call will not yet have reached the SIP gateway.

7.2 Steps for configuring Microsoft® Office Communications Server 2007 (OCS)
clients

The domain users need to be enabled for making calls through Microsoft® OCS.

':m Consolel - [Console Root' Active Directory Users and Computers [ocstest01.BufOCS.local],BufOCS.local' Users]

r% File Action Miew Favorites  Window  Help

e - DE LB XFIR 2EIRITELGTYEE

[::l_ConsnIe Raook Tanne | Tvpe | Descripkion |

EI"@ Microsoft OFfice Communications Se | €7 administrator  User Built-in account For admini. ..
El-t Forest - BUFDCS. local € Bob Doe User

D Enterprise pools mCert Publishers  Security Group ... Members of this group are..,
=11 Standard Edition Servers €T CERTSVC ...
=] - Ray Cassick Properties K B

= IE__ICStEStDI €7 Dave Bergquist
] sers . — - :
- ocstestit bufocs.lc € oHCP Admini... MemberOf |  Diskin |  Enviorment | Sessions
: iy @DHCP Users General | Address | Account | Profile | Telephones | Organization
(2] Archiving and CDR Servers m ) iz5
[ Unassigned users DnsAdming Femate cantral I Terminal Services Pmfile I COk+ Communications
(L7 Mediation Servers ClonsUpdatePr...

-] Live A !ﬁDnmain adrins v Enable user for Office Commurications Server
ive Communications Serve

Ewent Wiewer (Local) €5 Domain Corn... Sighin name:

Services (Local) mD-:-ma!n Cont... Isip:lcassick @ |Buf0Cs.local j
[=1-&Za Active Directory Users and Comput mDnmaln Guesks

(L] Faved Queries €32 Domain Users Server or pook

E@ Buf oS lacal !ﬂEnterprise A Iocsleslm.BufDES.Incal j
[+ Builkin €7 Group Policy ...

(1 Computers &Guest hl'i_eeirl‘lgs o

&3] Domain Controllers ﬂzHelpServices. ) G anarymous participants

[:I FaoreignSecurityPrincipals mIIS_WPG Palicy: R j
7 1UsR_OCSTE. _
€7 Twam_QcsT. . Wigw,.. |
€ 1ohn Das Mate: Mesting settings cannat be changed unless the global etting
mR,qg and IAS ... allowys per uger configuration.
€7 Ray Cassick
!ﬂRTC Compon. ..

mRTC Local ad... Additional options: Caopfigure... |

PIIRTC Lacal Re..,
€TRTC Local Us. .
mRTC SErveEr ..
mRTC Server L.
ﬂ: RTCArchiving... ar. I Cancel Apply Help
ﬂ RTCCompan...
!ﬁRTCCDmpDn... Security Group ... Members can be used as ...
ﬂ:RTCHSUniver... Security Group ... Members can be used as ...
!ﬂRTCPeryUni... Security Group ... Members can be used as ...
ﬂ RTCService User Service account of OFfice ..,
4 | | _PI mRTCUniversal... Security Group ... Members have read acces...
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Under the Communications tab, check the Enable user for Office Communications Server option
and then click the configure button.

"th Console1 - [Console Root' Active Directory Users and Computers [ocstest01.BufOCS.local]\BufoCs localUsers]

'%] File  Action ‘iew Favorites  Window Help

e s | (MM 4R XFER EERBETLE
D_Console Rook Marne I Type I Description |
EI--@ Microsoft Office Communications S¢ | €3 Administrator  User Built-in account Far adrmini,..
El-4, Forest - BufOCS local 2 Bob Doe User
B[] Enterprise pools ﬁECert Publishers  Security Group ... Members of this aroup are..,

EI[:l Standard Edition Servers €T CERTSVC D...

B Ray Cassick Properties x |
= ocstestOl ﬂ Dave Bergauist ¥ P 7] x|
{1 Users EDHCP PRIl iser Dptions E

'EIJ ocstest0l.bufocs, Ic

DHCP L r
(21 Archiving and COR Servers gz sgrs Telephony . .
[0 Unassigned users @Dns-"‘dmlns Select a telephony option. These settings affect only thoze calls that ane routed through
(] Mediation Servers ﬁsDnsUpdatePr... IP-PSTH or remate call control gateways.
D Live Communications Serve &Domain Admins e .
(51 [55]] Evert: Viewer (Local) €7 Domain Com... Enable PC-to-PC communication anly
iy Services (Local) &Domain Cont... " Enable Bemote call control
Active Directory Users and Comput &Domain Guests
[ Saved Queries ﬁiDomain Lsers able Enterprize Yoi
E@ Eufois . local ﬁEnterprise L [ Erable PBX intearation

-7 Builkin ﬁEGroup Palicy ...
[0 computers €5 Guest
{&] Domain Contrallers €h Helpservices. .

(L] ForeignsecurityPrincipals R s wea Falicy: I Drefault Policy j Wiew... |

€3 1UsR_OCSTE...

Mote: To enable both remote call control and PEX integration, you must specify a
Server LRI below.

€ 1wam_oCsT.., Server UR: ISiII"‘mDD

€3 John Doe Line LRI 1417186393101
€FRAS and IAS ..

ﬂ Ray Cassick — Federation

€RRTC Compan... [~ Enable federation

CRTC Local Ad...
€HRTC Local Re...
CLRTC Local Us...

[~ Enable remote user access

[ Enable public It connectiviy

CHRTC Server .~ puchiving
&RTC server L. | Archive intemal [ conyversations
CHRTCArchiving. .
€ RTCCompan... | ™| Archive federated I conversations
&RTCCDmpDn... Mate: Archiving seftings cannat be changed unless the global setting allows per user
!ﬁ RTCHSLIniver .. configuration.
ﬁERTCPronyni... ¥ Enable enhanced presence
€ RTCService Note: Enhanced presence cannot be changed once it has been set.
4] | 2 €hRTCUniversal. .

| Qk. I Cancel | Help |
|

In the above configuration for the hypothetical user Ray Cassick, an inbound PSTN call for 3101 will be
converted by the Dialogic® Diva® SIPcontrol™ Software to +17166393101 because in the Diva SIPcontrol
software dialpan in the SIP Peer Configuration section under Address Normalization the:

e Number format (outbound) issetto International number, and
e Encoding (outbound) issettoUse type flag.

Microsoft® OCS will ring the user Ray Cassick if he is logged on to Microsoft® OCS from Microsoft® Office
Communicator or any Microsoft® OCS supported device.
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8. Microsoft® Mediation Server Installation and Configuration

8.1 Installation

The gateways of the Dialogic® 4000 Media Gateway Series (DMG4000 Gateways) are shipped with pre-installed
Microsoft® Mediation Server software. You can complete the Microsoft® Mediation Server configuration by
running Microsoft® Office Communications Server 2007 (OCS) “Setup.exe” in the DMG4000 Gateways. In the
Microsoft® OCS Deployment Wizard, select Deploy Other Server Roles, then select Deploy Mediation
Sever. Follow the steps in the Wizard to complete the setup:

Step 1: Install the Microsoft® Mediation Server software.

Step 2: Activate Microsoft® Mediation Server. Use the existing account and enter the password for the service
account.

Step 3: No action needed. Do this step when the installation is complete.

Step 4: Configure Certificate.
1. Download the CA certification path for Microsoft® Mediation Server.
e From Start > Run, enter http://<CA server>/certsrv
e Select to download a CA certificate, chain or CRL.
e Click Download CA certificate chain.
e InFile Download, click Save.
2. Install the certificate chain for the Microsoft® Mediation Server:
e In the Deployment Wizard, run step 4 again.
e Select Import a certificate chain from a .p7b fileinstep 1.
3. Verify that your CA is in the list of Trusted root CAs:
e In the Microsoft® Management Console (MMC) snap-in, click Certificates (If not already
done, add it.)
o Verify that CA is on the list of trusted CAs as shown in the example below.
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tes (Local Compute

Bﬁ] File Action “iew Favorites ‘Window  Help

&= B4R XEER| 20
D Console Root Issued To / | Issued B | Expiration Date | Intended Purposes | F
; @ Event Viewer (Local) [EdEquifax Secure Certificate Autharity  Equifax Secure Certificate Autharity gf2zf2018 Secure Email, Server... E
Services (Local) Equifax Secure eBusiness CA-1 Equifax Secure eBusiness CA-1 6/20/2020 Secure Email, Server... E
E1-4@ Diva Server Management Equifax Secure eBusiness CA-2 Equifax Secure eBusiness CA-2 6232019 Secure Email, Server... E
Equifax Secure Global eBusiness C... Equifax Secure Global eBusiness Ca-1 - 6/20{2020 Secure Email, Server... E
[ElEunet International Root CA EUnet International Root CA 10/2f2018 Secure Email, Server... E
i . FESTE, Public Motary Certs FESTE, Public Motary Certs 1/1fz020 Secure Email, Server... F
Eg 2;:::(:::;?2;;’?;;;;tdef)ompuws [ocst [EAFesTE, verified Certs FESTE, Verified Certs 1/1/2020 Secure Email, Server... F
-[23 Personal [EFirst Data Digital Certificates Inc, ... First Data Digital Certificates Inc, Ce...  7f3f2019 Server Authenticatio.., F
[ Trusted Ract Certification Authorities EFmT Clase 2 ca FMMT Clase 2 CA 3f18/2012 Secure Email, Server... F
42 Certificates GIobaISign Rioot CA Globalsign Rook Ca 1/28f2014 Secure Email, Server.., €
(21 Enterprise Trust Elame CyberTrust Global Rook GTE CyberTrust Global Rook 8/13/2018 Secure Email, Clent ... &
(2 Intermediate Certification Autharities [EaTE CyberTrust Root GTE CyberTrust Rook 4)3j2004 Secure Email, Client ... ¢
(2 Trusted Publishers Elame CyberTrust Root GTE CyberTrust Root 2{z3/2006 Secure Email, Clent ... &
(2 Unkrusted Certificates http:,l’,l’www.valicert.com,l’ hikkpe: f v, valicert, com/ 6/25/2019 Secure Email, Server.., ¥
(2 Third-Party Rook Certification Authoritie: http:,l’,l’www.valicert.com,l’ hikkpe: f v, valicert, com/ 6/25/2019 Secure Email, Server.., ¥
(2 Trusted People http:,l’,l’www.valicert.com,l’ hikkpe: f v, valicert, com/ 6/25/2019 Secure Email, Server.., ¥
[Z0 Certificate Enrallment Requests Elips serviDores IPS SERVIDORES 12f29/2009 Secure Email, Server... Il
(O spC Elmicrosoft Authenticode(tm) Rook ... Microsoft Authenticode(tm) Rook A, 12(31/1999 Secure Email, Code 5., W
- (B3 Microsoft Office Communications Server 200 | Eluicrosoft Root Autharity Microsaft Roat Autharity 1243142020 2l I
Elmicrosaft Roat Certificate Authority  Microsoft Root Certificate Authority 5/9/2021 <all= I
ElnetLack Expressz (Class C) Tanusi... MetlLock Expressz (Class C) Tanusitv,,,  2(20/2019 Server Authenticatio... K
ElnetLack Kozjegyzoi (Class &) Tan..,  Metlock Kozjegyzoi (Class A) Tanusit,,,  2(19/2019 Server Authenticatio... K
ElnetLock Uzleti (Class B) Tanusitva.., MetLock Uzleti (Class B) Tanusitvany,..  2/20{2019 Server Authenticatio... K
[EINO LIABILITY ACCEPTED, ()97 V... MO LIABILITY ACCEPTED, (c197 Ve 1/7}2004 Time Stamping Y
PTT Post Root Ca 6/26/2019 Secure Email, Server... K
[El saunalahden Serveri Ca Saunalahden Serveri CA 6252019 Secure Email, Server... 3
[Elsaunalahden Serveri Ca Saunalahden Serveri CA 6/25/2019 Secure Email, Server... S
[Elsecure Server Certification Autho... Secure Server Certification Authority 1/712010 Server Authentication ¥
[Elsecuremet Ca Class & SecureMet CA Class A 10{16/2009 Secure Email, Server... S
[Elsecuremet CA Class B SecureMet CA Class B 10{16/2009 Secure Email, Server... S
[Elsecuretet Ca Root SecureMet CA Rook 10{16/2010 Secure Email, Server... S
[Elsecurenet Ca S6C Roat SecureMet CA SGC Root 10{16/2009 Secure Email, Server... S
SecureSign RootCAl SecureSign RootCal 9f15/2020 Secure Email, Server... 1
| | _I SecureSign RootCAZ SecuresSign RootCAZ 9f15/2020 Secure Email, Server.., 1

4 ANE]

|Trusted Root Certification Authorities store contains 104 certificates. |

4. Create the certificate request for the Microsoft® Mediation Server:
e Run Deployment Wizard, click step 4.
e Select the option Create a new certificate.
e Select the option send the request immediately to an online CA.
e Complete the settings in the blank.
e Click Assign to complete the task.

Note: If you receive the error message “certificate expired or is not yet valid” when you click the assign button at
the end of step 4, check the time/time zone configured for your Microsoft® Mediation Server is correct, then run
the Deployment Wizard again or click Certificatesin Available tasksin Microsoft® Mediation Server
MMC snap-in.
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8.2  Configuration

From the MMC snap-in, right-click the detected Microsoft® Mediation Server and select Properties.

“fi Consolel - [Console Root'Microsoft Office Communications Server 2007" 1 \ iati “dmg4000.bufocs.local]

B& Eile  Action Yiew Favorites  Window  Help
=]l | @

[_1 Console Rook iy wicrmte .

E@ Microsoft Office Communications Se “10ffice Communications

-4, Forest - BUFOCS.local Server 2007

-[( Enterprise pools Status Event Log Performance Resources
[_1 standard Edition Servers
[Z3 Archiving and CDR Servers
[_1 Unassigned users

|- [_] Mediation Servers = windows sarvices

Sk crng000, bl ocal

= General Settings

Rurning

dmg4120-01004.bufac:
[:I Live Communications Serve Stop
[]..@ Event Viewer (Local) Dieackivate Mediation Server Expiration Date:

-4ty Services (Local) [P —— N 9/10/2009
iew 4 -
Mew Window from Here .
Mew Taskpad Yiew. ..
Refresh
Help
T o =Mone =
AJv Edge Server part: <Mone

A Listening Connections

H Mext Hop Connections

H Route Information

1] ] H

|Opens the propetties dialog bos Far the current selection.
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Configure the following settings on the General tab:

dmg4000.bufocs.local Properties

zeneral | Mexk Hop Connections I Certificate I

AHJ_I Mediation Server

FoDn: | Al el

Communications Server liskening IP address:

IlSZ.lEB.D.lDE j

Gateway liskening IP address:

|192_158.|:|.1|:|5 j

o Edoe Server:
II{NDne} j

Default location profile:

IL-:u:atiu:unl j Wien |
Media port range: I 60000 ko I 64000

(] 4 I Cancel | Appli | Help
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Click the Next Hop Connections tab and configure the following:

dmg4000.bufocs.local Properties |

General  Mext Hop Connections |Certificate I

— Office Communications Server next hop

Specify the Office Communications Server used For routing inbound
PSTH calls,

Port: I =061

—PSTH Gateway next hop

Specify the PSTH gateway connected to this server,

IF address: 192 . 168 . o . 1los

Part: I 9803

I I Cancel By | Help |

The Port entry under PSTN Gateway Next hop has to match the configuration in the Dialogic® Diva®
SIPcontrol™ Software under Network Interface Configuration > SIP Listen Port.
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Click the certificate tab.

dmg4000.bufocs.local Properties | x| |

izeneral I Mext Hop Connections  Certificate |

—Server Certificate

Specify the certificate ba be used for inbound and autbaund
connections on this server,

Issued to: dmg4000,BufoCs, local
Issued by OCSTesk
Walid From 91172007 3:54 PM to 9/ 10/2009 3:54 PM,

Select Certificate. .,

Delete Certificate. ..

Warning: Changing the certificate will have no effect on exisking
conneckions. Existing connections will continue to use the old certificate,

(0] 4 Cancel Al Help

Select the certificate that will be used to communicate with Microsoft® OCS. Microsoft® Mediation Server will
need to restart for these changes to properly take effect.

9. Testing the Validation Matrix

The table below shows various test scenarios that are run as typical validation scenarios if the Dialogic® Media
Gateway is used in a voice messaging situation. The notes column specifies any notable parts of the test.

The test scenarios below assume that all gateway configuration parameters are at their default values. For a
sample showing call flows and states please consult the Gateway SIP Compatibility Guide.
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Test

Number

Call Scenario Description Notes

Inbound call scenarios

Direct call from TDM station set to
Microsoft® OCS client.

Direct call from Microsoft® OCS client to
TDM station set.

10.

10.1

10.2

Troubleshooting
Important Debugging Tools

Ethereal/Wireshark: Can be used to view and analyze the network captures provided by the Dialogic

gateway diagnostic firmware.

Adobe Audition: Can be used to review and analyze the audio extracted from the network captures to
troubleshoot any audio related issues.

Dialogic® Diva® Diagnostics tool: Used to review and analyze all SIP and ISDN traffic that relates to

calls going into and leaving the Dialogic® 4000 Media Gateway.

Using the Dialogic® Diva® Diagnostics Tool

Before using the Dialogic® Diva® Diagnostics tool, you would need to enable it by setting the Dialogic® Diva®
SIPcontrol™ Software debug. To do so, open the Diva SIPcontrol software web interface, click the link System
Settings, and set Debug Level to Extended. Click the save button for the changes to take effect.

Now, you can start the Diva Diagnostics tool. To do so, click:
Start > Programs > Dialogic Diva > Diagnostics.
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2. Diva Server Diagnostics

File Edit WYiew Tracing Help

BBE W |-

D E | X & n @ | @v D H Trace inactive, 132 Fbptes available.

L1 Diva Tracing Cateqor | o | Description
ED Trace Masks D-Channel o] Displays D-channel data as raw hex Frames,
ED Drivers [ Laver 1 1 Displays |aver 1 state changes.
% Maintn.anance Driver ) Call Comments (5IG) [ Displays decoded information For signaling frames and states,
8y Combined Ad.a|.3ter Driver O Low Laver o Displays decoded low |ayver information
: % Eigl(;\:-:;l':rf\ﬂlnlport) O Metwork Laver M Displays B-channel establishment and data indication,
E‘E:l Divva Server Adapters Ooata Link Error F Displays laver 2 link errars,
- D P " O miscellanenus 5 Texkual information on call skakes ete,
- EE APRIJELITL #1223 Line 2 OExtended 3 Displays module-specific detailed information.
BB 4PRIJE1STL #1223 Line 3 [Oe-channel Data B Displaws B-channel data as raw hex frames.
-8} 4PRIELITL #1223 Line 4 O Modulation M Information on modulation and demodulation,

1. Click one line of your Dialogic® Diva® Media Board in the left pane and click [E] on the toolbar to activate
the Basic tracing level. This level captures Q.931 ISDN messages.

2. Click CAPI driver in the left pane and activate the Basic tracing level as explained in step 1.

3. Start tracing. To do so, click the start icon # or select the Start Tracing option form the Tracing
menu.

4. Reproduce the issue.

5. To stop tracing, click the stop icon B on the tool bar or select the Stop Tracing option form the
Tracing menu.

6. To view your collected trace, click the view icon & on the toolbar or select the View Recorded
Trace option from the view menu. A notepad window will open with the recorded log.
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Examples of Dialogic® Diva® Diagnostics traces for an inbound (TDM to IP) call to Microsoft® Office
Communications Server 2007 (OCS)

Basic notations for reading the trace:

SIG-R: RX Q.931 ISDN message
SIG-X: TX Q.931 ISDN message

SIPR: RX SIP message
SIPX: TX SIP message

< Below is a RX Q.931 ISDN message for an inbound call >

9:16:28.431 C

3 21:2389:383
30 30 32 70 05 C1 35 31 30 31
Q.931 CR0017 SETUP
Bearer Capability 80 90 a2
Channel Id a9 83 81
Calling Party Number 01 a0 '2401°'
Called Party Number cl '5101'

- SIG-R(030) 08 02 00 17 05 04 03 80 90 A2 18 03 A9 83 81 6C 06 01 A0 33

<Below is a TX SIP message with SDP>

9:16:28.431 1 L 12 00010000-SIPX begin to IP:192.168.0.106 port:5060 socket:3 Proto:TCP

:16
:16
:16
:16
:16
:16
:16
<
:16
:16
:16
:16
:16
:16
:16
:16
:16
:16
:16
:16
:16
:16
:16
:16
:16
:16
:16
:16
:16
:16

W W WYWWWWWLWWWYWWYWWWWOWWYWWYWYWWYWYOLOOYYON VWYYV

128
:28
:28
:28
:28
:28
:28

128
:28
:28
:28
128
:28
:28
:28
:28
:28
:28
:28
:28
:28
:28
:28
:28
128
:28
:28
:28
128

.431
.431
.431
.431
.431
.431
: .431
ip:+1716639
.431
.431
.431
.431
.431
.431
.431
.431
.431
.431
.431
.431
.431
.431
.431
.431
.431
.431
.431
.431
.431
.431

PR RPRRPRRPRPRPRRPRERRPRRPRERPRERRPRENRRRERRER

4

Y o o e Y o o o o o o o o e o o e e e e e B o e e e e e

12
12
12
12
12
12
12

00010000~
00010000~
00010000~
00010000~
00010000~
00010000~
00010000~

>INVITE sip:+17166395101@dmg4000.bufocs.local:5060 SIP/2.0

>Via: SIP/2.0/TCP 192.168.0.106:9803;branch=z9hG4bK2617534104-7603272
>Max-Forwards: 70

>Allow: INVITE,ACK,CANCEL,BYE,OPTIONS,NOTIFY,REFER

>Accept: application/sdp,application/simple-message-summary
>Supported: timer,replaces

>From: "Dialogic Diva SIPcontrol"

1@192.168.0.106;user=phone>; tag=sipcontrol_2617534104-7668808

12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12
12

00010000~
00010000~
00010000~
00010000~
00010000~
00010000~
00010000~
00010000~
00010000~
00010000~
00010000~
00010000~
00010000~
00010000~
00010000~
00010000~
00010000~
00010000~
00010000~
00010000~
00010000~

>To: "Default" <sip:+17166395101@bufocs.local;user=phone>
>Call-ID: 9c046698-730448-17@dmg4000

>CSeqg: 1 INVITE

>Min-SE: 90

>Session-Expires: 600;refresher=uac

>Contact: <sip:+17166392401@192.168.0.106:9803>
>Content-Type: application/sdp

>Content-Length: 253

>

>v=0

>0=SIPcontrol 7472200 7472200 IN IP4 192.168.0.106
>g=-

>c=IN IP4 192.168.0.106

>t=0 0

>m=audio 30060 RTP/AVP 8 0 101 13

>a=rtpmap:8 PCMA/8000

>a=rtpmap:0 PCMU/8000

>a=rtpmap:101 telephone-event/8000

>a=fmtp:101 0-15

>a=rtpmap:13 CN/8000

>a=sendrecv

00010000-SIPX end
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<Below is a RX SIP message>

9:16:28.431 1 L 12 00010000-SIPR begin (331 byte) from IP:192.168.0.106 PORT:5060 on socket 3 port 5060
TCP

9:16:28.431 1 L 12 00010000- >SIP/2.0 100 Trying

9:16:28.431 1 L 12 00010000- >FROM: "Dialogic Diva
SIPcontrol"<sip:+17166392401@192.168.0.106;user=phone>;tag=sipcontrol 2617534104-7668808

9:16:28.431 1 L 12 00010000- >TO: "Default"<sip:+17166395101@bufocs.local;user=phone>

9:16:28.431 1 L 12 00010000- >CSEQ: 1 INVITE

9:16:28.431 1 L 12 00010000- >CALL-ID: 9c046698-730448-17@dmg4000

9:16:28.431 1 L 12 00010000- >VIA: SIP/2.0/TCP 192.168.0.106:9803;branch=z9hG4bK2617534104-7603272
9:16:28.431 1 L 12 00010000- >CONTENT-LENGTH: 0

9:16:28.431 1 L 12 00010000- >

9:16:28.431 1 L 12 00010000-SIPR end

9:16:28.665 0 L 12 00010000-SIPR begin (408 byte) from IP:192.168.0.106 PORT:5060 on socket 3 port 5060
TCP

9:16:28.665 0 L 12 00010000- >STP/2.0 183 Session Progress

9:16:28.665 0 L 12 00010000- >FROM: "Dialogic Diva
SIPcontrol"<sip:+17166392401@192.168.0.106;user=phone>;tag=sipcontrol_2617534104-7668808

9:16:28.665 0 L 12 00010000~ >TO:
Default<sip:+17166395101@bufocs.local;user=phone>;epid=CE4C602FA5; tag=3f5ea65423

9:16:28.665 0 L 12 00010000~ >CSEQ: 1 INVITE

9:16:28.665 0 L 12 00010000~ >CALL-ID: 9c046698-730448-17@dmg4000

9:16:28.665 0 L 12 00010000~ >VIA: SIP/2.0/TCP 192.168.0.106:9803;branch=z9hG4bK2617534104-7603272
9:16:28.665 0 L 12 00010000~ >CONTENT-LENGTH: 0

9:16:28.665 0 L 12 00010000~ >SERVER: RTCC/3.0.0.0 MediationServer

9:16:28.665 0 L 12 00010000~ >

9:16:28.665 0 L 12 00010000-SIPR end

9:16:28.869 1 L 12 00010000-SIPR begin (399 byte) from IP:192.168.0.106 PORT:5060 on socket 3 port 5060
TCP

9:16:28.869 1 L 12 00010000- >SIP/2.0 180 Ringing

9:16:28.869 1 L 12 00010000~ >FROM: "Dialogic Diva
SIPcontrol"<sip:+17166392401@192.168.0.106;user=phone>;tag=sipcontrol_2617534104-7668808

9:16:28.869 1 L 12 00010000- >TO:
Default<sip:+17166395101@bufocs.local;user=phone>;epid=CE4C602FA5; tag=3f5ea65423

9:16:28.869 1 L 12 00010000~ >CSEQ: 1 INVITE

9:16:28.869 1 L 12 00010000~ >CALL-ID: 9c046698-730448-17@dmg4000

9:16:28.869 1 L 12 00010000~ >VIA: SIP/2.0/TCP 192.168.0.106:9803;branch=z9hG4bK2617534104-7603272
9:16:28.869 1 L 12 00010000~ >CONTENT-LENGTH: 0

9:16:28.869 1 L 12 00010000~ >SERVER: RTCC/3.0.0.0 MediationServer

9:16:28.869 1 L 12 00010000~ >

9:16:28.869 1 L 12 00010000-SIPR end

9:16:30.197 1 L 12 00010000-SIPR begin (836 byte) from IP:192.168.0.106 PORT:5060 on socket 3 port 5060
TCP

9:16:30.197 1 L 12 00010000- >STIP/2.0 200 OK

9:16:30.197 1 L 12 00010000- >FROM: "Dialogic Diva
SIPcontrol"<sip:+17166392401@192.168.0.106;user=phone>; tag=sipcontrol_2617534104-7668808

9:16:30.197 1 L 12 00010000- >TO:
Default<sip:+17166395101@bufocs.local;user=phone>;epid=CE4C602FA5;tag=3f5ea65423

9:16:30.197 1 L 12 00010000- >CSEQ: 1 INVITE
9:16:30.197 1 L 12 00010000- >CALL-ID: 9c046698-730448-17@dmg4000
9:16:30.197 1 L 12 00010000- >VIA: SIP/2.0/TCP 192.168.0.106:9803;branch=z9hG4bK2617534104-7603272
9:16:30.197 1 L 12 00010000- >CONTACT:
<sip:dmg4000.BufOCS.local:5060; transport=Tcp;maddr=192.168.0.106>
9:16:30.197 1 L 12 00010000- >CONTENT-LENGTH: 253
9:16:30.197 1 L 12 00010000- >SUPPORTED: 100rel
9:16:30.197 1 L 12 00010000- >CONTENT-TYPE: application/sdp; charset=utf-8
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9:16:30.197 1 L 12 00010000- >ALLOW: UPDATE

9:16:30.197 1 L 12 00010000- >SERVER: RTCC/3.0.0.0 MediationServer
9:16:30.197 1 L 12 00010000- >ALLOW: Ack, Cancel, Bye,Invite
9:16:30.197 1 L 12 00010000- >

9:16:30.197 1 L 12 00010000- >v=0

9:16:30.197 1 L 12 00010000- >o=- 0 0 IN IP4 192.168.0.106
9:16:30.197 1 L 12 00010000- >s=session

9:16:30.197 1 L 12 00010000- >c=IN IP4 192.168.0.106
9:16:30.197 1 L 12 00010000- >pb=CT:1000

9:16:30.197 1 L 12 00010000- >t=0 0

9:16:30.197 1 L 12 00010000- >m=audio 62438 RTP/AVP 8 101
9:16:30.197 1 L 12 00010000- >c=IN IP4 192.168.0.106
9:16:30.197 1 L 12 00010000- >a=rtcp:62439

9:16:30.197 1 L 12 00010000- >a=label:Audio

9:16:30.197 1 L 12 00010000- >a=rtpmap:8 PCMA/8000

9:16:30.197 1 L 12 00010000- >a=rtpmap:101 telephone-event/8000
9:16:30.197 1 L 12 00010000- >a=fmtp:101 0-16

9:16:30.197 1 L 12 00010000- >a=ptime:20

9:16:30.197 1 L 12 00010000-SIPR end

<Bellow is a TX Q.931 ISDN message, after SIP session is established>

9:16:30.212 C 3 21:2391:136 - SIG-X(005) 08 02 80 17 07
Q.931 CR8017 CONN
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