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Dialogic® 4000 Media Gateway Series Integration Note

1. Scope

This document is intended to detail a typical installation and configuration of the Dialogic® 4000 Media Gateway
Series if used to interface between a PBX and the Microsoft® Office Communications Server (OCS) 2007
application.

2. Configuration Details

Listed below are details of the PBX and gateways used in the testing on which this document is based.

2.1 PBX

PBX Vendor NEC

Model(s) NEAX2400 IPX
Software Version(s) Ver.17 Rel.03.46.001
Additional Notes N/A

2.2 Gateway

Gateway Model Dialogic® 4000 Media Gateway Series

Software Version(s) Dialogic® Diva® System Release software version 8.3.2 build 459
(formerly called Diva® Server software)

Dialogic® Diva® SIPcontrol™ Software version 1.6 build 46
(DSSIPControl.msi)

Protocol T1 Q.SIG

2.3 System Diagram

The diagram below details the setup used in the testing and creation of this document. In the diagram, the
abbreviation DMG4000 stands for the Dialogic® 4000 Media Gateway Series and OCS Server stands for
Microsoft® Office Communications Server (OCS) 2007.
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3. Prerequisites

3.1 PBX Prerequisites

The PBX must have all supplemental service packages installed for the Q.SIG protocol to operate properly and
to provide all advanced supplemental services.

3.1.1 PBX Equipment Required
To support the T1 Q.SIG configuration as documented you need a PA24PRTB-A ISDN T1 line card.
3.1.2 PBX Cabling Requirements

The cabling for Q.SIG connections must be CAT5e or better. A standard voice quality cable will not provide the
desired signal quality and will cause the gateway to have issues establishing a connection on the D-channel.

3.2 Gateway Prerequisites
The gateway needs to support a T1 Q.SIG interface.

4. Summary of Limitations

No limitations noted as of the last update to this document.
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5. Gateway Setup Notes
Steps for setting up the gateway:

1. Configuration of the Dialogic® Diva® Media Boa&d drivers.
2. Configuration of the Dialogic® Diva® SIPcontrol™ software.

5.1 Dialogic® Diva® Media Board Configuration

The Diva Media Boards are configured in the Dialogic® Diva® Configuration Manager. To open the Configuration
Manager, click:

Start > Programs > Dialogic Diva > Configuration Manager.

Note: In the Dialogic® Diva® software and documentation, Diva Media Boards are referred to as Diva Server
adapters.

A screen similar to the one below will appear.

¥ Active Configuration - Diva Server Configuration Manager

Fle Ede Insert | yiew Toos Heb

D@ E| & vooer B2 x|
v Sahs

Bar

Property [ value =
Line Type: P Line (23 B-Charinels)
:Swiitch Type =
diva, <P Type Gereric
& sy Standard Ao
E--Cel Reference Format | Standard
Interface Type Point-to-Poink (Standard)
Cirect Dial In {NT2) Mo
Mumber Type Fange of Extensions
; Lowesk Extension oo
*Highest Extersion 999
TET 0
Layer 2 Conneck Mode Permanent
Woice Coding Protocod Default
Operation Mode TE - Terminal Equipment {Recommendsd)
Fractional Line o
iGenerate Ring Tones ch_;?
Device Mode Standard
Ercoded Signal Power Limiter |Protocel Default
Discormect on Progress Protocol Defaut
Trareparert Facilby FF
Rerouting on
PR Irwite Ff
Redirecting Numbar Emua... |Disabled
DTMF Clamping Ff
Recarding A5C O
Dial Pulse Detection CFf
ECT Emulation Disabled (Hardled by Netwark)
Limk Call Rate OFF
See legal notice in Reference Guide,
Configure the line-spectic properties here.
To assign the configured directory numbers to the services, select the bindings between
services and sdapters. =

Shows or hides advanced settings.

B
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Note: The number of TDM circuits varies depending on the used Dialogic® Media Gateway model.

For this setup:
e Setthe property Switch Type to Q-SIG T1.
e |f your PBX does not provide ring tones to callers from TDM, set the property Generate Ring
Tones t0 Yes.

To activate the change, click File > Activate.
Make these configuration changes for each TDM circuit you are going to use on the Dialogic® Media Gateway.
5.2 Dialogic® Diva® SIPcontrol™ Software Gateway Application

The Diva SIPcontrol software is configured via the web based interface. To open the web interface, click Start
> Dialogic Diva > SIPcontrol Configuration.

On the main page, click the sSTPControl link to display the different configuration menus.
The PSTN Interface Configuration section should automatically include all ports detected in the system.

Note: If you do not see any detected ports, you may need to add http://127.0.0.1 as a trusted site. From
Microsoft® Internet Explorer, click Tools > Internet Options > Security > Trusted Sites.Use
http://127.0.0.1:10005 to get to the configuration.

In order for the Diva SIPcontrol software to route calls, the proper routes must be created and configured. Each
route consists of a source interface and a destination interface. PSTN controllers and SIP peers are considered
either a source interface or a destination interface depending on the call direction.

5.2.1 PSTN Interface and Network Interface Configuration

The following is a typical configuration.
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civ Divai Configuration - Microsoft [nternet Explorer

| Fle Edt Vew Favoites Tods Hep

| GBock - & - (] 3] ] O search FrFavorkes | 3- 5 3
| Avdaress [ bt 127,00, 1510005 sipcantrol.co
|Links ] PEx 1P iedia Gareway

. s
Dialegic
Y HOME SIPcontrol Configuration
PSTH Interface Configuration )
[} Configuration
Sipcontol » Nama N Hardwars DoscHption channelc  Dialplan Enablad
Password Confroller! 1 Eicon Diva SenverV-4PRIENT! - PORT 1 81221 13 nare =] 1= Detal:
Controller2 2 Eicon Diva Server V-4PRIENT! - PORT 28N: 1223 23 nane L4 I Dietals
7] System Controller 3 Eican Diva ServerV-APRIENT! - PORT 3SN- 1223 23 nare A m Deusl
Service Status Controllers 1 Eican Diva Server V-APRIELT! - PORT 4 SN- 1213 23 nare I Detal
@ Licensing Network Interface Configuration
Licenge Managemant Hame Device 1P Address Protocol  SIP Listen Port  Enabled
i=kF| PROTOO0EE Hetwark Corm | InfaR) PROM030 £8 Hubwok Cannection with U0 Accaluration 1921880106 [al =] ( I
Local Loapback Interface: Lesal Loopbads Interfase 127001 o =] [5060 r
RTF Start Fort 30000
RTP ENd POIT 39599
Jitterbufier Sze Min [ms]: o
SIF Peer Configuration <
Routing Configuration <

The Network Interface Configuration will be used by the Diva SIPcontrol software for listening to the
SIP traffic from Microsoft® Mediation Server. Given that on these gateways the Microsoft® Mediation Server
component and the Diva SIPcontrol software are running in the same system, you will need to change s1p
Listen port to 9803 or to an available un-used port. Later during the Microsoft® Mediation Server
configuration, you will need to set the PSTN Gateway next hop setting to 9803 to match.

5.2.2 SIP Peer Configuration

Create one SIP peer to talk to Microsoft® Mediation Server as shown below.
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a http://127.0.0.1: 10005 - Edit Peer

Edit SIF Peer Configuration
Mame
Peartype:
Default SIF to PSTH peer
Host:
Fort:
IP protocal:
Dormain:
Display name to:
Display name from
Usernameto:
User narme from:
Force T.38 reinvite:
Alive check:
Address map inbound:

Address map outbound:

Manca rada rmanming inkhoond:

- Microsoft Internet Explorer

IM ediation Server

MS OCS 2007 / Medistion Server = |

~

|192168.0.108

5060

TCP vl

=
=

&

[T nteree

5.2.3 Routing Configuration

In the Routing Configuration section, you must create two routes, one for the inbound direction (TDM to
IP) and one for the outbound direction (IP to TDM). Once you have created the routes, click the save button for
the changes to take effect.

BIP Peer Configuration

Hame Default S1P to PSTH Peer  Host Port 1P Protocel  Display Mameto  Dialplan Enabled
Mudiation Serer F 192 1BR010R  SDED  TCP [rome =1 F Dietads | Dedein.
|
Routing Configuration
e Sources Destinations Addrasa Map nnbled
Outtund Rout Modiation Server Sonsolat ::m (Eave), Lo S Pee EI £ 1| Detsis | Diee
Inbound Rout g:::‘: ControllerZ, Conbroller3, yo gotinn Sorver (Sl [rere =] = 1| 1| Dersis | Detee

|
5.2.4 Number Normalization

The Dialplan Configuration and Address Map Configuration sections are used for manipulating dial
numbers. For most PBX dialplans, an address map is required. See the following examples.
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5.2.4.1 Dialplan Configuration Example

To create a dialplan, click Add from the Dialplan Configuration. The following screens show how to set up
a dialplan for a Microsoft® Office Communications Server (OCS) 2007 application with the following dialplan from
the PBX. (This may not match to the PBX programming in section 6 and the Setup in section 2.3).

Area code: 716
Base number: 639
Extensions: 4 digits
Access code: 9

; http://127.0.0.1:10005 - Edit Dialplan - Microsoft Internet Explorer
Edit Dialplan Configuratian
Marme: [Diclpian 716
Country cade: Jh
Morth-American numbering plan: I
Area code: [718 |with national prefis |
I—
I—
I—
l—
Other Iocal areas
l—
l—
l—
l—
Base number |633
Maximurn extension digits: IE
International prefi: [o11
Mational prefix |1
Access code: IE]
PETH access code provided by SIP caller: -
Incoming PSTH access code provided by PEX: r Il
Ok Cancel LI
&) one T ewtene:

Complete the settings and click oOx.

For the dialplan to be applied to outbound calls, click the Details button of the PSTN controller and configure
the Address Normalization settings as shown in the screen below. This converts the dialed numbers into
the format based on the dialplan for the PBX. If the dialed humber is for an internal user, it is converted into a 4-
digit extension. If the called number is for a national call, 91 is prepended. Click Ok on this page, and Save on
the next page for the changes to take effect.
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ahtlp:- /127.0.0.1:10005 - Edit PSTN Interface - Microsoft Internet Explorer

General Configuration

Eicon Diva Server V-4PRIFE1/T1- PORT 1 SN:

Hardware description: 1273

PSTH interface number: 1
MName:! Il:nnlmlleﬂ
Address map inbound: m
Address map outbound: m
Address Normalization
Dialplan: lm -
P
Mumber format (outbound) Extension =
Encoding {outhound): [
Default numbering plan: W -

PSTN Call Transfer Settings

The Call Transfer settings depend on the capabilities ofthe communication platform (PBX, switch)

Blind Call Transfer (A- and C-Party on PSTN side)

Transfer type: |With conzulation call [Explicit Call Translcr];l

EE—— =
CEx o=

For the dialplan to be applied to inbound calls, click the Details button of the configured SIP peer and
configure the Address Normalization settings as in the screen below. This converts the phone number into
the E.164 format as needed by Microsoft® Office Communications Server 2007. Click Ok on this page, and Save
on the next page for the changes to take effect.

5 Mormalization
Dialplan: Im
Mumber farmat (outhound): temational numbel
Encoding {outhound): IW

0K Cancel

5.2.4.2 Address Map Configuration Example

If the dialplan does not meet your setups special requirements, the Address Map Configuration can be
used. An address map entry uses regular expressions (RegEx) (so does Microsoft® Office Communications
Server 2007) for converting the call address format for inbound or/and outbound direction.

Important note before applying regular expression rules in address maps: The call address for outbound calls (IP
to TDM) includes a “@hostname” part. For example, +17166391234@DMG4000.bufocs.local is the call address,
not just +17166391234. For inbound calls (TDM to IP), the call address is the called or calling number, with a
possible prefix “+”, “N”, or “S”. For example, an inbound call has called number 1234 with ISDN type of
numbering flag set to Subscriber, and the calling number 49715233334444 with ISDN type of numbering flag
setto International. The called address will be S1234 and the calling address will be +49715233334444.

10
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If the ISDN type of numbering flag is set to National, the prefix “N” will be used with the call number. If the type
is Unknown, no prefix is used.

Outbound call example using address maps:
Microsoft® Office Communications Server 2007 sends the E.164 dial number format to the SIP gateway. Both

called and calling numbers need to be converted into a format that the PBX can accept. If the same PBX
dialplan as in the previous section is used, the following conversions are needed.

Calling number From Microsoft® OCS | To PBX
Internal +1716639XXXX 716639XXXX
Called number From Microsoft® OCS | To PBX

To Internal +1716639XXXX XXXX

To National +LXXXXXXXXXX 9 LXXXXXXXXXX
To International +XXX. .. XXX +XXX.. . XXX

Below is RegEXx for the conversion tables above.

Sub rule name Expression Format Stop on match
Calling number M+1(716639\d{4}) $1 Not checked
Called - Internal M+1716639(\d{4}) $1 Checked
Called - National MN+1 91 Checked
Called - International | M+ 9011 Checked

Below are the configured address maps for outbound calls. The order of the below four sub rules and the stop
on match check mark are relevant:

) Configuration

Name Rule Name Stop on Match Enabled

Calling number r I 1| 1| Detals | Delete
Called - Internal v v 1| L | Detais | Delete
Outbound Called - Mational I ¥ | 1| Details | Delate
Called - International [ I~ 1| L | Detais | Delete

Add Rule

11
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The following screen shows the first sub rule that converts the E.164 calling number into a
10-digit national number:

0005 - Edit Address May rosoft Internet Explorer

Address map name |0utbound

Rule name [Caling number

Called address expression: |

Called address format |

Calling address expression: |”+1[T‘\ 6E394di4h)

Calling address farmat [#1

Redirect address expression: |

Redirect address format: |
Stop on match: r

NOTE for call address formats:

- Addresses received from PSTM (or those normalized via dialplan) are written as "=xX=5551234"
where <= represents the number type and may be either"+" (international), "N" (national),

8" (subscriber) of ernpty (Unknown).

- Addresses received from SIP are written as userinfo@domain tid, like in the respective SIP
headers.

Ok Cancel

=
o T —

The following screen shows the second sub rule that converts E.164 for the internal called number into a 4-digit
extension:

Address map name. lDuthnund—

Rule name: W

Called address expression: W

Called address format |

Calling address expression: l—

Calling address format

Redirect address expression l—

Redirect address format: l—

Stop on match 172

MNOTE for call address farmats:

- Addresses received from PSTN (orthose normalized via dialplan) are written as "=x»>5551234",
where <KX= represents the number type and may be either"+* (ntemational), "N" (national),
“8" (subscriber) or empty (Unknown)

- Addresses received from SIP are written as userinfo@@domaindid, like in the respective SIP
headers

- |
/] Dare T (e memee

12
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The following sub rule converts the E.164 national number into a 10-digit national number with prefix 91:

icrosoft Internet Explorer

Address map name: Outbound
Rule name Called - Mational

Called address expression "l

Called address format: fo
Calling address expression: l—
Calling address farmat; l—
Redirect address expression: l—
Redirect address format |

Stop on match: I

NOTE for call address formats:

- Addresses received from PSTM {or those normalized via dialplan) are written as "=<X=8851234",
where <X= represents the number type and may be either"+" (ntermational), "t (national),

"8" (subscriber) or ermply (unknown)

- Addresses received from SIP are written as userinfo@damaintid, like in the respective SIP
headers.

[ |
&l oane T T meme

The following example converts international call numbers:

icrosoft Internet Explorer

Address map narme: [Outbound

Rule hame: [Ealled - Intemational
Called address expression |"\+

Called address farmat: J30m1

Calling address expression |

Calling address format:

Redirect address expression: |
Redirect address format |
Stop on match Ird

NOTE for call address formats

- Addresses received from PSTH (or those normalized via dialplan) are written as "=X=5551234",
where <X= represents the number type and may be either "+ (nternational), "' (national),

5" (subscriber) or ernpty (unknown)

- Addresses received from SIP are written as userinfo@domaindld, like in the respective 5P
headers.

=
it T ——

13
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Once an address map rule is created, it can be applied in three different places. To ease the configuration and
troubleshooting processes, apply the rule on the outbound route as shown below:

Routing Configuration

Hame Sourcas Destinalions

Contrallert {Slave), Confraller2 (Slave), Controllerd (Slave),

o Ry Cortroller (Skve)

Cutbound Route

Contralier], Controllar2, Controllar3,

controlierd Mediation Server (Slave)

2]

Inbound Route

Inbound call example using address map:

This example assumes that the PBX sends inbound calls using a 4-digit extension, with the ISDN type of number
flag set to Subscriber for internal numbers, National for national calls, and International for
international calls.

Called number From PBX To Microsoft® OCS

Internal XXxx (with subscriber type of number) +1716639XXXX

Calling number From PBX To Microsoft® OCS

Calling from internal XXxx (with subscriber type of number) +1716639XXXX
Calling from national XXXXXXXXXX (with national type of number) +LXXXXXXXXXX
Calling from international | xxx...xxx (with international type of number) | +Xxxx...XXx

Sub rule name Expression Format Stop on match
Called AS(\d{4h$ +1716639%1 Not checked
Calling - internal AS(\d{4h$ +1716639%1 Checked
Calling - national AN(\d{10hH)$ +13$1 Checked
Calling - international N+ + Checked

14
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Create an address map named Inbound and its four sub rules as shown below:

Name

Outbound

Inbound

Address rnap name

Rule name:

Called address expression
Called address format
Calling address expression:
Calling address format
Redirect address expression
Redirect address format:
Stop on match

MOTE for call address formats:

"5 (subscriber) or empaty (Unknown)

headers

Rule Nama

Calling number

Called - Internal

Called - Mational

Called - International
Add Rule

Called

Calling - Internal

Calling - Matianal

Calling - International

Add Rule

Stop on Match

-

U

U I i |

crosoft Internet Explorer

froowna
[aled
B
PG —
—
—
———
——

-

‘@ Dane

Enabled

I

Ird
Icd
I

U Y |

- Addresses recetved from PSTN (or those normalized via dialplan) are written as "<k=5551334",
where =x= represents the number type and may be either "+ {international), "N" inational),

- Addresses received from SIP are written as userinfo@domain ild, like in the respective SIP

OK|S Cancel

i
T
i

T

i
T
i

T

|

L e

L

Details

L | Details

L | Details

1 | Details

L | Details

1 | Details

L | Details

L

Details

Delete

Delete

Delete

Delete

Delete

Delete

Delste

Delete

15
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icrosoft Internet Explorer

Address map name: llnhnund—
Rule name W
Called address exaression:
Called address format -
Calling address exprassion: I”S[\\:I{JJ}]:E—
Calling address farmat: W
Redirect address expression l—
Redirect address format l—

Stop on match: Ird

MNOTE far call address formats:

- Addresses received fram PSTN (or those normalized via dialplan) are wiitten as " <x=5551234",
where =X= represents the number type and may be either "+ {intemational), "N" (national),

"S" (subscriber) or empty (unknown)

- Addresses received fram SIP are written as userinfo@daormain fd, like in the respective SIF
headers

- |
&) Dane T memee

icrosoft Internet Explorer

Address map name: llnhnund—
Rule name W
Called address exaression:
Called address format -
Calling address exprassion: W
Calling address farmat: |+1$1—
Redirect address expression l—
Redirect address format l—

Stop on match: Ird

MOTE for call address formats

- Addresses received fram PSTN (or those normalized via dialplan) are wiitten as " <x=5551234",
where =X= represents the number type and may be either"+" {internationaly, "N" (national,

"S" (subscriber) or empty (unknown).

- Addresses received fram SIF are written as userinfo@domain fd, like in the respective SIF
headers

- |
[&]pone T mneme

16
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a http://127.0.0.1:10005 - Edit Address Map - Microsoft Internet Explorer

Address map name: Inbournd

Rule name [Caling - Intemational |
Called address expression: l—
Called address format: l—
Calling address expression Nt

Calling address format: |+—
Redirect address expression: l—
Redirect address format -
Stop on match: i

NOTE for call address formats:

- Addresses received from PSTM {or those normalized via dialplan) are written as "=X=5551234",
where =X= represents the number type and may be either"+" {international), "N" {national,

3" (subscriber) or empty (unknowmn)

- Addresses received from SIP are written as userinfo@domain tid, like in the respective S5I1P

headers.
Cancel
|
[&] pane ’_,_,_’_,_ & Internet v

Apply the address map inbound rule on the inbound route as follows:

Routing Configuration

Haeme Saurces Dustinations Addross Map  Enabled
i Controller] (Slave), Contraller2 (Slavel, Confroliars (Sava), = [ ]
Cuthound Roube Mediation Server Cnirllerd (ave) Dt rd 1| 1] oetats
Ven—
Controllest, Controlier2, Conlrolber3,
Inbound Reute Controllerd Mediation Senvar (Slave) ‘wr I 1| 1| Detais

2

5.2.5 Restarting the Dialogic® Diva® SIPcontrol™ Software

Note: A restart of the Diva SIPcontrol software service is needed only if the setting under Network Interface
is changed.

Save the configuration and restart the Diva SIPcontrol software service for the changes to take effect. To do so,
click service Status on the left hand side of the main configuration page, and then click Restart
SIPcontrol. The Last operation log will show that the service has been stopped and started again.

17
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6. PBX Setup Notes

The basic steps of setting up the PBX for use with this Dialogic® 4000 Media Gateway Series (DMG4000
Gateway) and a voice processing system are as follows:

1. Initializing the ISDN services.

2. Enabling ANI pass-through.

3. Building and configuring trunk routing.
4. Setting up the subscriber station sets.

All PBX programming is done via a Windows®-based application that connects to the serial administration port of
the PBX.

6.1 Initializing the ISDN Services

Using the ASYD (Assignment of System Data), set the system data bytes that are required to bring the
ISDN system into service.

Note that not all fields will be visible at the outset. As you start to enter data, however, new fields will appear.

= ASYD - HEXT-PBX
File Wiew Help

ASYD[Assignment of System Datal

SYS
1
INDEX DATA
186 63
FDATA MDATA

T i

18
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In the ASYD - Next-PBX dialog box, configure the following:
¢ Inthe sys field, enter 1.
e Inthe INDEX field, enter 186.
e Inthe DATA field, enter 63.
e Press [Enter] to save and move on to Index 187.
e Inthe ASYD dialog box in the DATA field, enter 00.
e Press [Enter] to save Index 187.
e Close the ASYD - Next-PBX dialog box.

6.2 Enabling ANI Pass-Through

Use the ASFC (Assignment of Service Feature Restriction Class) command to allow ANI to
pass from the PBX to TELCO.

Note that SFI 94 must be set to 0. For extensions that want outward ANI to be blocked, assign them to an SFC

that has SFT 94 setto a 1. Always assign SFIs 97 and 98 as 0.

#= ASFC - NEXT-PBX

File View Help

ASFC[Assignment of Service Feature Restriction Class]

sfFC 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

Res o [0 fo o o fofo o o fofofofofo oo

In the ASFC - Next-PBX dialog box, configure the following:
e Inthe D/N field, enter D (day time configuration).
e Inthe TN field, enter 1.
e Inthe SFI field, enter 94.
e Inthe RES fields, enter 0 for every field.
e Close the ASFC - Next-PBX dialog box.
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6.3 Building and Configuring Trunk Routing

Step 1: Use the ARTD (Assign Rout Data) command to assign a route data for each B-channel and D-
channel route.

For B-channels, setting CDN to 1 allows INCOMING ANI to D-term displays (does not affect analog stations).
This does NOT affect outgoing ANI. Other CDNs may be left at their default values (data 0) for the route.

. ARTD - NEXT-PBX M=E3

File Wiew Help
ARTD [Assignment of Foute Clazs Data)
RT 5 Get
Quick Edit
COM  FUNC AT Set
.
Del
COWN | FUNC DATA N
1 05GS g E it
2 OMSG 1] 4
3 I5GS 0
4 IN5G 1]
3 TF 1]
B TCL 1
7 LT 1
g RLP 1]
g Ta 0
10 SDR 1]
11 TD ]
12 DR 0
13 AL 1
14 THT 1]
15 L5G 0
16 SMDR2 1]
17 H/M 1]
18 MC 0
19 AN 1]
20 D 0
21 M5B 0
29 hACAS n b

Inthe ARTD - Next-PBX dialog box, configure the following:
e Inthe RT field, enter a number from 1-255.
Note: 31 is the unofficial convention. Also, remember this route number for later steps in the
configuration.
e Click the GET button to initiate the command.
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e Enter 1 in the following fields:

o TCL
o LT
o AC

e Click the SET button to initiate the command.
e Close the ARTD - Next-PBX dialog box.

Step 2: Use the ARTI (Assignment of Trunk Application Data) command to configure your Q.SIG
line for the ISO standard protocol.

o BRI - NEXT-PBX

File  View Help
ARTI [Aszsignment of Trunk Application D ata)
RT W Get
(uick Edit
COM  FUMC DATA Set
o
Del
COW  |FUNC DATA )
Lyl IDRT I ;
42 ECCISTD I $
43 MFCG2 I
44 OFCC I
45 ICTCON I
46 VRD I
47 INTD 1
48 JECCIS I
49 ECCIS2 I
50 IPINT I
51 IPTRE. I
52 CTCF 1
53 RERT 1
54 DCANS I
55 RMD I
56 CLEK. I
57 LALAW I
58 MCTFALC I
59 RE I
G0 FR 1
B1 COT I
=) o7 n

In the ARTI - Next-PBX dialog box, configure the following:
¢ InRT field, enter a B-channel route number within the range of 1 through 255.
e Click the GET button to initiate the command.
e Enter 1 in the following fields:
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o INTD
o CTCF
o RERT
o PR

¢ Click the SET button to initiate the command.
e Close the ARTT - Next-PBX dialog box.

Other CDNs may be left at their default values (data 0) for the route.

Step 3: Use the ATRK (Assignment of Trunk Data) command to assign trunks to the defined B-channel
and D-channel routes.

There should be two trunks programmed for the D-channel route. The trunks assigned will depend on the circuit
cards used.

1+ ATRK - MEXT-PBX
File ‘iew Help

ATRE[Aezgnment of Trunk Data)

RT Tk
o [
LEMS TH

002090 ]1_ i

oL

Inthe ATRK - Next-PBX dialog box, configure the following:
e Inthe RT field, enter the route number assigned in step 1.
e |nthe TK field, enter a trunk number used for calls to and from the T1.
e Inthe LENS field, enter the LENS (card address) number of the T1 card. A trunk number used for calls to
and from T1.
e Inthe TN field, enter a tenant number used for calls to and from the T1.
e Click the SET button to initiate the command.
e Close the ATRK - Next-PBX dialog box.
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Repeat these steps to assign a second trunk (TK) on the T1 card.

Step 4: Use the ARSC (Assignment of Route Restriction Class) command to allow, restrict, or toll

restrict calls to the B-channel route.

= ARSC - NEXT-PBX
File Wiew Help

B=1E3

ARSC [Azsignment of Foute Restriction Clazs)

D/ |D_

™ RT 100

RSC

RRI-0
RRI-1
RRI-2

1

1

1

| 9] 10 11] 12] 13| 14| 15
1 1 11

1
1

1
1

1

7 &
11
1 11
11
1 1

—_ = = =

oalaiados

11 1
11 11
11 1 1 1 1 1

RRI-3

In the ARSC - Next-PBX dialog box, configure the following:
¢ Inthe D/N field, enter D for the day time configuration.
¢ Inthe TN field, enter the tenant number used for calls to and from the T1.
e Inthe RT field, enter the route number assigned in step 1.
e Inthe RSC table, enter 1 for all calls.
e Click the SET button to initiate the command.
e Close the ARSC - Next-PBX dialog box.

If night time configuration is also required, enter N in the D/N field and repeat the steps above.

23



NEC NEAX2400 IPX

Step5: Use the ARRC (Assignment of Alternative Route Restriction) command to assign route to
route connection data to allow tandem connections between existing routes and the B-channel route.

£ ARRC - NEXT-PBX =13

File Wiew Help

ARRC[Assignment of Alternative Route Restriction]

ICRT OGRT
1 1
ARI A-RES ARI D-RES

I

In the ARRC - Next-PBX dialog box, configure the following:
e Inthe ICRT field, enter 1 (incoming route number).
e Inthe OGRT field, enter 1 (outgoing route number).
e Close the ARRC - Next-PBX dialog box.

Step 6: Use the ADPC (Assignment of Determinate Point Code Data) command to assign a
separate and unique point code for each ISDN span.

The allowed range for point codes is 1 through 16383. Any number in that range can be used; however, it is
recommended to use a point code under 200. Also, you cannot use any point code that is already assigned in
the PBX, which is used for CCIS or ISDN. To find point codes that are in use, look in AYSD Index 180 & 181 as

well as LDPC.
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. ADPC - NEXT-PBY CEX

Filz  Wiew Help

ADPC[Assignment of Determinate Point Code Data)

RT PC
10

In the ADPC - Next-PBX dialog box, configure the following:
e Inthe RT field, enter the route number assigned in step 1.
e Inthe pc field, enter the point code you wish to use.
e Close the ARSC - Next-PBX dialog box.
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Step 7: Use the ACSC (Assignment of CSC Data) command to assign only an even CSCG number. If
ACSC data must be deleted, first delete ACIC/ACIC1 data, then delete ACSC.

T+ ACSC - NEXT-PBX M=E3
File  Wiew Help

ACS5C[Assignment of CSC Data)

C5CG

130

GROUP CCH

0 00112|

In the ACSC - Next-PBX dialog box, configure the following:
e Inthe cscc field, enter an available common channel signaling controller group humber from 2 through

255. Do not use 128 or 129.
e Inthe ccH field, enter the slot address (MG, UNIT, and GROUP).

e Close the ARSC - Next-PBX dialog box.
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Step 8: Use the ACIC1 (Assignment of CIC Code Data 1) command on IMX/IPX PBX's using

Windows® commands (ACIC1 / ACIC2).

A+ ACICY - NEXT-PBX M=

File Wiew Help

ACIC1 [Assignment of CIC Code Data 1]

PC C3CG

[

In the ACIC1 - Next-PBX dialog box, configure the following:
In the pc field, enter the point code for the ISDN span that was assigned in step 6.

e Inthe CscG field, enter an even number that was assigned in step 7.
e Closethe ACICl1 - Next-PBX dialog box.
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Step 9: Use the ACIC2 (Assignment of CIC Code Data 2) command on IMX/IPX PBX's using
Windows® commands (ACIC1 / ACIC2)

#+ ACIC2 - NEXT-PBX

File ‘Wiew Help

ACIC2[Assignment of CIC Code Data 2]

PC CiC

o [

In the ACIC2 - Next-PBX dialog box, configure the folowing:

e Inthe pc field, enter a point code for the ISDN span that was assigned in step 6.

e Inthe cIc field, enter 1.

¢ Inthe LENS field, enter the first B-channel trunk assigned in step 3.

e Close the ACIC2 - Next-PBX dialog box.
Note: Repeat the ACIC2 steps for every circuit identification code (CIC) and its corresponding line equipment
number (LENS). Make sure you only assign a CIC to a B-channel trunk.
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Step 10: Use the ASPA (Assignment of Special Access Code) command on IMX/IPX PBXs to create
the access code that is going to be used to route over the trunk.

#- ASPA - IPX_IP =13

File Wiew Help

ASPAlAssignment of Special Access Code]
TN ACC Cl

Inthe Aspa - TIPX_IP dialog box, configure the following:
e Inthe TN field enter the TN of the PBX.
e In Acc field, enter the access code you want to use to dial across the trunk.
e Inthe CI field, enter the hooking state. In this example, normal hooking was used.
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Step 11: Use the AFRS (Assignment of Flexible Route Selection) command on IMX/IPX PBXs to
tie the access code to a route.

# AFRS - IPX_IP

File Wiew Help

AFRS[Assignment of Flexible Route Selection]

TN RT NPC
n 3| 80

Inthe AFRS - IPX_IP dialog box, configure the following:
¢ Inthe TN field enter the TN of the PBX.
e InRT field, enter the “dummy” route used to connect to the trunk route.
e Inthe NPC field, enter the access code created in the previous step.
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Step 12: Use the AOPR (Assignment of Outgoing Pattern Routing Data) command on IMX/IPX
PBXs to tie the access code to a trunk route.

<+ KOPR - IPX_IP M=

File Wiew Help

AOPR[Assignment of Qutgoing Pattern Routing Data]

TDPTN OPR RA
0 |BI] |u

E RT SKIP
0 100 2
PNL OVFT PRSC

Inthe AOPR - IPX_IP dialog box, configure the following:
e Inthe TDPTN field, enter the time of day pattern on the PBX.
e Inthe OPR field, enter the access code created in the previous steps.
¢ InRaA field, enter the route advancing order.
e Inthe E field, enter the route advancing end indication.
e InRT field, enter the trunk route used to connect to the trunk.
e Inthe SkIP field, enter the number of digits to be skipped.
e Inthe PNL field, enter the pattern number location.
e Inthe oVFT field, enter the overflow tone operator, where 0 = on and 1 = off.
e Inthe PRSC field, enter the priority restriction class.
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Step 13: Use the MBTK (Make Busy of Trunk) command to set the B-channels into an idle state.

- MBTK - NEXT-PBX M=

File Wiew Help

MBETE[Make Busy of Trunk)

RT TE.
T
ME Cloze

—

il

In the MBTK - Next-PBX dialog box, configure the following:
e In RT field, enter the route number entered in step 1.
e In TK field, enter the trunk number entered in step 3.
e In MB field, enter 0, where 0 sets the trunk to idle on the T1.
e Click SET, to initiate the command.
e Close the MBTK - Next-PBX dialog box.

Repeat this step for each for each trunk used.
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Step 14: Use the MBTC (Make Busy of

4+ MBTC - NEXT-PBX M=E3
File Wiew Help

METLC [Make Buzy of Trunk - Continuaus)

Set
START  END
RT | TK | | ME | Esit
LT | TH | ME | STATUTE
L | %

Inthe MBTC - Next-PBX dialog box, configure the following:

In the RT field, enter the route number entered in step 1.

In the TK START field, enter the first trunk number entered in step 3.

In the TK END field, enter the last trunk number entered in step 3
In the MB field, enter 0, where 0 sets the trunk to idle on T1.

In the MBTC window hit SET, to initiate the command.

Close the MBTC - Next-PBX dialog box.

Trunk - Continuous) command to set all the B-channels to idle.
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Step 15: Use the MBRT (Make Busy or Route) command to set the B-channels idle.

. MBRT - NEXT-PBX EEX

File Wiew Help

MERT[kake Busy of Route)

MB

Set
AT & Make Idie ==

" Make Busy E zit

Inthe MBRT - Next-PBX dialog box, configure the following:
e Inthe RT field, enter the route number entered in step 1.
e Inthe MB field, enable Make Idle to setthe trunk to idle on T1.
e Close the MBRT - Next-PBX dialog box.

Step 16: Verify that the D-channel is stable. The connecting PBX should see the D-channel linked, and, at this
time, the B-channels should come online. This is sometimes referred to as a B-channel restart. Test calls can be
made on incoming routes.

Step 17: Set up to Least Cost Routing (LCR) rules. It is suggested that you see the NEAX 2400 ISDN
Installation manual or contact local NEC vendor representative for proper configuration, as many of these
parameters are site specific.

Step 18: Once you have completed the LCR setup, the next step is time to program ANI "Caller ID" to assign
caller ID data for outgoing calls. See the NEC2400 ISDN Installation manual, or contact local NEC vendor
representative for proper configuration, as many parameters are site specific.
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7. Microsoft® Office Communications Server 2007 (OCS) Setup

7.1  Steps for configuring Microsoft® OCS

Normalization rules are used to convert dial numbers into full E.164 formatted numbers. Microsoft® OCS uses
the standard E.164 format to search for users listed in the Active Directory (AD).

If a Microsoft® OCS user dials an internal extension number (normally 3-5 digits), the normalization rules convert
it into full E.164 format. These normalization rules should cover dialed digits for internal extensions, local
numbers, long distance numbers, and international numbers.

To configure Microsoft® OCS, click
Start > Programs > Administrative Tools > OCS 2007.

On the tree presented in the configuration window, right-click Forest then select Properties and then Voice
Properties form the menu provided. Edit a location profile as shown in the following example:
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Edit Location Profile E |

Mame:

Dezcrption:

ezt

=
[

—Marmalization Rules

Maormalization rules are proceszed in list order; please uze the buttonz on the
zide for adjusting the order.

Bt
Tt
2l

4 digitz g |
Do |

Add. Edt. | FRemove |

[ | Cancel | Help

Click Add or E4it to create or change a particular rule.

36



Dialogic® 4000 Media Gateway Series Integration Note

Edit Phone Number Normalization Rule | x| |

M ame:

Click. to copy an exizting rule. Copy... |

Dezcription:
ary 4 digits ﬂ
[~
~ Tranzlation

Phone pattern regular expression:

|*ﬁd{4h$

Tranzlation pattern regular expression;

|+1?15539$1

" alid tranzlation characters are +, numbers, and $. Example: +142541.

Click Helper for azgiztance in creating common phone number Helper |
regular expreszions and tranzlations. =

— Test tranzlation

To test the tranzlation, enter a sample dialed number. If it matches the phone
pattern, the tranzlation will be shown.

Sample dialed number:

Tranzlated number:

[ I Cancel Help

In this example, when a user dials any 4-digit number, it will be converted to its E.164 equivalent of

+1716639xxxx and then that number will be searched for in AD.
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More examples are shown in the following table:

Name Phone Pattern Translation Pattern Comments
Extensions ~\d{4})$ +1716639%1 Internal extensions
Local M\{7H$ +1716%$1 Local number
National AM(\d*)$ +1$1 Long distance number
International A011(\d*) +$1 International number

A default route is used to route all calls to Microsoft® Mediation Server. If you need to route some calls to a
different Microsoft® Mediation Server, configure the Target phone numbers field accordingly.

To configure Microsoft® OCS, click
Start > Programs > Administrative Tools > OCS 2007.

On the tree presented in the configuration window, right-click Forest then select Properties and then voice
Properties form the menu provided. Edit a route as shown in the example below.
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Edit Route |
MName: | niverzal Boute
Deszcription:
Raoutes every call ;I

A route requires a target phone number reqular eXprezsion, one ar more
gatewsayz, and one or more phone uzages.

— Target phone nurmbers:

Target regular expreszion

e ?Nd g
Helper... |
— Gateways
Address |

drmgd 000 BufdCS local B0ET

Add... Bemove

— Phone usages
Default Uzage

Configure. .. |
] I Cancel | Help |

This entry routes numbers with or without “+” prefix followed by any digits to Microsoft® Mediation Server
dmg4000.bufocs.local.

Restart the Front End Services for the above changes to take effect, including all normalization rules. This can
be done from the window Services.

Note: Unless the dialed number from Microsoft® OCS client (such as Microsoft® Office Communicator) is in E.164
format, Microsoft® OCS must find a normalization rule to convert the dialed number to E.164. If no rule is found
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or matched, outbound calls will fail. In this case, Dialogic® Diva® Diagnostics trace will not receive an outbound
SIP message, since the call will not yet have reached the SIP gateway.

7.2 Steps for configuring Microsoft® Office Communications Server 2007 (OCS)
clients

The domain users need to be enabled for making calls through Microsoft® OCS.

':m Consolel - [Console Root' Active Directory Users and Computers [ocstest01.BufOCS.local],BufOCS.local' Users]

r% File Action Miew Favorites  Window  Help

= B@El R XEFER PERIBEETLE
[::l_ConsnIe Rook [ame: | Type | Descripkion |
EI"@ Microsoft Cffice Communications Se | €F Administrator  User Built-in account For admini. ..
El-, Forest - BUFOCS. ocal 7 Bcb Doe Lser
D Enterprise pools mCert Publishers  Security Group ... Members of this group are. ..
=27 Standard Edition Servers
== RSl . 'y C assick Properties K E
= -[2_'|thjzteur; €7 Dave Bergauist b C
-5y ocstestt bufocs.Ic €3DHCP Admiri... MemberOf |  Diskin |  Enviorment | Sessions
£ Archiving and CDR: Servers gDHCP Lls.,ers General I Address I Account I Profile I Telephones | I:Irga.nizelutinn
[ Unassigned users mDnsF\dmlns Femate cantral I Terminal Services Pmfile I COk+ Communications
- DnsUpdatePr. .. .
(3 Mediation Servers !330 in Admi v Enable user for Office Communications S erver
[ Live Communications Serve amain Admins
Ewent Wiewer (Local) @Domaln Com... Sigrein name:
Services (Local) mD-:-ma!n Cont... Isip:lcassick @ |Buf0Cs.local j
[-€%3 Active Directory Users and Comput !ﬁDnmaIn Guests
([ Saved Gueries 7 Domain Users Server or pok

E@ Buf oS lacal !ﬂEnterprise A Iocsleslm.BufDES.Incal j
[+ Builkin €7 Group Policy ...

(1 Computers &Guest hl'i_eeirl‘lgs o

&3] Domain Controllers ﬂzHelpServices. ) G anarymous participants

[:I FaoreignSecurityPrincipals mIIS_WPG Palicy: R j
7 1UsR_OCSTE. _
€7 Twam_QcsT. . Wigw,.. |
€ 1ohn Das Mate: Mesting settings cannat be changed unless the global etting
mR,qg and IAS ... allowys per uger configuration.
€7 Ray Cassick
!ﬂRTC Compon. ..

mRTC Local ad... Additional options: Caopfigure... |

PIIRTC Lacal Re..,
€TRTC Local Us. .
mRTC SErveEr ..
mRTC Server L.
ﬂ: RTCArchiving... ar. I Cancel Apply Help
ﬂ RTCCompan...
!ﬁRTCCDmpDn... Security Group ... Members can be used as ...
ﬂ:RTCHSUniver... Security Group ... Members can be used as ...
!ﬂRTCPeryUni... Security Group ... Members can be used as ...
ﬂ RTCService User Service account of OFfice ..,
4 | | _PI mRTCUniversal... Security Group ... Members have read acces...
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Under the Communications tab, check the Enable user for Office Communications Server option

and then click the configure button.

"th Console1 - [Console Root' Active Directory Users and Computers [ocstest01.BufOCS.local]\BufoCs localUsers]

'%] File  Action ‘iew Favorites  Window Help

e s | (MM 4R XFER EERBETLE
D_Console Rook Marne I Type I Description |
EI--@ Microsoft Office Communications S¢ | €3 Administrator  User Built-in account Far adrmini,..
El-4, Forest - BufOCS local 2 Bob Doe User
B[] Enterprise pools ﬁECert Publishers  Security Group ... Members of this aroup are..,

EI[:l Standard Edition Servers €T CERTSVC D...

B Ray Cassick Properties x |
= ocstestOl ﬂ Dave Bergauist ¥ P 7] x|
{1 Users EDHCP PRIl iser Dptions E

'EIJ ocstest0l.bufocs, Ic

DHCP L r
(21 Archiving and COR Servers gz sgrs Telephony . .
[0 Unassigned users @Dns-"‘dmlns Select a telephony option. These settings affect only thoze calls that ane routed through
(] Mediation Servers ﬁsDnsUpdatePr... IP-PSTH or remate call control gateways.
D Live Communications Serve &Domain Admins e .
(51 [55]] Evert: Viewer (Local) €7 Domain Com... Enable PC-to-PC communication anly
iy Services (Local) &Domain Cont... " Enable Bemote call control
Active Directory Users and Comput &Domain Guests
[ Saved Queries ﬁiDomain Lsers able Enterprize Yoi
E@ Eufois . local ﬁEnterprise L [ Erable PBX intearation

-7 Builkin ﬁEGroup Palicy ...
[0 computers €5 Guest
{&] Domain Contrallers €h Helpservices. .

(L] ForeignsecurityPrincipals R s wea Falicy: I Drefault Policy j Wiew... |

€3 1UsR_OCSTE...

Mote: To enable both remote call control and PEX integration, you must specify a
Server LRI below.

€ 1wam_oCsT.., Server UR: ISiII"‘mDD

€3 John Doe Line LRI 1417186393101
€FRAS and IAS ..

ﬂ Ray Cassick — Federation

€RRTC Compan... [~ Enable federation

CRTC Local Ad...
€HRTC Local Re...
CLRTC Local Us...

[~ Enable remote user access

[ Enable public It connectiviy

CHRTC Server .~ puchiving
&RTC server L. | Archive intemal [ conyversations
CHRTCArchiving. .
€ RTCCompan... | ™| Archive federated I conversations
&RTCCDmpDn... Mate: Archiving seftings cannat be changed unless the global setting allows per user
!ﬁ RTCHSLIniver .. configuration.
ﬁERTCPronyni... ¥ Enable enhanced presence
€ RTCService Note: Enhanced presence cannot be changed once it has been set.
4] | 2 €hRTCUniversal. .

| Qk. I Cancel | Help |
|

In the above configuration for the hypothetical user Ray Cassick, an inbound PSTN call for 3101 will be
converted by the Dialogic® Diva® SIPcontrol™ Software to +17166393101 because in the Diva SIPcontrol
software dialpan in the SIP Peer Configuration section under Address Normalization the:

e Number format (outbound) issetto International number, and
e Encoding (outbound) issettoUse type flag.

Microsoft® OCS will ring the user Ray Cassick if he is logged on to Microsoft® OCS from Microsoft® Office
Communicator or any Microsoft® OCS supported device.
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8. Microsoft® Mediation Server Installation and Configuration

8.1 Installation

The gateways of the Dialogic® 4000 Media Gateway Series (DMG4000 Gateways) are shipped with pre-installed
Microsoft® Mediation Server software. You can complete the Microsoft® Mediation Server configuration by
running Microsoft® Office Communications Server 2007 (OCS) “Setup.exe” in the DMG4000 Gateways. In the
Microsoft® OCS Deployment Wizard, select Deploy Other Server Roles, then select Deploy Mediation
Sever. Follow the steps in the Wizard to complete the setup:

Step 1: Install the Microsoft® Mediation Server software.

Step 2: Activate Microsoft® Mediation Server. Use the existing account and enter the password for the service
account.

Step 3: No action needed. Do this step when the installation is complete.

Step 4: Configure Certificate.
1. Download the CA certification path for Microsoft® Mediation Server.
e From Start > Run, enter http://<CA server>/certsrv
e Select to download a CA certificate, chain or CRL.
e Click Download CA certificate chain.
e InFile Download, click Save.
2. Install the certificate chain for the Microsoft® Mediation Server:
e In the Deployment Wizard, run step 4 again.
e Select Import a certificate chain from a .p7b fileinstep 1.
3. Verify that your CA is in the list of Trusted root CAs:
e In the Microsoft® Management Console (MMC) snap-in, click Certificates (If not already
done, add it.)
o Verify that CA is on the list of trusted CAs as shown in the example below.

42



Dialogic® 4000 Media Gateway Series Integration Note

tes (Local Compute

Bﬁ] File Action “iew Favorites ‘Window  Help

&= B4R XEER| 20
D Console Root Issued To / | Issued B | Expiration Date | Intended Purposes | F
; @ Event Viewer (Local) [EdEquifax Secure Certificate Autharity  Equifax Secure Certificate Autharity gf2zf2018 Secure Email, Server... E
Services (Local) Equifax Secure eBusiness CA-1 Equifax Secure eBusiness CA-1 6/20/2020 Secure Email, Server... E
E1-4@ Diva Server Management Equifax Secure eBusiness CA-2 Equifax Secure eBusiness CA-2 6232019 Secure Email, Server... E
Equifax Secure Global eBusiness C... Equifax Secure Global eBusiness Ca-1 - 6/20{2020 Secure Email, Server... E
[ElEunet International Root CA EUnet International Root CA 10/2f2018 Secure Email, Server... E
i . FESTE, Public Motary Certs FESTE, Public Motary Certs 1/1fz020 Secure Email, Server... F
Eg 2;:::(:::;?2;;’?;;;;tdef)ompuws [ocst [EAFesTE, verified Certs FESTE, Verified Certs 1/1/2020 Secure Email, Server... F
-[23 Personal [EFirst Data Digital Certificates Inc, ... First Data Digital Certificates Inc, Ce...  7f3f2019 Server Authenticatio.., F
[ Trusted Ract Certification Authorities EFmT Clase 2 ca FMMT Clase 2 CA 3f18/2012 Secure Email, Server... F
42 Certificates GIobaISign Rioot CA Globalsign Rook Ca 1/28f2014 Secure Email, Server.., €
(21 Enterprise Trust Elame CyberTrust Global Rook GTE CyberTrust Global Rook 8/13/2018 Secure Email, Clent ... &
(2 Intermediate Certification Autharities [EaTE CyberTrust Root GTE CyberTrust Rook 4)3j2004 Secure Email, Client ... ¢
(2 Trusted Publishers Elame CyberTrust Root GTE CyberTrust Root 2{z3/2006 Secure Email, Clent ... &
(2 Unkrusted Certificates http:,l’,l’www.valicert.com,l’ hikkpe: f v, valicert, com/ 6/25/2019 Secure Email, Server.., ¥
(2 Third-Party Rook Certification Authoritie: http:,l’,l’www.valicert.com,l’ hikkpe: f v, valicert, com/ 6/25/2019 Secure Email, Server.., ¥
(2 Trusted People http:,l’,l’www.valicert.com,l’ hikkpe: f v, valicert, com/ 6/25/2019 Secure Email, Server.., ¥
[Z0 Certificate Enrallment Requests Elips serviDores IPS SERVIDORES 12f29/2009 Secure Email, Server... Il
(O spC Elmicrosoft Authenticode(tm) Rook ... Microsoft Authenticode(tm) Rook A, 12(31/1999 Secure Email, Code 5., W
- (B3 Microsoft Office Communications Server 200 | Eluicrosoft Root Autharity Microsaft Roat Autharity 1243142020 2l I
Elmicrosaft Roat Certificate Authority  Microsoft Root Certificate Authority 5/9/2021 <all= I
ElnetLack Expressz (Class C) Tanusi... MetlLock Expressz (Class C) Tanusitv,,,  2(20/2019 Server Authenticatio... K
ElnetLack Kozjegyzoi (Class &) Tan..,  Metlock Kozjegyzoi (Class A) Tanusit,,,  2(19/2019 Server Authenticatio... K
ElnetLock Uzleti (Class B) Tanusitva.., MetLock Uzleti (Class B) Tanusitvany,..  2/20{2019 Server Authenticatio... K
[EINO LIABILITY ACCEPTED, ()97 V... MO LIABILITY ACCEPTED, (c197 Ve 1/7}2004 Time Stamping Y
PTT Post Root Ca 6/26/2019 Secure Email, Server... K
[El saunalahden Serveri Ca Saunalahden Serveri CA 6252019 Secure Email, Server... 3
[Elsaunalahden Serveri Ca Saunalahden Serveri CA 6/25/2019 Secure Email, Server... S
[Elsecure Server Certification Autho... Secure Server Certification Authority 1/712010 Server Authentication ¥
[Elsecuremet Ca Class & SecureMet CA Class A 10{16/2009 Secure Email, Server... S
[Elsecuremet CA Class B SecureMet CA Class B 10{16/2009 Secure Email, Server... S
[Elsecuretet Ca Root SecureMet CA Rook 10{16/2010 Secure Email, Server... S
[Elsecurenet Ca S6C Roat SecureMet CA SGC Root 10{16/2009 Secure Email, Server... S
SecureSign RootCAl SecureSign RootCal 9f15/2020 Secure Email, Server... 1
| | _I SecureSign RootCAZ SecuresSign RootCAZ 9f15/2020 Secure Email, Server.., 1

4 ANE]

|Trusted Root Certification Authorities store contains 104 certificates. |

4. Create the certificate request for the Microsoft® Mediation Server:
e Run Deployment Wizard, click step 4.
e Select the option Create a new certificate.
e Select the option send the request immediately to an online CA.
e Complete the settings in the blank.
e Click Assign to complete the task.

Note: If you receive the error message “certificate expired or is not yet valid” when you click the assign button at
the end of step 4, check the time/time zone configured for your Microsoft® Mediation Server is correct, then run
the Deployment Wizard again or click Certificatesin Available tasksin Microsoft® Mediation Server
MMC snap-in.
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8.2  Configuration

From the MMC snap-in, right-click the detected Microsoft® Mediation Server and select Properties.

“fi Consolel - [Console Root'Microsoft Office Communications Server 2007" 1 \ iati “dmg4000.bufocs.local]

B& Eile  Action Yiew Favorites  Window  Help
=]l | @

[_1 Console Rook iy wicrmte .

E@ Microsaft Office Communications Se | - -LOffice Communications

-4, Forest - BUFOCS.local Server 2007

-[( Enterprise pools Status Event Log Performance Resources
[_1 standard Edition Servers
[Z3 Archiving and CDR Servers
[_1 Unassigned users

[_ Mediation Servers = windows sarvices

Sk crng000, bl ocal

= General Settings

Rurning

dmg4120-01004.bufac:
[:I Live Communications Serve Stop
[]..@ Event Viewer (Local) Dieackivate Mediation Server Expiration Date:

-4ty Services (Local) [P —— N 9/10/2009
iew 4 -
Mew Window from Here .
Mew Taskpad Yiew. ..
Refresh
Help
T o =Mone =
AJv Edge Server part: <Mone

A Listening Connections

H Mext Hop Connections

H Route Information

1] ] H

|Opens the propetties dialog bos Far the current selection.
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Configure the following settings on the General tab:

dmg4000.bufocs.local Properties

zeneral | Mexk Hop Connections I Certificate I

AHJ_I Mediation Server

drng=000, Bufs

FODN:

Communications Server liskening IP address:

IlS'Z. 165.0.106

Gateway liskening IP address:

|192_158.|:|.1|:|5

o Edoe Server:

II{NDne}

Default location profile:

IL-:u:atiu:unl j Wien |
Media pork range: I 60000 e} I £4000
(] 4 I Cancel | Appli | Help |
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Click the Next Hop Connections tab and configure the following:

dmg4000.bufocs.local Properties |

General  Mext Hop Connections |Certificate I

— Office Communications Server next hop

Specify the Office Communications Server used For routing inbound
PSTH calls,

Port: I =061

—PSTH Gateway next hop

Specify the PSTH gateway connected to this server,

IF address: 192 . 168 . o . 1los

Part: I 9803

I I Cancel By | Help |

The Port entry under PSTN Gateway Next hop has to match the configuration in the Dialogic® Diva®
SIPcontrol™ Software under Network Interface Configuration > SIP Listen Port.
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Click the certificate tab.

dmg4000.bufocs.local Properties | x| |

izeneral I Mext Hop Connections  Certificate |

—Server Certificate

Specify the certificate ba be used for inbound and autbaund
connections on this server,

Issued to: dmg4000,BufoCs, local
Issued by OCSTesk
Walid From 91172007 3:54 PM to 9/ 10/2009 3:54 PM,

Select Certificate. .,

Delete Certificate. ..

Warning: Changing the certificate will have no effect on exisking
conneckions. Existing connections will continue to use the old certificate,

(0] 4 Cancel Al Help

Select the certificate that will be used to communicate with Microsoft® OCS. Microsoft® Mediation Server will
need to restart for these changes to properly take effect.

9. Testing the Validation Matrix

The table below shows various test scenarios that are run as typical validation scenarios if the Dialogic® Media
Gateway is used in a voice messaging situation. The notes column specifies any notable parts of the test.

The test scenarios below assume that all gateway configuration parameters are at their default values. For a
sample showing call flows and states please consult the Gateway SIP Compatibility Guide.
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Test

Number

Call Scenario Description Notes

Inbound call scenarios

Direct call from TDM station set to
Microsoft® OCS client.

Direct call from Microsoft® OCS client to
TDM station set.

10.

10.1

10.2

Troubleshooting
Important Debugging Tools

Ethereal/Wireshark: Can be used to view and analyze the network captures provided by the Dialogic

gateway diagnostic firmware.

Adobe Audition: Can be used to review and analyze the audio extracted from the network captures to
troubleshoot any audio related issues.

Dialogic® Diva® Diagnostics tool: Used to review and analyze all SIP and ISDN traffic that relates to

calls going into and leaving the Dialogic® 4000 Media Gateway.

Using the Dialogic® Diva® Diagnostics Tool

Before using the Dialogic® Diva® Diagnostics tool, you would need to enable it by setting the Dialogic® Diva®
SIPcontrol™ Software debug. To do so, open the Diva SIPcontrol software web interface, click the link System
Settings, and set Debug Level to Extended. Click the save button for the changes to take effect.

Now, you can start the Diva Diagnostics tool. To do so, click:
Start > Programs > Dialogic Diva > Diagnostics.
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2. Diva Server Diagnostics

File Edit WYiew Tracing Help

Jn|% | 7 K2 H tis | [ %] | X & = @|@v D H Trace inactive, 132 Khptes available.

L1 Diva Tracing Cateqor | o | Description
=10 Trace Masks D-Channel

L)

Displays D-channel data as raw hex frames,

ED Drivers. . [ Laver 1 1 Displays |aver 1 state changes.
i % Maln;tanadnced Criver ) Call Comments (SIE) C Displays decoded information For signaling frames and states,
% E;n; (R;NAM.aPtert?rwer O Low Laver [u] Displays decodad low layver infarmation
: % CAPI Driver miper O network Layer M Displays B-channel establishment and data indication,
E|E:| Diivaa Server Adapters Ooata Lirk Errar F Displays layer 2 link errors,
- E Py : O miscelaneous S Textual information on call skates ete.
-7 4PRIE1T1 #1223 Line 2 OExtended 3 Displays module-specific detailed information,
BB 4PRIJE1STL #1223 Line 3 [ B-Channel Data B Displays B-channel data as raw hex frames.
-8} 4PRIELITL #1223 Line 4 O Modulation M Information on modulation and demodulation,

1. Click one line of your Dialogic® Diva® Media Board in the left pane and click [E] on the toolbar to activate
the Basic tracing level. This level captures Q.931 ISDN messages.

2. Click CAPI driver in the left pane and activate the Basic tracing level as explained in step 1.

3. Start tracing. To do so, click the start icon # or select the Start Tracing option form the Tracing
menu.

4. Reproduce the issue.

5. To stop tracing, click the stop icon B on the tool bar or select the Stop Tracing option form the
Tracing menu.

6. To view your collected trace, click the view icon & on the toolbar or select the View Recorded
Trace option from the view menu. A notepad window will open with the recorded log.
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Examples of Dialogic® Diva® Diagnostics traces for an inbound (TDM to IP) call to Microsoft® Office
Communications Server 2007 (OCS)

Basic notations for reading the trace:

SIG-R: RX Q.931 ISDN message
SIG-X: TX Q.931 ISDN message
SIPR: RX SIP message
SIPX: TX SIP message

< Below is a RX Q.931 ISDN message for an inbound call >

9:16:28.431 C

3 21:2389:383 - SIG-R(030) 08 02 00 17 05 04 03 80 90 A2 18 03 A9 83 81 6C 06 01 A0 33
30 30 32 70 05 C1 35 31 30 31

Q.931 CR0017 SETUP
Bearer Capability 80 90 a2
Channel Id a9 83 81
Calling Party Number 01 a0 '2401°'
Called Party Number cl '5101'

<Below is a TX SIP message with SDP>

9:16:28.431 1 L 12 00010000-SIPX begin to IP:192.168.0.106 port:5060 socket:3 Proto:TCP

:16
:16
:16
:16
:16
:16
:16
<
:16
:16
:16
:16
:16
:16
:16
:16
:16
:16
:16
:16
:16
:16
:16
:16
:16
:16
:16
:16
:16
:16

W W WYWWWWWLWWWYWWYWWWWOWWYWWYWYWWYWYOLOOYYON VWYYV

128
:28
:28
:28
:28
:28
:28

128
:28
:28
:28
128
:28
:28
:28
:28
:28
:28
:28
:28
:28
:28
:28
:28
128
:28
:28
:28
128

.431
.431
.431
.431
.431
.431
: .431
ip:+1716639
.431
.431
.431
.431
.431
.431
.431
.431
.431
.431
.431
.431
.431
.431
.431
.431
.431
.431
.431
.431
.431
.431

PR RPRRPRRPRPRPRRPRERRPRRPRERPRERRPRENRRRERRER

4

Y o o e Y o o o o o o o o e o o e e e e e B o e e e e e

12 00010000~ >INVITE sip:+17166395101@dmg4000.bufocs.local:5060 SIP/2.0
12 00010000- >Via: SIP/2.0/TCP 192.168.0.106:9803;branch=z9hG4bK2617534104-7603272
12 00010000- >Max-Forwards: 70

12 00010000~ >Allow: INVITE,ACK,CANCEL,BYE,OPTIONS,NOTIFY,REFER

12 00010000- >Accept: application/sdp,application/simple-message-summary
12 00010000- >Supported: timer,replaces

12 00010000- >From: "Dialogic Diva SIPcontrol"
1@192.168.0.106;user=phone>; tag=sipcontrol_2617534104-7668808

12 00010000- >To: "Default" <sip:+17166395101@bufocs.local;user=phone>
12 00010000- >Call-ID: 9c046698-730448-17@dmg4000

12 00010000- >CSeqg: 1 INVITE

12 00010000~ >Min-SE: 90

12 00010000- >Session-Expires: 600;refresher=uac

12 00010000- >Contact: <sip:+17166392401@192.168.0.106:9803>

12 00010000- >Content-Type: application/sdp

12 00010000- >Content-Length: 253

12 00010000~ >

12 00010000~ >v=0

12 00010000- >0=SIPcontrol 7472200 7472200 IN IP4 192.168.0.106

12 00010000- >g=-

12 00010000~ >c=IN IP4 192.168.0.106

12 00010000~ >t=0 0

12 00010000- >m=audio 30060 RTP/AVP 8 0 101 13

12 00010000- >a=rtpmap:8 PCMA/8000

12 00010000~ >a=rtpmap:0 PCMU/8000

12 00010000- >a=rtpmap:101 telephone-event/8000

12 00010000- >a=fmtp:101 0-15

12 00010000- >a=rtpmap:13 CN/8000

12 00010000- >a=sendrecv

12 00010000-SIPX end
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<Below is a RX SIP message>

9:16:28.431 1 L 12 00010000-SIPR begin (331 byte) from IP:192.168.0.106 PORT:5060 on socket 3 port 5060
TCP

9:16:28.431 1 L 12 00010000- >SIP/2.0 100 Trying

9:16:28.431 1 L 12 00010000- >FROM: "Dialogic Diva
SIPcontrol"<sip:+17166392401@192.168.0.106;user=phone>;tag=sipcontrol 2617534104-7668808

9:16:28.431 1 L 12 00010000- >TO: "Default"<sip:+17166395101@bufocs.local;user=phone>

9:16:28.431 1 L 12 00010000- >CSEQ: 1 INVITE

9:16:28.431 1 L 12 00010000- >CALL-ID: 9c046698-730448-17@dmg4000

9:16:28.431 1 L 12 00010000- >VIA: SIP/2.0/TCP 192.168.0.106:9803;branch=z9hG4bK2617534104-7603272
9:16:28.431 1 L 12 00010000- >CONTENT-LENGTH: 0

9:16:28.431 1 L 12 00010000- >

9:16:28.431 1 L 12 00010000-SIPR end

9:16:28.665 0 L 12 00010000-SIPR begin (408 byte) from IP:192.168.0.106 PORT:5060 on socket 3 port 5060
TCP

9:16:28.665 0 L 12 00010000- >STP/2.0 183 Session Progress

9:16:28.665 0 L 12 00010000- >FROM: "Dialogic Diva
SIPcontrol"<sip:+17166392401@192.168.0.106;user=phone>;tag=sipcontrol_2617534104-7668808

9:16:28.665 0 L 12 00010000~ >TO:
Default<sip:+17166395101@bufocs.local;user=phone>;epid=CE4C602FA5; tag=3f5ea65423

9:16:28.665 0 L 12 00010000~ >CSEQ: 1 INVITE

9:16:28.665 0 L 12 00010000~ >CALL-ID: 9c046698-730448-17@dmg4000

9:16:28.665 0 L 12 00010000~ >VIA: SIP/2.0/TCP 192.168.0.106:9803;branch=z9hG4bK2617534104-7603272
9:16:28.665 0 L 12 00010000~ >CONTENT-LENGTH: 0

9:16:28.665 0 L 12 00010000~ >SERVER: RTCC/3.0.0.0 MediationServer

9:16:28.665 0 L 12 00010000~ >

9:16:28.665 0 L 12 00010000-SIPR end

9:16:28.869 1 L 12 00010000-SIPR begin (399 byte) from IP:192.168.0.106 PORT:5060 on socket 3 port 5060
TCP

9:16:28.869 1 L 12 00010000- >SIP/2.0 180 Ringing

9:16:28.869 1 L 12 00010000~ >FROM: "Dialogic Diva
SIPcontrol"<sip:+17166392401@192.168.0.106;user=phone>;tag=sipcontrol_2617534104-7668808

9:16:28.869 1 L 12 00010000- >TO:
Default<sip:+17166395101@bufocs.local;user=phone>;epid=CE4C602FA5; tag=3f5ea65423

9:16:28.869 1 L 12 00010000~ >CSEQ: 1 INVITE

9:16:28.869 1 L 12 00010000~ >CALL-ID: 9c046698-730448-17@dmg4000

9:16:28.869 1 L 12 00010000~ >VIA: SIP/2.0/TCP 192.168.0.106:9803;branch=z9hG4bK2617534104-7603272
9:16:28.869 1 L 12 00010000~ >CONTENT-LENGTH: 0

9:16:28.869 1 L 12 00010000~ >SERVER: RTCC/3.0.0.0 MediationServer

9:16:28.869 1 L 12 00010000~ >

9:16:28.869 1 L 12 00010000-SIPR end

9:16:30.197 1 L 12 00010000-SIPR begin (836 byte) from IP:192.168.0.106 PORT:5060 on socket 3 port 5060
TCP

9:16:30.197 1 L 12 00010000- >STIP/2.0 200 OK

9:16:30.197 1 L 12 00010000- >FROM: "Dialogic Diva
SIPcontrol"<sip:+17166392401@192.168.0.106;user=phone>; tag=sipcontrol_2617534104-7668808

9:16:30.197 1 L 12 00010000- >TO:
Default<sip:+17166395101@bufocs.local;user=phone>;epid=CE4C602FA5;tag=3f5ea65423

9:16:30.197 1 L 12 00010000- >CSEQ: 1 INVITE
9:16:30.197 1 L 12 00010000- >CALL-ID: 9c046698-730448-17@dmg4000
9:16:30.197 1 L 12 00010000- >VIA: SIP/2.0/TCP 192.168.0.106:9803;branch=z9hG4bK2617534104-7603272
9:16:30.197 1 L 12 00010000- >CONTACT:
<sip:dmg4000.BufOCS.local:5060; transport=Tcp;maddr=192.168.0.106>
9:16:30.197 1 L 12 00010000- >CONTENT-LENGTH: 253
9:16:30.197 1 L 12 00010000- >SUPPORTED: 100rel
9:16:30.197 1 L 12 00010000- >CONTENT-TYPE: application/sdp; charset=utf-8
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:16
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12
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12
12
12
12

00010000~ >ALLOW: UPDATE

00010000- >SERVER: RTCC/3.0.0.0 MediationServer
00010000~ >ALLOW: Ack, Cancel, Bye,Invite
00010000- >

00010000~ >v=0

00010000~ >0=- 0 0 IN IP4 192.168.0.106
00010000- >s=session

00010000~ >c=IN IP4 192.168.0.106

00010000~ >b=CT:1000

00010000~ >t=0 0

00010000~ >m=audio 62438 RTP/AVP 8 101
00010000- >c=IN IP4 192.168.0.106

00010000- >a=rtcp:62439

00010000- >a=label:Audio

00010000- >a=rtpmap:8 PCMA/8000

00010000~ >a=rtpmap:101 telephone-event/8000
00010000- >a=fmtp:101 0-16

00010000~ >a=ptime:20

00010000-SIPR end

<Bellow is a TX Q.931 ISDN message, after SIP session is established>

9:16:30.212 C 3 21:2391:136 - SIG-X(005) 08 02 80 17 07
Q.931 CR8017 CONN
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