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products other than a license to use such product in accordance with intellectual property owned or validly licensed by Dialogic
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Canada H4R 1P8. Dialogic encourages all users of its products to procure all necessary intellectual property licenses required to
implement any concepts or applications and does not condone or encourage any intellectual property infringement and
disclaims any responsibility related thereto. These intellectual property licenses may differ from country to country and it is
the responsibility of those who develop the concepts or applications to be aware of and comply with different national license

requirements.
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subsidiaries. Dialogic's trademarks may be used publicly only with permission from Dialogic. Such permission may only be granted
by Dialogic's legal department at 3300 Boulevard de la Cote-Vertu, Suite 112, Montreal, Quebec, Canada H4R 1P8. Any authorized
use of Dialogic's trademarks will be subject to full respect of the trademark guidelines published by Dialogic from time to time and
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1. Introduction

1.1 Purpose of this Document

This document is intended to familiarize the reader with the Dialogic BorderNet SBC bulk loading capability description, and

provisioning.

1.2 Glossary

For the purposes of this document the following abbreviations apply:

Abbreviation Meaning

SBC Session Border Controller

Table 1: Glossary

1.3 Contact Us

For a list of Dialogic locations and offices, please visit: https://www.dialogic.com/contact.aspx.
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2. Overview

The BorderNet SBC provides Bulk Provisioning for SIP objects. Bulk Provisioning enables the user to add, update, delete, and

export a large number of objects in one operation. Bulk Provisioning works on the following configuration objects:

e SIP Peer

e SIP Interface

e SIP Interface-Peer Associations
e Local DNS

e Advanced Policy

e Static Routing

Note:

Bulk Provisioning is limited to maximum 1000 transaction per action (create, update and delete).

2.1 Accessing Bulk Provisioning

— To access bulk provisioning:
1. Select Application & Common > Bulk Provisioning. The Bulk Provisioning Configuration window opens:

Bulk Pravisioning Configuration
Bulk Provissoning Status:

Entity Tyyee: Peer s
Teerngikatis

..'Ldl:l Feer

Id, Scvatus,Name, Clagss ID,Network Type, INS,Subscriber Traffic, Soucrce Type,Source List, Trust
Level, beatination FODN/IP, Protocol, Local Operator Id,Time Zone, TGRP ID,Enforce
ipsec, Parameter Profile,Media Profile, Service Profile, Security Profile

iy Lo o

2. Select an Entity Type from the drop-down menu.

o When Peer, Interface, Interface-Peer, or LocalDNS is selected, the appropriate template is displayed in the Template
window. The screen above shows the template that appears when the Peer Entity Type is selected. This template can be
copied to a .csv or .txt file. Add data below the header to create a complete data file to be added via bulk provisioning.

o When Advanced Policy is selected, the BorderNet SBC displays the Advanced Policy drop-down menu, which is
automatically populated with available policies (shown below).
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Bulk Pravisioning Configuration

Buik Provisboning Slatus:

Eniity Type: Advanced Polcy |

Advanced Policy Hame: KLH -
'-l;:ease select the ]:-5::'.;':"; Bame,

o When Static Routing is selected

2.2 Uploading a File

Select the Upload button to submit .csv or .txt file to the BorderNet SBC. The following window opens:

 Uptoad o Builk Provisioning File *
Bulk Provisioning File: |

Click Browse and select the desired .cvs or .txt. Click Save to upload the file. If the data in the uploaded file is successfully
validated, a new pop-up screen appears indicating that the upload was successful. If not, an error message screen will indicate the

problem(s) encountered in processing the Bulk Add request.
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3. Export Data

Export is an operation that downloads data to a file on a user's computer. In bulk provisioning, all objects of a particular object
type can be downloaded.

3.1 Export Data File Description

The first line in the exported data file is the name of the entity type or object type. The second line contains the version of the
data.

Note:

When performing a bulk update, be sure to include a version number in the updated data file. If data was modified between the

bulk export/update procedures, the version number would cause the bulk update to fail, preventing loss of data.

The third line in the exported data file contains the names of fields in the Entity Type. Data of all object instances start at the
fourth line of the file.

To perform a bulk add, delete, or update, insert Add, Delete, or Update in the first line of the exported data file. When a user clicks

Upload button, a new screen asking the user to specify the directory and the name of the data file to upload.

3.2 How to Export Data

1. Select Application = Common => Bulk Provisioning.

2. In the Bulk Provisioning Configuration window, select the desired Entity Type from the drop-down menu (for example, Local
DNS).

Bulk Provisioning Configuration

Bulk Provisicning Status: Plaase wall for the exporting Rle. 1t might take somea time
Entiy Typr: Locallinz b

Template:

add LecalDns

na, FODH Reaclwed IF AddreasType;Resolved FODN/ IR, Port,Izanapozt

PFELariTy, Weaighs

s L oo

3. Click the Export button. A pop-up window asks the user to open the file or save the file in a local directory:
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4, Select a file download option.

Once an option is selected, the BorderNet SBC gathers data for all Local DNS objects, downloads the data, and saves the data in a

file in either in a temporary directory or at the directory specified by the user.
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4. Add Data

Add is an operation that allows a user to submit one data file containing multiple data objects of a particular type to the
BorderNet SBC.

4.1 Add Data File Description

The first line in the bulk add data file should be Add, followed by a space and the entity type or object type. The second line in the
file should contain names of fields in the Entity Type. Data of all object instances start at the third line of the file. If the object
contains an "Id" field, the content of the Id field can be populated or left empty. If the content of the Id field is empty, the
BorderNet SBC will automatically create an Id for the objects.

4.2 How to Add Data

1. Select Application = Common => Bulk Provisioning.

2. In the Bulk Provisioning Configuration screen, select the desired Entity Type from the drop-down menu (for example, Peer).

Verify the header in the .csv file matches the header in the bulk provisioning template.

Bulk Provisioning Configuration

Bl By oeatsioming SEatus:

Enfity Typi: (=20 -

Tomplati:

Add Pesr

Id, Sratus,Naoe, Class ID,Netvoek Typs, N2, Subscriber Toaflie,Sourcs Type,Source Liac, Trusc

Leve ], Dept ipat ion FOONY IP, Protocol, Looal Operator [d, Time Iope, TGRP IO, Enforce
ipsen, Paparsarsr Profile, Medis Profile, Seevice Prafils,Securicy Peafile

s o =3

3. Click the Upload button to open the Upload a Bulk Provisioning File screen.

Bratn Prgaiianmng Fiba e

4. Use the Browse button to select the desired file and click Save.

Dialogic Inc. Proprietary Page 11/29



Dialogic Session Border Controller Bulk Provisioning Guide

5. Delete Data

Delete is an operation that allows a user to submit a data file containing data of objects of a particular object type to the
BorderNet SBC to delete all objects in the file at one time.

Note:

The BorderNet SBC does not provide the bulk delete function for Advanced Policy.

5.1 Delete Data File Description

The first line in the bulk delete data file should be the manipulating type Delete, followed by a space and the entity type or object

type. The second line in the bulk delete file should contain names of fields for the data below the line. The supporting names of
fields for deletion are Name and Id.

Note:

Since Local DNS and Interface-Peer Association do not have the Name field, the Id must be provided to bulk delete those types
of objects.

Data of all object instances start at the third line of the data file. A user can put either Name or Id content in the data file. If both

Name and Id are provided, the BorderNet SBC will delete objects only when contents of both Name and Id match. If there is no
match, the BorderNet SBC will report the error and abort bulk deletion.

5.2 How to Delete Data

1. Select Application & Common = Bulk Provisioning.

2. Select the desired Entity Type from the drop-down menu (for example, Interface). Verify the header in the .csv file matches the
header in the bulk provisioning template.

Bulk Pravisiening Configuration
PR P4 ma g SLab:

Entity Type: Irddparla a3
Termplati:

ddd Interface

Id, Status, Naoe, Domain, Network Type, 2IPccnnect, SIPcannect Type, IS, Bubseriber

Traffic, hocess Type, Teamspore IF Address Type,2ignaling IF,VLAN Hame, S1g68ling

Pore, Signaling Protcool, Signaling TO3, TGRP Context, Enforoe ipser, Paramster Profile, Media

Profile,¥ervice Profile,Security Profile, issociated Peers, Toust Level,Local Operacor
Id, TLT Profile, Tims Ione

[ovtbbas g

3. Click the Upload button to open the Upload a Bulk Provisioning File screen.
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VR e — |
Bt Propposrancg Fiig m'?.
[

4. Use the Browse button to select the desired file and click Save.
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6. Update Data

Update is an operation that allows the user to submit a data file containing data of objects of a particular object type to the

BorderNet SBC to update all objects in the file at one time.

6.1 Update Data File Description

The first line in the bulk update data file should be the manipulating type Update, followed by a space and the entity type or

object type. The second line should contain the version of the data, for example:
Version="e3alcad702b074b7ffc4ae32b688639a0c58c832"

The third line in the bulk update data file should contain names of fields in the entity type. Data of all object instances start at the

fourth line of the file. The content of Id field is mandatory in the bulk update data file.

If there are no object changes between exporting and bulk updating, the BorderNet SBC wil update the objects in the file at one
time. If an object was modified, the version would have changed, causing the version in the bulk update file to be outdated. In this

case, the BorderNet SBC will provide a warning:

Draka may hawve bean changod afar vou expoded, IT 50,
modifying data now would erase the change. Do you
want to conlinua?

= B

To ignore the warning and update the objects, click Confirm. Otherwise, click Cancel.

6.2 How to Update Data

1. Select Application = Common => Bulk Provisioning.
2. Select the desired Entity Type from the drop-down menu (for example, Interface-Peer). Verify the header in the .csv file

matches the header in the bulk provisioning template.
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Bulk Provisioning Configuration
B Prowgioming States

Entity Typar: Ipiace-Feer M
Tomplats:

Add Intecface-fPeer |
Td, Zcatuy, Paes, Incasiace, Connectivity Meactuce

3. Click the Upload button to open the Upload a Bulk Provisioning File window.

o — b

| =

4. Use the Browse button to select the desired file and click Save.
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7. Template Instructions

This section provides additional template instructions for each configuration object.

Note:

Template value fields use Yes and No to indicate an object's status. In the BorderNet SBC WebUI, the Yes value corresponds to

On, and the No value corresponds to Off.

7.1 SIP Peer

The Add/Edit SIP Peer windows are used to configure SIP Peers (shown below).

suns R
Mame FeerdTerm
Class 1D Haw
etk Typa: Interconnect

Habwork Propaty:  [] M3
[] subsetiber Tratie

Source Lig 1P g [+
BFwd, 10 30 94, 700 5080 =
Trust Lawal: High ~

Destination FQUNIP: L 0.30.84.70

Cestination Pa: 5080

Erotocol: uDF TP TLs
Time Sonhe!
T&RF 0
Ernfomte Prec + Mo LY
Paramater Frofile; Select -
Madia Profile Select -
Service Profile; Salect
Secunty Profile: Ellli.ﬂ L

The following table describes the possible values for each SIP Peer field:

Field Values

Status On or Off
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Field

Name
ClassID
Network Type

Network Property

Source List

Trust Level

Destination FQDN/IP

Destination Port
Protocol

Time Zone
TGRP ID

Enforce IPsec

Parameter Profile, Media

Profile, Service Profile,
Security Profile

Values

String value

String value

Interconnect, Local, Access-Public, Access-Local, or Access-Interconnect
Indicates whether Subscriber Traffic is enabled: Yes (checked), No (unchecked)

This field accepts the value in the following format: Network Type, IP Address, Port Note: The

Network Type could be IPv4 or IPv6. For multiple source lists could use ";" or space split the
value.

High, Medium, or Low

This field accepts the value in the following format: Network Type, IP Address/FQDN, Port Note:
The Network Type could be IPv4, IPv6, or FQDN. The Destination FQDN/IP field can only accept
only one value.

Indicates the Port.

Indicates whether UDP, TCP, or TLS are enabled: Yes (checked), No (unchecked)

Indicates the time zone of the Peer.

Indicates the Trunk Group ID (if any).

Indicates whether IPsec is enforced (Yes or No).

These fields provide drop-down lists that contain the names of the existing profiles on the
BorderNet SBC.

7.2 SIP Interface

The Add/Edit SIP Interface windows are used to configure SIP Interfaces (shown below).
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| ~ it Sip Imlsrinco

Habus

Hame
Cromn:ain
Metwark Type
SiPcanngct

SFconned Type
Huobwork Progedy

Trusi Level
Assooiaied Pears
Transpon & Address Tipe
Signaling IF
Segnaling Port
Transpodt Protocol
Tima Zomi
Signaling TOS:
TGRP Condaot
Enforcs IFsec
Paramater Profil
Mgdia Profile
Senice Profilg

Security Profile

EN
p-clignl_ls6lsi-2844 2
ipsecE-ipaecs
Irderconngd

® Mo © Yes

i1t ]

[ Subgsriber Traffic

Higs

B8

8 P B P

[0 131215151 96442 (ian
LIDP-TCP

150

& o @ Yes
Defaul
wi_media_IPsec_9684_2
Defaim

load-1

The following table describes the possible values for each SIP Peer field:

Interconnect, Local, Access-Public, Access-Local, or Access-Interconnect

Field Values
Status On or Off

Name String value

Domain String value

Network Type

SIPconnect

SIPconnect Type
Network Property
Access Type

Trust Level

Associated Peers

Dialogic Inc. Proprietary

Indicates whether SIPconnect is enabled (Yes or No). Note: Applicable to Interconnect and

Access-Public Network Types only.

Indicates the SIPconnect Type: SIPconnectl.1-BulkOnly, SIPconnectl.1-Mixed Note:

Applicable to Interconnect and Access-Public Network Types only.

Indicates whether Subscriber Traffic is enabled: Yes (checked) , No (unchecked)

This fields provides a drop-down list that contains available Access Type options. Note:

Applicable to Interconnect and Access-Public Network Types only.

High, Medium, or Low

Indicates whether Peers are associated to this Interface: Yes (checked), No (unchecked)
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Field
Transport IP Address Type
Signaling IP

Signaling Port

Transport Protocol

Time Zone

Signaling TOS

Port Allocation
RegPortReuse

TGRP Context

Enforce IPsec

Parameter Profile, Media

Profile, Service Profile, Security
Profile

Values
IPv4 or IPv6
This field provides a drop-down list of available VLANs.
Indicates the Port.

This field provides a drop-down list of available Transport Protocols: UDP, UDP-TCP, or TLS.
Note: The possible Transport Protocols depend upon the Network Type selected.

Indicates the time zone of the Interface.

Indicates the Signaling TOS.

Provides a drop-down list of available Port Allocations.
Indicates whether Port Allocation is reused (Yes or No).
Indicates the Trunk Group Context.

Indicates whether IPsec is enforced (Yes or No).

These fields provide drop-down lists that contain the names of the existing profiles on the
BorderNet SBC.

7.3 SIP Interface-Peer Association

The Add/Edit SIP Interface-Peer screens are used to associate SIP Interfaces and Peers (shown below).

| moa sip wierisce Pear

saws. DI
Pwer. Select

Irferace Seledt

Connechty Temer o

b

W

{ @1a rurn aff |

=m

The following table describes the possible values for each SIP Peer field:

Field Values

Status On or Off

Peer This field provides a drop-down list of configured Peers.
Interface This field provides a drop-down list of configured Interfaces.

Connectivity Timer

Dialogic Inc. Proprietary

This field contains a positive integer value for the connectivity timer. A 0 value turns off the timer.
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7.4 Local DNS

The Add/Edit Local DNS windowss create the Local DNS entries (shown below).

oo ———

Seus [0
FODM List Wi, BLalogic. com [+
W diado i com e
Ragokad FODNE jrr] 10520010
Fort -]
Transpart Probsoct TP L
Priordy 1}
Waight 1

The following table describes the possible values for each Local DNS field:

Field Values

Status On or Off

FQDN List Allows the user to enter multiple FQDN addresses

Resolved Provides IPv4 or IPv6 options from the drop-down list. Enter the IP address in the selected format in the
FQDN/IP next field.

Port Accepts an integer in the range 0-65535

Transport Provides a drop-down list with the possible values: None, TCP, UDP, TLS

Protocol

Priority Accepts an integer in the range 0-10

Weight Accepts an integer in the range 0-100

7.5 Advanced Policy

The Advanced Policy template is more complex than the previous four object types. There are two parts of the Advanced Policy

template:

e Advanced Policy header

e Advanced Policy content

An Advanced Policy template for updating could be written as below:

Dialogic Inc. Proprietary Page 20/29



Dialogic Session Border Controller Bulk Provisioning Guide

i [ B = [7] E [F|
| 1 Update Policy
2 Version="f3681216421d275da2al05855633 734 ro3afe2l"
| 3 Policy Mo Policysample 3
4 Rule ¥Yes  CallingPartyUserid AssignsFrom String:Test {
5. |Rule ¥Yes  CallingPartyDomainName Beginswith Stringlist:409,408 |
6 Rule Yes  MessageRouting IsPresent  Boolean:ves }
7 Rule Yes  GeneficParameter Contains SteimglList:406 {
B Treatment Reject 410 GONE ¥

This is the Advanced Policy in the WebUI:

4- B2 PolicySample
4 €3 Rule: CallingPartyUserid - AssignsFrom "Tast”
I €3 Rule: CalingPartyDomainName - BsginsiVith “409 / 408"
L €3 Rule: MessageRouting : IsPrasent "Yes"
4 €3 Rule: GenericParametsr | Contains ~406"
L gF Treatment: "Reject”

Note:

It is recommended to have each line include only one instance for the content of the Advanced Policy. However, each line can

also include multiple instances.

For example, if the Advanced Policy header is:
Policy, No, PolicySample, 3;

e Policy is the Entity Type; it must be the first type in the Advanced Policy.

e The second variable is the Status of the Advanced Policy; possible values are Yes or No.

e The third variable is the Name for the Advanced Policy.

e The fourth variable is the Id for the Advanced Policy. This field is optional for the Add Template, but it is mandatory for the
Update Template.

o After all fields filled, the Advanced Policy Header should end with the ";".

Below the Advanced Policy header is the content of the Advanced Policy. Each line is an instance for the content of the Advanced

Policy. For example, in the first instance show above:
Rule, Yes, CallingPartyUserld, AssignsFrom, String:Test

e The first variable is the Type of the instance. The supporting instance types are Rule, GoTo, True, or Treatment.
e The second variable is the Status of the current instance. Possible values are Yes or No.
e The third variable is the Operand Parameter of the instance. Possible values are found in the Rule Parameter list on the
WebUL.
e The fourth variable is the Operator Type. Possible values are found in the Rule Parameter list Rule Action list on the WebUI.
e The fifth variable is the Value of the operator. There are 2 parts in this value:
o The first part is the value type; in the example above it is "String".
o The second part is the value content. In the example above, the value content is "Test". The template used ":" to split the

value type and the value content.

When an instance is ended, if there is another instance after this instance, specify the relation between the instances. There are

two kinds of relations between two instances: Parent-Child relation and Sibling relation. Use "{}" to present the Parent-Child
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relation. In the example, Rule in line 5 and Rule in line 6 are the children of Rule in line 4. Use "|" to present the Sibling relation. In

the example, Rule in line 5 and Rule in line 6 are Sibling relations, and the "Treatment" is always treated as the Parent-Child
relation of a Rule.

For the "Treatment" instance, the template is similar to that of the Rule entity. There are five element types in the treatment

entity: Route, Reject, Apply Rule, Media, and Flow Class. Use ";" to separate different elements.

Note:

Instead of writing a template for the specific instance, the use can instead add similar fields from the WebUI, export the template

from the bulk provisioning API, and then adopt the format in the exported data file.

7.6 Static Routing

Dialogic Inc. Proprietary Page 22/29



Dialogic Session Border Controller

Bulk Provisioning Guide

8. Sample Files

8.1 Policy Sample Files

8.1.1 Add Policy Sample File

-m i:'pllé‘;-
| Poleny
[Aule

| Rula
[Rule

| Teaatmant
|Rule

'.ﬂulll

| Treatment

:Ru|l
TRUE
|Rule

Yes
a5

Y5
Reject

L]

a5

Aoute

o]
L]

DislogicAdvancedPolioy
CallingPartyDomainName
MessageRouting
PrivateldentityDomain
=03_FORBIDDEN
OriginationTGRPIC

DestinationDomain

Pger SR DialogicPeerd, [Dialogic] )

Ircarndngirterface

RegiseringldentityDamasn

BagingWith
IsPrasent
BaginsWith

AssigraFrom

IsNetiEgualTo
Intarface, 5005 Dialegicintfl,
[Dialogic. Oialogic] ).

| Dialogicini®d, [ Dialogic, Dialegic] |

IsEqualTa

=EqualTa

8.1.2 Update Policy Sample File

[sciate Potiey
| varsions"sszoseazosdrsas 346 TRa05II O MbE2ZAIC1 TD"

:_=I:-|It'|'
[Rule
_:Fh_-lu
[Rule
;Tmatm!nt
;Hulu

[ Bule
| Treatmant
fRule

TRIUE
[Rule

Mo
Vieg
g
L]
Rirjact
e

s

Rouiw

a5
res|
¥es

DialogicadvancedPol iy
CallirgPanyDomainiame
Adessagefouting
Privateldentitylomain
a3 _FORBIDDEN
OriginationTGRMd

DestinationDomain
Pear,51F:| Dialogiceenrd, [ Dialogic]|
incosmanginterface

RegisteringldentityDamain

Beginsiyith
Is#resent
Bagirsiith
]

AssigrisFrom

IsMotEgualTo

FrngList=07.408

Boclean:Mo

Snnglisi-alL ALy

H

Farameater{PC
Paramaisrlist:CallingPariylserid,
CalledPartyDomainName

Interfacelean{ S Dialogiclnta,
Dlalogicintf3, Diabogicintha)

ringList:Dialogic

10001 ;
SnngList a0 408
dooclean:No
Sninglist: 911,517
i

Farameter:{RPC

i

Fhow Class Whilte }

s, o

-

ParamaterlistoCallingParylserid,
Called®artyDomain®amss H

Irierface, 510 Distogeintrl, [Deategic, Diabogue]),

{Diatogicintf4, [Diatogic, Dialogic) )
IsbgqualTo

IsEgqualTa

8.2 Local DNS Sample Files

8.2.1 Add Local DNS Sample File

Dialogic Inc. Proprietary

Flow Clazs  White

Interfanelist] S0P Diabogicint P,
Dialogicintf3, Dealogicingda) |

Stringlist:Ciadogic
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|Add LocalDns

f1d Status FODN Resolved Resolved FODNSIP Port Transport Priority  Weight

| loool ves Dialogic-FQDNI iPvd 192.5.60.7 0 Nene 0 1|
10002 Yes Dialogic-FOON2 Pyl 192.168.77.2 2001 TCR 1 12

| 10003 Yes Diafogic-FODN3 IPwd 106554 4023 UDP 2 13 |
10004 Yes Dialogic-FODNE 1Pyvd 25.45.22.101 5571.TLS 3 14 |
10005 Yes Dialogic-FODNS Pud 54.56.154.33 E081 LUFDP 4 15 |

| 10006 Yes Dialogic-FODNE Dialogic-FQDNGL IPvE 2607:1000:1002:51::4 2300 Nena 5 16
10007 Yes Diafoghc-FOONT 1Pvé 2608:F0d0:1002:61::4 5060 TLS [ 17

| 10008 Yes Dialogic-FOQDNE IPvé 2607:4140:2012:81::8 5651 UDR 7 18 |
10009 Yes Dialogic-FQDNT IPvE 1607:e3F0:2013:71::1 1001 TCR a 19

| 10010 Yes Dialogic-FOONL0 Diabogic-FODNLI0L Dialogic-FQDNIO2  IPvE 1817:23e0:00i3:21:0 2762 Nong - |

8.2.2 Update Local DNS Sample File

{Update Localons

|Version="38874715a 9952 THESe e 9463123910008 3c37Y

{1d Status  FODN Rasolved Resohved FODN/IP Port Transport Priority  Welght

i 10001 Mo Dialogic-FQDM1 Il 192.5.60.7 0 None 3 Xl |

| 10002 Mo Dialogic-FQDMN2 IPvd 192.168.77.2 2001 TCP E 2 |
10003 Mo Diatogic-FODM2 IFwd 10.6.55.4 4023 UDe 7 3

| 10004 Mo Dialogic-FOQDMNS 1P 28.45.22.101 5571 TLS & 24 |
10005 Mo DIIloEI:-FQDNS 1P 54.56.154.33 B8 UDP 3 5
10006 Mo Diatogic-FQDNE Dialogic-FODNEL 1Pyl 2607 F0A0;1002:51 54 2300 None 4 6 |
10007 Mo Dialogic-FODNT 1Pv 2608:F0dn1002:614 B060 TLS 3 7|
10008 No DillDEIE-FQDNS 1P 2607-fLo2012:81 B 3651 UDP 2 B |

| 10008 Mo Diatogic-FQDNT IPvE 1607-e30:2012:71:1 1001 TCP 1 o |

| 0 3

10010 Mo Dialogic-FQDMN10 Dialogic-FAQDN1O0L DMalogic-FODN102 1Pl 1817:23e0:00f3cine 1762 None

8.2.3 Delete Local DNS Sample File

Delete LOcalDNRis

(R
1000%
pR=t=la
10003
LoD
L0005
OO0
ioooF
Lo
10009
10010

8.3 Peer Sample Files

8.3.1 Add Peer Sample File

Note:

This file is split in half to show complete data.
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a0d Pear
id Status Name Class 1D WNatwork Type IS Subseriber Traffic Sownce Type Sourgs List

Yot  DialogicPeerl dHalogicoom Local Mo Mo Single Pl 192.45.22.56/, 5061

Yes  DialogicPeerl dialogicoom intenconnect Mo No Singie 1P, 192.50.65.22/, 2071

Yes  DialogicPeeri dialogic.com Interconnect Yes Mo Single P, 26070 0u 10025124/, 1071

Yes  DialogicPeerd dialogicoom Access-Public Yes Yes Group 1PyE, 2607 1000101 2:51 =4/ 3271 |Pv6, 28070 0a0:e002:51 4/, 2271

Yes  DialogicPears  dhalogiccom Aooess-Lecal Yes Yes Group 1P, 26070 1101525124/, 1P, 2907 e004:1035:51 4/,

Yes  DialogicPeess dialogic.oom Access-intercennect Yes Yes Group Py, 192.51.75. 32/, 3071 1Pva, 192.55,75.62/,

Yes  DialogicPear?  dialagiccom Local Mo Ye§ Single 1™l 56.22.47.101/,5427

Yes DialogicPeers  dialogic.com Intentonnect Na  Yes Single 1PyE, 2407 e 0d0:1 0281 22 4088

Yei  DialogiePeerd  dialagicocarm Intercomnect Mo ko Single 1Pl 58.122.32.119/ 5066

Yes DislogicPeerld dialogitoom Local No No Single P4, 621347785/, 2792
Trust Level Destination FQDMROP Protocel Local Operator Id Time Zone TGR® 1D Enforce ipsec Paramater Profite Media Profile Service Profile Sacurity Profile
High i, 1005, 2100 100, 5043 TLS us/ pacitic L] Default Dafault Default Default
Medium  FODNdlalogic.com, 5062 LR TLS s Pasific Mo Default Default Default Delault
Loy Py, 1005, 200,120, 5766 TCPR Dialogic uséPacific Mo Default Default Default Defaul
High FODM,dialogic.com, 5162 upP  Dealogic useacific Mo
High i, 2807-e0dd:1035:51 -4 3921  UD@ Dralogic U/ Pacitic L]
High EODN, dialagic.com, 5088 (41 Dislogic us/ Pascitic ]
|Medium 19w, 192,168, 1.22.5266 TLS s/ Paific Mo Default thign Default Default
Low Ehd, 2827 e da 1045 202:8,5537 TCPUDP U5/ Pacific ] Default Default Default Default
Lo I, 190168, 2.5 7, 5401 TCR UsiPaific ] Default Cefault Default Default
Mediom Pl 162.178.30.157.5401 TP us) Pastchic ] Default Dfault Default Detault

8.3.2 Update Peer Sample File

Note:

This file is split in half to show complete data.

Update Peer
Version="d05dcl 37b 281 7o 1991220508 %08 5d 956646524
L] Status Narme Class iDv Netvwork Type INS Subseriner Traffee Source Type Source List
X Yes  DialogicPesrl dislegic.com Locsl Mo No Single 1P, 192,45, 22,56/, 5061
31ves DaslogicPeer dialogic.eom interconnect No Mo Single 1P, 192.50.65. 22/, 2071
41 Yes  DialogicPesrd dislogic.com Interconnect Yes Mo Single 1P, B60T-FOG0:1002-51::4/, 2071
51 Yes DaalogicPeerd dialogic.com Access-Public Tes Yes Group 1P, 2607:1000:101 25124/, 71 10V, 2807; Hid00e002-51:24/, 2271
61 Yes Dialogictesrd dislogic.com Access-Local Tes Yes Group 1P, 2607-F0G1-1015:51 241, 1wl 2807 e 0a4: 1035:51:4/,
71ves [DMalogicPeert dislogic.com Access-Inferconnect Yes Yes Group 1Pwa, 192, 41.75, 32/, 3071 IPv4, 192.55. 74,63/,
£1¥e: DialogicPeer? dialogic.com Local Mo Yes Single 1P, 56, 32.47.100/.5427
91 Yes DlalogicPeerf dialogic.com Inferconnect No Vs Single 1Py, 240700001 702812/ 4058
I0l¥es DéalogicPeerd dialogic.com Enterconnact No Mo Single 1543, 58.122.32. 119/ 5086
111 Yes  DalogicPeerld dialogic.oom Logal Mg No single 1Pa,62, 134, 77,83 252
Trust Level Destination FODNIP Protocol Local Dperatorid Time Zone TGR? ID Enforce ipsec Parameter Profile Media Profile Service Profile ‘Sacurity Profile
High Vil 105, 2100 100, 5063 TS us/racific Mo Dafault Defauly Default Dafault
Madium  FODN,dialogic.com, 5062 UDETLS usfracific Mo Dafault Dwlault Dafault Dafault
Lo ol 105, 210,120, 5768 TCR Dialogic s firacific Ny Deafault Duefault Default Default
High FOIDN, dinlogic.com 5162 UDP  Dialogic U/ Pacitic N
High 1P, 280T:0004:1035:51 48,5921 | UDP Dialegic usfPacific L
High FODM, dlalogic.com, 5088 UDP  Dislogic us/Pacific e
[Medium  19v4,192.168.1.22.5266 S usiracific No Delault thien Detaukt Datault
loros P, 28T 104 104020018, 5537  TOR LUIDR S Pacific Mo Datault Dafault Dwfault Default
Lo Id, 193, 188. 3. 47 5401 TR us/Pacific Mg Oeafault Default Default Dafauit
Medium 1Pl 16217820 157.5600 TR s/ Pacifie N D it Dhetault Dedault Dedault

8.3.3 Delete Peer Sample File
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[oeieta peer

Id

Name
21 DialogicPeerl
31 DialogicPeer?
AL DialogicPeerd
51 DialogicPeerd

61 DNalogicPaers
71 DialogicPesrt
Bl DialogicPeer?
91 DialogicPeers
101 DialogicPeerd
111 DialogicPeeril

8.4 Interface Sample Files

8.4.1 Add Interface Sample

Note:

This file is split in half to show complete data.

Add Interface

u Statug Name
Mo Dialogicintfl
Yas Dialogicinti2
Yés  Dialogicinifa
Yes  Dialogscintia
Yo Dialogicinits
Yos  Dislogicinfs
Yes  Dialogscinf?
Y#s  Dialogicintie
Yas Dialogicinits

| Yes  Dialogicimfld

Domain

diatogiccom
dialogiccom
dialogic.com
dialogiccom
dislogic.oom
diatogic com
dlialpgiccom
ciatogic.com
cialogic.com
dialogic.com

Mopbaror Types
Interconniect
Local
Interconnect
Inteconnec]
Interconnect
Intwroonnect
Local

Liozal
Interconnect
Interoonngct

SiPconnect SiRtonnect Type M5 - Subscriber Traffic

EEEEEEZETEZ

i1
Yas
Mo
Yoz
Mo
1]
M
Yoz
L]
Mg

IEEE-202.3
IEEE-E02.3
IEEE.802.3
IEEE-E02-3
IEEE-802.3
IEEE-802.3
IEEE-E02.3
IEEE-S02.3
IEEE-301.3
IEEE-EQL3

1Pl

Aroess Type Trardport 1# Address Type  Signading 19

192.66.7.22
192.56.7.22
192.56.7.22
192.66.7.22
192.66.7.22

WLAM Mame
Test_Vian
Test_Wlan
Test_Vlan
Teat_Wlan
Test_vian

b fedl: 103241 Test_Viand
bIO7fedln103ES 1o Tst Viang
30T fedl 10328 Tast Vian2
BT el 1035100 Test_Viand
3T Aed0; 103510 Tast_Viang

081 uDp-TCP
5422 ube-TCP
3701 UD#

882 UDP

358 upe

3801 UDR.TCP
3120 upaTCR
T2 UDp-TCR
3582 uDe-TCP
5327 UDRTCP

o dalegic  No
O dialegic Mo
0 dialogic Mo
G dialogic  Ne
Gdalogh  No
0 dialogic No
0 dialoghc Mo
O dialoght  No
O dialegic Mo
O dialogic o

sigrialing Port Sigraling PreSignaling TOS TGRP ContEnforce ipsec

Parameter Py Madia Pro Senvice Proiecarity Prissociated PeTrust Level Locad Qper TRS Proli Tima ZTone

Dafautt
Default
Dafault
Default
Default
Dafault
Default
Datault
Dedault
Default

Dafault
Detault
Defauilt
Datault
Detaalt
Dafauilt
Default
Detaalt
Default
Dafault

Dealault
Default
Defauly
Delfauh
Deelault
Deafault
Defauly
Doefault
eIt
Dwfault

Defpult  Ne
Dafaclt  No
Dafault Yes
Dafault  Yes
Defadlt  ves
Dafauit Na
Dafault  No
Defauit  No
Default Na
Dafaclt No

Hagh
Medium
High
Hagh
Hagh
Low
Lo
Mlagdiam
Medium
Medium

dialogc

dialagic
dialogic

AamencafAnguilla
AmericafAnguilla
AmaricalAnguilla
americaanguilla
AmericalAngulla
ﬁmmf&ngu-lll
Armancalanguilla
ArmerncafAnguilla
AmercalAnguilla

8.4.2 Update Interface Sample

Note:

This file is split in half to show complete data.
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[pdate interface

_Umlml'lllﬂﬂﬂidﬂ:bﬁbﬂbﬂﬂcﬂbﬂlﬂﬁ!&l!!!!ﬁ!m“

| Status Mame

| 11 No Dasbogicinit]
21 ¥es  Daalogicingi

| Hves  Dastoginifl
41 ¥ed  Daalogicintia

| 51Yes Destogicinats
1 Ve Deatagicinitt
M yes Disbogicingf?
Bl e Deatogicintts

| 9lives Dialogicinita

1101 ¥es | Daalogicingflo

Dicmain Notwork Type
cialogic.com Intarconnect
calegic.com Local
aloga.com Injerionnect
cHalogic. oo Inteftanaect
l.ﬂllﬂﬂ.ibﬂ"l ERLEfeonGec
diulogic.com Intertonnect
diimlogic com Loca
dlalogic.com Local
dislogic.com Interconnact
dHalogic.com Intarconnect

SIConnpct SIPconnect Type IMIS Subscriber Trathic Access Type Transport 19 Address Type Signaling i@ VLAN Mame
Mo Nang No Mo FEEE-B02.T  iPwd 192.66.7.22 Tast_Viam
Mo one NO Vs FEEE-502.0 Pl L92.66.7.22 Tes_Vian
o Nang Na Ne MEEE-B0L3 vl A9r66.7.02 Teg_Vian
Mo g Mo el MEEE-B02.0 WP 102.66.7.22 Tadt_Vian
o Korg Na Ne FEEE-BOZ.E WPl 10266722 Teia_Vlan
Mo e No Mo BEEE-BOLY  WPwil BINT Al 1032510 Test_Viand
L0 fane Vi1 Mo MEEE-B02.3 wPwh battfedt-1032:51:c Tesy vland
o Moone s s EEEE-BOLY  EPvh b7 Aedl:I032:51 i Test_Wlan2
Mo Mo Yoz Mo BEEE-B02.3  WivE B3 TAed:1032:510e Tast Viand
(1 Narg No No FEEE-802.3  KPvE DIT A 10351 Test_Viand

{5kgnaling Port Signaling ProSégnaling TO5 TGAP ConiEnforce ipsec Parameter Pr Media PrService PrSecurity P Associated Pes Trust Level Local Opera TLS ProTime Zone
Default  Default
Defauit  Defaul
Default Defaalt
Default  Defailt
Defauit Default
Doxfault Dafault
Default  Defaulf
Dafault  Default
Default Defaule
Default  Default

5081 LDR-TCR
5423 UDRLTCR
5701 UDR

5882 DR

5328 UD@

5901 UDA-TCR
3120 UDR-TCR
5473 UDS.TCR
5562 UDRTCR
5327 UDR-TCR

0 diabogic
0 diatogic
0 dialogic
O diafogic
O diakogic
0 diakagic
0 dialogic
0 diakagic
0 diatpgic
0 diabogic

D Faudt
Dt
D fauilt
[T
Defautt
Dne Pt
D Fault
D Farit
D fault
Dot Farulit

FEZTEEETEE

8.4.3 Delete Interface Sample

[Detete mtertace
!:ld Narme

11 Dialagheinfl
21 Dialogicintf2
11 Dialagheintfd
41 Dialogicintid
51 Dialagieintfs
61 Dialogicintla
T1 Dualogicintf?
&1 Dealogeeintfs
91 Daalogicint?s
101 Dealogeeintild

Default Mo
Default Mo
Default  Yes
Default  Yes

fault  Yes
Dafault No
D fault Mo
Dafault Ne
Dalault Mo
Default. Mo

8.5 Interface-Peer Sample Files

8.5.1 Add Interface-Peer Sample

Add Interface-Pesr
Id Status
10010 Yes
10011 Yes
10012 Yes
10013 Yes
10014 Yes
10015 Yes
10016 Yes
IDOLT Yas
10018 Yes

High
Madium

High

Hlﬂh

High

Lot

Low diabogic
Medium  diglogee
Madium  dislogic
Medium

americaanguilla
AmericalAnguilla
Armarica/Arguilla
AmericaAnguilla
Armericaanguilla
Amaricalanguilla
arnericalanguilla
Anwrll;.p,l'.ﬁngu-ll;
arnericaanguills

Peer

DialogicPeerl
DialogicPesar2
DialogicPeer3
DialogicPeerd
DialogicPesars
DialogicPaers
DialogicPeerd
DialogicPeerd
DialogicPeer2

Interface
Dialogicintf2
Dialogicintfl
Dialogicintf3
Dialogicintfs
Dialogicintfl0
Dialogicintfe
Dialogicintf3
Dialogicintfs
Dialogicintfe

Connactivity Feature
Yes
Yag

No

Mo
Mo
Yiag
b=
Yag
Yas

Dialogic Inc. Proprietary

Page 27/29



Dialogic Session Border Controller

Bulk Provisioning Guide

8.5.2 Update Interface-Peer Sample

-U pdate iﬁtEi‘fa{é:-p'éE'r
|Version="988747153995279185e9e946a31239 1edd83c379"

fid

Status
10010 Mo
10011 Mo
10012 ' No
10013 No
10014 Mo
10015 No
10016 Mo
10017 Mo
10018 Mo

Peer

DialogicPasrl
DialogicPaer2
DialogicPesard
DialogicPeer3
DialogicPeers
DialogicPeers
DialogicPeerd
DialogicPeers
DialogicPaer2

interface Connectivity Feature
Dialogicintf2 Yes
Dialogicintfl Yes
Dialogicint!3 No
Dialogicintfs Mo
Diatogicintfl0 Mo
Dialogicintfa Yas
Dialogicintf3 Yas
Dialogicintfa Yas
Yes

Dialogicintfa

8.5.3 Delete Interface-Peer Sample

|Delete Interface-Paar

lid

10010
10011
10012
10013
10014
10015
10016
10017
10018

8.6 Rule Treatment Sample Files

8.6.1 Add Policy Sample

[add poticy

IPolicy  No
E.ﬂ.\”! Vs
fRule Yer
{Aule Yes
E-!1 ule Yes
i:iule Tes
Rl Vs
[Rule Yes
|Aule Tes
{Rule Yas
| Rule Tes

RuleTreatmaniiamples
|:a1llna-=ar'!lr.,lﬁl'$rh|-rnq
CallingPartyDomainiame
Called®artyDomainMName
CalledPartyURIScherms
CRPC

DastinationDomain
Destination TGRDD
Destination TGRS Contenxt
RegisteringidentityDamain
MessageRouting

20001 ;

EgqualTo
BaginsWith
EndisiWith
tEqualTo
EEgualTo
E-ei;lnszth
Containsg
A.s.-uans?rqm
BNatEqualTe
EPresent

WRILIS:5IPS, TEL

SiringList:d08,409

Stringlist: 917,273

WRILE-TEL

CPRCLIst:Hospital

51r|l'|E',ul!:412

StringList:207
Parameter:CallingParty URiScheme
PararneterList:LPC

Boolean:¥es

8.6.2 Update Policy Sample

Dialogic Inc. Proprietary

sy | -

Traatment
Treatment
Treatment
Treatment
Treatment
Treatmignt
Treatment
Treatment
Treatmant
Treatment

Fhgner Class
Fhonys Class
Flow Class
Flenw Class
Flowr Class
Flewr Class
Flowr Class
Flow Class
Fbenws Class
Flow Class

White
Gy
White
White
arey
Grigy
White
Grey
White
White

gt [Nl (Tl el (Tl [ Bl Mgl [t g (T
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ikunnhudmkbﬂlﬁﬂﬂeimmfﬂﬂﬂﬁeh?ﬂtl'

|update Policy
|Paliey  Ma
fngre Vs
|Rube Yas
[Aube Yes
|Rute Yag
Lo Yés
{Aule {CH
|Rube Yes
:Hu!e Yes
|Bube s
™ Yas

RulaTraastmentSarmpley
CallingPartyURischeme
CallingPartyDomainMama
CalledPartyDomainiame
CallegPartylURIScheme
CRC

DestinationDomain
DestinationTERM
DestinationTGRM ontext
RegisteringldentityDomain
MuessageRouting

END OF DOCUMENT

Dialogic Inc. Proprietary

20000

185qualTa
BaginsWith
Endsiith
sEGualTo
isEqualTe
Bagins\With
Containg
BssignsFrom
IshotEqualTa
Isfresent

URILES:SIP%, TEL

Stringlist 408,409
Fringlst3inITa

URILETTEL

CPCLIst:Hospital

Stringlist:All

Stringlst:207
ParameterCallingParyURScheme
ParameterListir

HBoolean:ves

Treatment
Treatmant
Treatment
Traatmant
Traatment
Treatment
Treatment
Treatment
Treatment
Treratmant

Flow Class
Flow Class
Flow Class
Flews Clags
Flow Clazs
Flow Class
Flow Class
Flaw Class
Flow Class
Flow Class

white
Grey
White
White
Gray
Gray
White
Grey
White
white

Tt gl g | Bl ol g g |l gl g
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