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All contents of this document are furnished for informational use only and are subject to change without notice and do not
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property rights owned by third parties. Dialogic does not provide any intellectual property licenses with the sale of Dialogic
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Canada H4R 1P8. Dialogic encourages all users of its products to procure all necessary intellectual property licenses required to

implement any concepts or applications and does not condone or encourage any intellectual property infringement and

disclaims any responsibility related thereto. These intellectual property licenses may di�er from country to country and it is

the responsibility of those who develop the concepts or applications to be aware of and comply with di�erent national license

requirements.
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1. Introduction

1.1 Purpose of this Document
This document describes the BorderNet SBC's installation and deployment in the Amazon Web Services (AWS)  Virtual Private

Cloud (VPC),  using Amazon Elastic Computing Cloud (EC2)  resources and tools.

1.2 Glossary
For the purposes of this document the following abbreviations apply:

Abbreviation Meaning

AMI Amazon Machine Image

AWS Amazon Web Services

AZ Availability Zones

CIDR Classless Inter-Domain Routing

EC2 Elastic Computing Cloud

IGW Internet Gateway

SBC Session Border Controller

SIP Session Initiation Protocol

VPC Virtual Private Cloud

HA High Availability

EIP Elastic IP

IAM Identity and Access Management

1.3 Contact Us
For a list of Dialogic locations and o�ices, please visit: https://www.dialogic.com/contact.aspx.

https://www.dialogic.com/contact.aspx
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2. Overview of Network Topology

2.1 What is AWS?
AWS (Amazon Web Services)  is a Cloud service belonging to Amazon, which provides services in the form of building blocks. These

building blocks can be used to create and deploy any type of application in the Cloud.

These services or building blocks are designed to work with each other resulting in applications which are sophisticated and highly

scalable.

2.2 Network Topology for Standalone Deployments
The BorderNet SBC can be deployed within an Amazon VPC  using the Amazon EC2 API  and tools, providing VoIP security and

transcoding services towards peering entities.

In this scenario, the BorderNet SBC (Standalone or HA) is deployed in a VPC, using the following subnets:

Management subnet, used to connect the remote users to the SBC's web-based management system, through an Internet

Gateway (IGW).

One or two Private Subnets, used for signaling and media tra�ic between the BorderNet and two Peering User Agents.

This document describes deployment of the BorderNet SBC in the VPC according to the scenario shown below in Figure 1

(Standalone  mode) and in Figure 2 (High Availability  mode).

Di�erent configurations can be implemented to match tra�ic needs.

In the Standalone mode, there are:

1 x Management Interface

1 x Public SIP/RTP interface with access to the Internet

1 x Private / Home SIP & RTP interface without access to the internet. This interface, is meant to have an internal routing

element like the Dialogic ControlSwitch System (UA-B shown in Figure 1).
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Figure 1: Standalone Network Topology

The UA-A, UA-B, UA-C, can reside in:

The same VPC as the BorderNet SBC (UA-B is in the same VPC)

A di�erent VPC within the same region

A di�erent VPC in a di�erent region. An additional Internet Gateway (IGW) needs to be defined for Internet connectivity.

Outside of the AWS Cloud.

2.3 Network Topology for HA Deployments
For HA deployments, two BorderNet SBC instances should be defined as two standalone instances, considering the following

points:

Both instances must be from the same instance type.

Both instances can reside in the same region and on the same VPC or a di�erent VPC.

The utility IP addresses (secondary IP addresses) during a failover and failback should be declared on both instances.

In this document, the deployment of the BorderNet SBC in HA mode is illustrated in the diagram shown below in Figure 2. Both

instances will be installed on the same VPC.

In this scenario, there is a requirement for the set of private IP addresses illustrated below.
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Figure 2: HA Network Topology

In addition to the physical addresses, which are defined per BorderNet SBC, three additional addresses should be defined as the

floating addresses:

for management

for signaling

for media

These addresses are defined using the EC2à  Networking  à  Manage IP Addresses  window, as the Secondary  addresses. Tra�ic from

UA-A, UA-B and UA-C is directed to the floating addresses.

All the addresses should reside in the same subnet.

Figure 3 provides an example of the floating IP addresses:

Figure 3: Floating IP Addresses for HA (Secondary)
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3. Introduction to AWS GUI
AWS divides its various features as services.

To access the services, click Services  on the toolbar as shown below.

The following three services are used throughout this guide:

EC2  (Elastic Cloud Computing)

VPC  (Virtual Private Cloud)

IAM  (Identity and Access Management)

See below the location of each of the 3 services. The search field can also be used to find the service.
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4. AWS Resources Creation

4.1 Regions
Select the region to install the BorderNet SBC. For example, US East (N. Virginia) is shown here.

4.2 Create a New Virtual Private Cloud (VPC)
When creating a VPC, a range of IPv4 addresses in the form of a Classless Inter-Domain Routing (CIDR)  block for the VPC should

be created. For example: 192.168.0.0/16.

→ To create a new VPC:

1. Click Services.

2. Click VPC  (or use the search bar).

3. Click Your VPCs  as shown below.

4. 
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1. Click on the blue Create VPC  button.

2. 

3. Enter the VPC information  as detailed below.

4. The screen below is only a reference sample.

5. Specify the following VPC details as necessary:

6. Name tag.

7. VPC name. e.g. BorderNet_VPC

8. IPv4 CIDR block. Specifies an IPv4 CIDR block for the VPC. It is recommended to specify a CIDR block from the private (non-

publicly routable) IP address range as specified in RFC 1918. For example: `192.168.0.0/16`.

NOTE:

Direct access to the Internet from publicly routable CIDR blocks in a VPC is not supported!

IPv6 CIDR block. Optionally associate an IPv6 CIDR block with your VPC by choosing an Amazon-provided IPv6 CIDR block.

Tenancy: (User commercial choice with Amazon).

Click on the Create VPC  button.

The Create VPC  window opens.

Once the VPC is created, AWS reports it.

Click on the blue Close  button.

http://www.faqs.org/rfcs/rfc1918.html
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4.3 Create New Subnets
When adding a new subnet to the created VPC the Availability Zone (AZ)  in which you want the subnet to reside can be selected.

An IPv4 CIDR block for the subnet from within the range of the created VPC must be specified.

An IPv6 CIDR block for the subnet can alternately be specified if an IPv6 CIDR block is associated with the created VPC.

In this example, three subnets will be defined.

Type of Tra�ic IPv4 CIDR Block Description

Management 192.168.3.0/24 BorderNet Management

Public 192.168.2.0/24 SIP&RTP tra�ic - Internet

Private 192.168.1.0/24 SIP & RTP tra�ic - internal

→ To create a new subnet:

1. Select Subnets  (located at the le�-hand sidebar as indicated here).

2. 

1. Click on one of the blue Create Subnet  buttons.
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2. 

3. The Create Subnet  window opens:

1. Specify the following subnet details as necessary:

2. Name tag. Subnet name. e.g. MGMT-Subnet.

3. VPC: Select the pre-defined VPC for which the subnet is created, using the drop-down menu.

4. Availability Zone. Select an Availability Zone within the selected region.

5. IPv4 CIDR block: Specify an IPv4 CIDR block for your subnet. e.g. 172.16.3.0/24.

6. IPv6 CIDR block: If an IPv6 CIDR block is associated with your VPC, specify a custom IPv6 CIDR.

7. Click on the blue Create  button.

8. Repeat the steps above to create the remaining two subnets - Public and Private Tra�ic. See the table above.

Note:

This is just an example. Di�erent configurations can be created!

1. When all three subnets are defined the following window opens.
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2. 

4.4 Security Groups
A Security Group  acts as a virtual firewall for your instance that controls the incoming and outgoing tra�ic.

A�er creating the VPC, a Security Group  is automatically added. This Security Group  will be used as the default Security Group

changing the entries in the Inbound Rules  table as follows:

One entry for HTTPS tra�ic

One entry for SSH tra�ic

One entry for inter tra�ic

One entry for SIP & RTP tra�ics

Di�erent Security Groups  can be created depending on the tra�ic profile and services required. For example, we could define two

Security Groups as shown below:

One Security Group for the Management tra�ic with a minimum of two open pinholes for HTTPS and SSH (more may be

necessary depending on actions/access requirements).

One Security Group for the other SIP & RTP tra�ics.

→ To access the Security Group:

1. Select Services.

2. Select VPC.

3. Select Security Groups.

4. Select the existing Security Group  created by the VPC.

4.4.1 Naming the Security Group
Naming resources is a good practice which assists resource creation and also troubleshooting.

→ To name Security Groups:

1. Place the mouse on the existing row, on the Name  column. This is an empty field.

2. A pencil icon appears.

3. Click the pencil icon and enter an identifier for this Security Group.

4. All entries on the AWS cloud should be identified.
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5. For example: BorderNetSG.

6. Save the entry.

1. See the image below:

2. 

4.4.2 Creating Inbound Rules for the Security Group
Inbound Rules  are required to customize the tra�ic flows allowed through the Security Group. Di�erent inbound or outbound rules

can be created to increase security as desired.

For example, we can create the inbound rules as in the matrix below. These rules will be su�icient for the initial configuration.

→ To add Inbound Rules:

1. Click on the Inbound Rules  tab.

2. Click on the Edit Rules  button.

3. 

4. On the screen that opens, click on the Add Rule  button.

5. Leave blank the row All Tra�ic.

6. This entry will permit all tra�ic internally to the Security Group.



Install Guide AWS Cloud DeploymentDialogic Session Border Controller

Dialogic Inc. Proprietary Page 17/54

1. Click on the Add Rule  button and proceed adding rules according to the table below.

Type of Tra�ic Protocol
Port

Range
Source Description

All tra�ic N/A All
Security

Group
This entry is on the list

HTTPS N/A N/A Anywhere GUI access

SSH N/A N/A Anywhere
SSH access for

upgrade/maintenance

Custom TCP

Rule
N/A

5060-

5070
Anywhere SIP signaling ports

Custom UDP

Rule

7000-

65000
Anywhere RTP ports

See below the result with all the rules created.
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4.5 Creating Network Interfaces
→ To create a Network Interface:

1. Click on Services  > C2.

2. On the EC2  screen click Network Interfaces  at the le�-hand side of the screen (indicated below).

1. Click on one of the blue Create Network Interface  buttons.
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2. 

3. Follow the instructions below relative to the appropriate deployment mode.

4.5.1 Creating Network Interfaces (Standalone Mode)
To create Network Interfaces in High Availability  mode proceed straight to 4.5.2.

In Standalone  mode, create three Network Interfaces  to match the example configuration. Depending on the planned tra�ic

profile di�erent configurations may be created.

Note

As a reminder of the previous completed configuration steps use the details below for reference.

Description Type of Tra�ic Custom IP Description

Eth0-MGMT Management 192.168.3.100 BorderNet Management

Eth1-Public Public 192.168.2.100 SIP&RTP tra�ics - external

Eth2-Private Private 192.168.1.100 SIP&RTP tra�ics - internal

→ To create a Network Interface in Standalone Deployment Mode:

1. For the configuration example in this guide use the table above as a reference and enter the following information:

2. Description: Add a short description.

3. Subnet: Select the relevant subnet from the drop-down menu (see table above).

4. Private IP: Enter a private IP address in the range of the created subnet. Use the table above. Auto-assign or another IP range

(within the subnet) can be used as well.

5. Security Groups: Select the Security Group (in this example, there is only one Security Group populating the list).

6. Click on the Create  button.

7. Name the created Network Interface.

8. Repeat the steps above to create the remaining two Network Interfaces.

9. The three Network Interfaces  are now created and identified (see the Name  column).

10. In the Status  column, verify that the three Network Interfaces  are now available.
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11. 

4.5.2 Creating Network Interfaces (High Availability Mode)
Create four Network Interfaces  to match the example configuration. Depending on the planned tra�ic profile di�erent

configurations may be created.

Description Type of Tra�ic Custom IP (auto-assign) Description

BN1-Public Public -Primary 192.168.2.101 SIP&RTP tra�ics - external

BN2-Public Public-Secondary 192.168.2.102 SIP&RTP tra�ics - external

BN1-Private Private-Primary 192.168.1.101 SIP&RTP tra�ics - internal

BN2-Private Private-Primary 192.168.1.102 SIP&RTP tra�ics - internal

→ To create a Network Interface in High Availability Deployment Mode:

1. For the configuration example in this guide use the table above as a reference and enter the following information:

2. Description: Add a short description.

3. Subnet: Select the relevant subnet from the drop-down menu (BN-MGMT, BN-Private, BN-Public).

4. IPv4 Private IP: Custom

5. IPv4 address: Enter the IPv4 address as per the table above.

6. Security Groups: Select the Security Group (BorderNet SG).

7. Refer to the screenshot below.
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8. 

9. Click on the Create  button.

10. The Network Interface  is unnamed.

11. Name the Network Interface.

12. See the example below.

13. 

14. Repeat the steps above to create the remaining Network Interfaces  as per the table above.

15. The four Network Interfaces  are now created and identified (see the Name  column).

16. In the Status  column, verify that the four Network Interfaces  are now available.

4.6 Creating IGW
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The IGW (Internet Gateway)  is a VPC component that facilitates communication between instances in your VPC and the internet.

It is necessary to create an IGW for any tra�ic which arrives from outside to the BorderNet SBC and vice-versa.

→ To create an IGW:

1. Click on Services  > VPC.

1. In the Virtual Private Cloud  group click on Internet Gateways.

1. Click on one of the blue Create Internet Gateway  buttons.

2. 

3. In the Create Internet Gateway  window, name the IGW and click on the Create  button.
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1. A message indicating that the Internet Gateway  has been created will appear.

2. Click on Close  to proceed to the next step.

The newly created Internet Gateway  has a detached  state as indicated in the screenshot below.

1. To change this state the Internet Gateway  will be attached to the VPC.

2. Right-click on the IGW row and select Attach to VPC.
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1. The Attach to VPC  window opens.

2. 

3. Select the VPC  from the drop-down menu and click on the Attach  button.

4. The Internet Gateway  state now will be attached.

5. The IGW configuration is now complete.

4.7 Modify the Route Table
→ To modify a Route Table:

1. In the Virtual Private Cloud  group, select Route Tables.

1. The Route Table  window opens.

2. Select the newly created Route Table  entry (automatically created upon the creation of the VPC).

3. At the bottom of the screen, select the Routes  tab and click on Edit Routes.
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4. 

5. The Edit Routes  window opens.

6. 

7. Click on Add  Route.

8. Enter the destination IP: 0.0.0.0/0

9. Click on the local drop-down list and select the IGW that has previously been created.

10. Click on the blue Save Routes  button.

4.8 Allocate Elastic IP Addresses
To remotely access the BorderNet SBC for management purposes, both private and public IP addresses should be allocated to it.

The private IP address has already been allocated at the Network Interfaces  step.

→ To allocate a public IP address:

1. Click on Services.

2. Click on EC2  in the Compute  group.
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1. Select Elastic IPs  (shown below).

2. 

3. Click on one of the blue Allocate new address  buttons.

4. 

1. The Allocate New Address  window opens.

2. 

3. In the IPv4 Address Pool  field, select either Amazon pool  or Owned by me  if your company has a public IP address.

4. Click on the blue Allocate  button.
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4.8.1 Standalone Deployment Mode
For High Availability  deployment mode proceed straight to 4.8.2.

In Standalone  deployment mode it is necessary to have two elastic IPs (EIPs) for this example:

1 EIP for management

1 EIP for tra�ic from the public internet

A�er clicking on the blue Allocate  button, AWS reports that the new address is allocated and shows the IP address as in the

following window.

1. Repeat the steps above to create another EIP.

2. Name the EIPs to identify them.

4.8.2 High Availability Deployment Mode
In High Availability  deployment mode it is necessary to have four elastic IPs (EIPs) for this example:

1 x EIP for management (floating)

2 x EIPs for utility (1 per instance)

1 x EIP for tra�ic from the public internet

Name the EIPs to identify the use of the EIP.
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4.9 EIP to Network Interface Association
This facility is available only for Standalone deployments at this stage.

→ To create an EIP to Network Interface Association:

1. Right-click on one of the rows of the created and named EIPs.

2. A pop-up window opens.

3. Select Associate Address, as shown below.

4. 

5. The Associate Address  window opens.

1. Select the following:

2. Resource type: Network Interface.

3. Network Interface drop-down field: Select the Network Interface to associate the EIP to.

Since we have identified the Network Interfaces, it is much easier to associate. See the example below.

Private IP: Click on this field and select the Network Interface IP address to be associated.

Click on the Associate  button.

Repeat the steps above for the Public SIP & RTP tra�ic.
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1. The association of the EIP to the private IP can be seen in the screenshot below.

4.10 IAM Role
AWS Identity and Access Management (IAM)  enables you to securely control access to AWS services and resources for your users.

Using IAM, AWS users and groups can be created and managed. Users and groups can be assigned permissions to both grant and

deny access to specific AWS resources.

IAM is mandatory for HA deployments and can be used on Standalone deployments as well.

→ To create the IAM role:
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1. In the Services  section under the Security, Identity & Compliance  group, go to IAM.

2. 

3. In the le�-hand sidebar click on Policies.

4. Click on the blue Create Policy  button.

5. 

6. In the Create Policy  window, Visual Editor  field, click on the JSON  tab.

7. 

1. If the IAM  policy reports any error (see example below), then review each line for any unacceptable character.



Install Guide AWS Cloud DeploymentDialogic Session Border Controller

Dialogic Inc. Proprietary Page 31/54

2.  

3. If there are no errors, click on the Review Policy  button.

4. 

5. Name the new IAM, and enter a description.

6. Click on the blue Create Policy  button.

7. 

8. The Sample_IAM_Policy  is now created.

9. This Policy will now be assigned to a Role.
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10. 

11. In the le�-hand column of the IAM window click on Roles.

12. Click on the blue Create Role  button.

13. 

14. Click on AWS service  and then on EC2  as shown below.

15. Click on the blue Next: Permissions  button at the lower right-hand side of the window.

16. 

1. In the Create Role  window, click on Filter Policies  (shown below).
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2. 

3. In the Policy Type  group, select Customer Managed.

4. Click outside the panes and the target policy will be shown as illustrated below.

5. 

6. Check that the Policy is visible.

7. Click on the blue Next: Tags  button.

8. Tagging will not be performed.

9. Click on the blue Next: Review  button.

10. Enter a Role Name  and a Role Description.

11. Click on the blue Create Role  button.

12. 
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1. The new Role  is now created.
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5. BorderNet SBC Installation Steps
A�er having successfully configured the AWS resources the next step is to install the BorderNet SBC on the AWS Cloud.

→ To install the BorderNet SBC:

1. Login to your AWS account, if you haven't already done so.

2. In the toolbar, select Services  and choose the EC2  option in the Compute  menu.

3. 

4. Each AWS Data Center  is considered a Region, which includes one or more Availability Zones (AZ).

5. Click Region  (top menu and right side) and select US East N. Virginia, to access the BorderNet's latest Images.

6. 

7. Select the Amazon Machine Images (AMIs)  in the le�-hand sidebar.

8. 

9. Click on the drop-down menu as shown below and select Public Images.

10. 

11. Enter Bordernet  in the search field and hit enter to locate all BorderNet images.

12. See the example below - this will filter and show all BorderNet SBC images in this region

13. Select the desired image (usually, latest version) and click Launch.

14. The dialogic-bordernet-3.8.0.197  image is selected in this example.

Note:

If required, copy the image to your region as follows:
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- select the image

- click on the right button

- choose Copy AMI

- in the Copy AMI  window, select the new destination.

1. 

2. Select an instance type.

3. This window lists various resources groups (virtual instances of varying CPU, memory, storage and networking capacity

combinations) that run the selected BorderNet SBC image.

4. Browse and select the Compute optimized c4.xlarge  option (4 CPU cores, 7.5 GB, 750 Mbps) for this example.

5. Since the list is very large and in order to locate the correct image, you can use control+F.

6. See the screenshot below for reference and click on the Next Configure Instance Details  button.

7. 
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8. The Configure Instance Details  window opens.

9. Configure Instance Details  (see screenshot on the following page).

10. Enter the following values for the parameters:

11. Number of Instances: 1 for Standalone, 2 for HA.

12. Purchasing option: Remains unchecked.

13. Network: Click on the drop-down list and select the VPC created on AWS resources.

14. Subnet: Click on the drop-down list and select the Management subnet created on AWS resources.

15. Auto-assign Public IP: Disable.

16. Placement group. No placement groups.

17. Capacity Reservation: Open.

18. IAM role: Select the IAM role created previously: BorderNetRole.

19. CPU options: None.

20. Shutdown behavior. Stop.

21. Stop - Hibernate behavior: Unchecked.

22. Enable termination protection: Checked (prevents accidental termination of the instance).

23. Monitoring. Unchecked.

24. EBS-optimized instance: Unchecked.

25. Tenancy: User's commercial choice with Amazon.

26. Elastic Inference: Unchecked.

27. Network Interfaces:

28. For Standalone  only:

o On eth0:

Network Interface: Select the management network interface

Subnet: disabled

Primary IP: disabled

o Click on the Add device  button.

Eth1 interface will be added to the list.

o On eth1:

Network Interface: Select the public interface

Subnet: disabled

Primary IP: disabled

For High Availability:

o Leave empty. This will be filled later.

1. Click the Next:Add Storage  button.
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1. The Add Storage  window opens.
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2. 

3. Check the Delete on Termination  check-box to remove any le�overs.

4. Click on the blue Next: Add Tags  button.

5. The Add Tags  window opens.

6. 

7. No actions are required on this screen.

8. Click on the blue Next: Configure Security Group  button.

1. The Configure Security Group  window opens.
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2. 

3. Select the existing Security Group.

4. Click on the blue Review and Launch  button.

5. The Review Instance Launch  window opens.

6. 

1. Assure all configurations were properly completed and click on the blue Launch  button.

2. The Select an existing key pair  window opens.
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3. 

4. Select Proceed without a key pair.

5. Check the acknowledgement clause.

6. Click on the blue Launch Instances  button.

7. The Launch Status  window opens.

8. 

9. The new instance is created.

10. Click on the blue View Instances  button to follow the deployment.

11. 
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6. Attaching Network Interfaces
This procedure is pertinent to HA deployments only.

For Standalone deployments refer to First Access.

In this step the Public and Private tra�ic network interfaces will be attached to the BorderNet SBC.

6.1 Identifying the Instances
As stated previously, identifying resources is a good practice to follow at this point in the configuration.

→ To identify the instances:

1. Click on Services > EC2  and select Instances  in the le�-hand sidebar menu.

2. Identify the newly created instances and note that there is no di�erence between each instance at this point.

3. Make note of the Instance ID for primary  and secondary.

4. These IDs will be used in the following steps.

1. Click on Network Interfaces  (path: Services > EC2 > Network Interfaces).

2. Notice that there are two new interfaces on the list.

3. They will be attached to each instance of the BorderNet SBC:
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6.2 Identifying the New Interfaces
→ To identify the new interfaces:

1. Identify the two new Network Interfaces  - the Utility  and Management  interfaces.

2. Use the instance ID created previously to determine which Network Interface  is associated to which instance.

3. See the interfaces identified below.

6.3 Attaching the Network Interfaces
Public and Private interfaces created previously need to be attached to the appropriate instances.

→ To attach the Network Interfaces:

1. Select one of the interfaces.

2. Open the right-click menu of options.

3. Select Attach.

4. In the window that opens, select the instance to attach the Network Interface to.

5. 

6. Click on the blue Attach  button.

7. Repeat the step for the remaining Network Interfaces.

8. At this point, the Network Interfaces are attached to the respective instance.



Install Guide AWS Cloud DeploymentDialogic Session Border Controller

Dialogic Inc. Proprietary Page 44/54

9. 
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7. Adding IP Addresses to Primary Instance
This procedure is pertinent to HA deployments only.

As machines must be able to switch tra�ic on failures, additional private IP addresses on the Primary instance are required.

→ To create additional IP addresses:

1. Go to the instances at Services > EC2 > Instances.

2. Right-click on the primary instance and select Networking > Manage IP Addresses.

3. See below.

4. 

5. In the Manage IP Addresses  window that opens, add a new IP address on each eth (0, 1, 2).

6. 

1. IP addresses can be auto-assigned by AWS or manually entered as follows:

2. Eth0 - 192.168.3.100

3. Eth1 - 192.168.1.100

4. Eth2 - 192.168.2.100

5. Notice the Secondary IPs added to the Primary instance:
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8. Attaching EIPs to Each Instance
This procedure is pertinent to HA deployments only.

→ To associate the EIPs created previously to each instance:

1. In the le�-hand sidebar under the Network & Security  group, click Elastic IPs.

2. Notice that the EIPs are not associated to any instance nor do they have Private IPs.

1. Select one of the EIPs in the row.

2. Open the right-click menu and select Associate.

3. The Associate Address  window opens.

4. Use the table below to create the association.

Network Interface Private IP Comments

BN1-Utility 192.168.3.100 Management floating IP

BN1-Utility 192.168.3.64 Utility IP to SSH to Primary instance

BN Public 192.168.2.100 Tra�ic floating IP

BN2-Utility 192.168.3.24 Utility IP to SSH to Secondary instance

1. Click on the blue Associate  button a�er each association.

2. See the sample association screen below.
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9. First Access to the BorderNet SBC
You can now access the BorderNet SBC. The IP address is therefore required. This address is provided by AWS and can be

determined by following the steps below.

→ To access the BorderNet SBC:

1. Click Services > EC2.

2. 

3. Click Running Instances.

9.1 Locating the Management IP Address

9.1.1 Standalone Instances
On Standalone deployments the Utility and Management IP addresses are the same.

See the screenshot below for further reference.
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9.1.2 HA Instances
On High Availability deployments there are three EIPs for managing the BorderNet SBC:

two EIPs are used for the Utilities (one per instance)

one EIP is used for Management (GUI)

→ To locate the public IP addresses:

1. Go to the instances at Services > EC2 > Instances.

2. Select one of the instances.

3. Notice at the bottom half of the screen - Elastic IPs  and the IPv4 Public IP  shown below.

4. The Utility IP address will be presented in both the Elastic IPs  and the IPv4 Public IP  fields.

5. Only the active instance will have the Management IP address and the standby instance/platform will only have the Utility IP

address.

6. Note and document the Management IP address at this point.

9.2 Accessing the GUI
1. Open your preferred browser.

2. For Standalone deployments, enter the Management/Utility IP address (they are the same for Standalone) using the following

format: https://<BorderNet SBC Management IP address>.

3. For HA deployments, enter the Utility IP address using the following format: https://<BorderNet SBC Management IP

address>.

4. The browser may alert to a potential security risk.

5. This is due to the SSL with an unknown certificate.

6. Each browser may show di�erent types of alert screens.
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1. For example, when using Firefox, click on Advanced  and on Accept the Risk and Continue.

9.3 Deploying your Instance
Deploying the BorderNet SBC in AWS requires much less information compared to bare metal or other types of virtualized

deployments, since most of the IP address are already linked to AWS resources (created in previous steps).

9.3.1 Standalone Deployment
When deploying a Standalone BorderNet SBC, only a hostname is required. All other fields are already filled and cannot be

changed.

See the screenshot below:
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Deployment Type: Standalone

Designated Role: Primary (read-only in SA mode)

License File: Optional.

License can be added on the screen or provided later. Two di�erent licensing modes exist.

Platform Hostname: Enter a name to identify the instance.

Note:

Spaces and special characters are not allowed.

9.3.2 High Availability Deployment
You should first open two pages in the web browser:

One page for the Primary Utility IP address

One page for the Secondary Utility IP address

→ To deploy the Primary Instance in HA:

1. Select the Primary Platform  on the browser.

2. Deployment Type: HA

3. Designated Role: Primary.

4. Additional fields open up in the window.

5. License File: can be added later.

6. On the Primary Platform  section, only the hostname can be entered.

7. Enter a hostname.

8. Primary Utility Platform IP address: document this IP address, since it will be used for the Secondary instance configuration.

9. Enter the following on the Secondary Platform  section:

10. Hostname: Enter a hostname for the second platform.

11. Utility IP: Will be entered later.

12. Inter-Task/HA-Link Netmask: Will be entered later.
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13. Document the Primary Utility IP address for use later.

14. Proceed to the secondary instance deployment.

→ To deploy the Secondary Instance in HA:

The process to deploy the Secondary platform is similar to the Primary but requires less information.

Select the web browser page that contains the Secondary instance.

1. In the BorderNet System Deployment  screen select Secondary Platform.

2. Deployment Type: HA

3. Designated Role: Secondary

4. Notice only the Primary platform Inter-Task  can be added.

5. Enter the Utility private IP address of the Primary platform (documented in the previous step).

6. Document the Secondary Inter-Task IP  address.

7. This IP address will be used to finish the Primary platform deployment (see below).

8. DO NOT  click on Start Deployment  just yet!

1. The Primary Instance  configuration must be completed first. 

→ To Continue Deployment of the Primary Instance

1. Select the Primary Instance  page in the web browser and complete the missing information (Utility  and Inter-Task IP

addresses of the Secondary Instance).

2. They are the same public IP address and can be seen in the screenshot above.

3. Fill in the Secondary Utility IP  address and Inter-Task IP  address.

4. Read and confirm that the information entered is correct.

5. Click on the blue Start Deployment  button.

6. This step takes some time to complete, so wait about three minutes for the Primary Instance deployment to complete.
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→ To Continue Deployment of the Secondary Instance

1. The Secondary Platform/Instance screen should be complete.

2. Confirm that the entered Primary Inter-Task Utility  IP address is correct.

3. Click on the blue Start Deployment  button.
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10. Access the Management GUI

10.1 Standalone Deployments
The same Public IP address can be used for both Management and Utility.

This IP address will also be used to access the GUI.

10.2 HA Deployments
The Public IP address used to deploy the BorderNet SBC in HA mode is the IP address used to populate the Utility IP address

fields.

Once the deployment process is complete, the BorderNet SBC can be accessed in HA mode by locating the Public IP address

assigned to the Management  service.

The Public Management IP address was previously determined in step 9.3.2  above.

Use ONLY this IP address to access the GUI.

END OF DOCUMENT


