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1. Introduction

1.1 Purpose of this Document

This document describes the BorderNet SBC's installation and deployment in the Amazon Web Services (AWS) Virtual Private

Cloud (VPC), using Amazon Elastic Computing Cloud (EC2) resources and tools.

1.2 Glossary

For the purposes of this document the following abbreviations apply:

Abbreviation Meaning

AMI Amazon Machine Image

AWS Amazon Web Services

AZ Availability Zones

CIDR Classless Inter-Domain Routing
EC2 Elastic Computing Cloud

IGW Internet Gateway

SBC Session Border Controller

SIP Session Initiation Protocol

VPC Virtual Private Cloud

HA High Availability

EIP Elastic IP

1AM Identity and Access Management

1.3 Contact Us

For a list of Dialogic locations and offices, please visit: https://www.dialogic.com/contact.aspx.
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2. Overview of Network Topology

2.1 What is AWS?

AWS (Amazon Web Services) is a Cloud service belonging to Amazon, which provides services in the form of building blocks. These

building blocks can be used to create and deploy any type of application in the Cloud.

These services or building blocks are designed to work with each other resulting in applications which are sophisticated and highly

scalable.

2.2 Network Topology for Standalone Deployments

The BorderNet SBC can be deployed within an Amazon VPC using the Amazon EC2 API and tools, providing VolP security and

transcoding services towards peering entities.
In this scenario, the BorderNet SBC (Standalone or HA) is deployed in a VPC, using the following subnets:

e Management subnet, used to connect the remote users to the SBC's web-based management system, through an Internet
Gateway (IGW).

e One or two Private Subnets, used for signaling and media traffic between the BorderNet and two Peering User Agents.

This document describes deployment of the BorderNet SBC in the VPC according to the scenario shown below in Figure 1

(Standalone mode) and in Figure 2 (High Availability mode).
Different configurations can be implemented to match traffic needs.
In the Standalone mode, there are:

e 1x Management Interface
e 1 x Public SIP/RTP interface with access to the Internet
e 1 x Private / Home SIP & RTP interface without access to the internet. This interface, is meant to have an internal routing

element like the Dialogic ControlSwitch System (UA-B shown in Figure 1).
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Figure 1: Standalone Network Topology
The UA-A, UA-B, UA-C, can reside in:

e The same VPC as the BorderNet SBC (UA-B is in the same VPC)

e Adifferent VPC within the same region

e Adifferent VPC in a different region. An additional Internet Gateway (IGW) needs to be defined for Internet connectivity.
e Qutside of the AWS Cloud.

2.3 Network Topology for HA Deployments

For HA deployments, two BorderNet SBC instances should be defined as two standalone instances, considering the following

points:

e Both instances must be from the same instance type.
e Both instances can reside in the same region and on the same VPC or a different VPC.

e The utility IP addresses (secondary IP addresses) during a failover and failback should be declared on both instances.

In this document, the deployment of the BorderNet SBC in HA mode is illustrated in the diagram shown below in Figure 2. Both

instances will be installed on the same VPC.

In this scenario, there is a requirement for the set of private IP addresses illustrated below.
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Figure 2: HA Network Topology

In addition to the physical addresses, which are defined per BorderNet SBC, three additional addresses should be defined as the

floating addresses:

e for management
e for signaling

e for media

These addresses are defined using the EC2a Networking a Manage IP Addresses window, as the Secondary addresses. Traffic from
UA-A, UA-B and UA-C is directed to the floating addresses.

All the addresses should reside in the same subnet.

Figure 3 provides an example of the floating IP addresses:

sordernior SBC sonieris SBC
{Utility EIP1) [Utility EIP2)

Management EIP [Floating)

Utility and HA EIP Utility and HA EIP

Cloud Private IP address: 192.168.3.117 Cloud Private IP address: 192.168.3.141
Public Side Traffic Public Side Traffic EIP (Floating) Public Side Traffic
Private IP address: 192.168.1.144 Private IP address: 192.168.1.44
Private/Care Side Traffic Private Side Traffic Private/Core Side Traffic
Private IP address: 192.168.2.226 Private IP address: 192.168.2.148

Figure 3: Floating IP Addresses for HA (Secondary)
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3. Introduction to AWS GUI

AWS divides its various features as services.
To access the services, click Services on the toolbar as shown below.
The following three services are used throughout this guide:

e EC2 (Elastic Cloud Computing)
e VPC (Virtual Private Cloud)
e |AM (Identity and Access Management)

See below the location of each of the 3 services. The search field can also be used to find the service.
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4. AWS Resources Creation

4.1 Regions

Select the region to install the BorderNet SBC. For example, US East (N. Virginia) is shown here.
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4.2 Create a New Virtual Private Cloud (VPC)

When creating a VPC, a range of IPv4 addresses in the form of a Classless Inter-Domain Routing (CIDR) block for the VPC should
be created. For example: 192.168.0.0/16.

— To create a new VPC:

1. Click Services.
2. Click VPC (or use the search bar).

3. Click Your VPCs as shown below.
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1. Click on the blue Create VPC button.
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2. —
3. Enter the VPC information as detailed below.
4. The screen below is only a reference sample.
5. Specify the following VPC details as necessary:
6. Name tag.
7. VPC name. e.g. BorderNet_VPC
8. IPv4 CIDR block. Specifies an IPv4 CIDR block for the VPC. It is recommended to specify a CIDR block from the private (non-
publicly routable) IP address range as specified in RFC 1918. For example: ~192.168.0.0/16".

NOTE:

Direct access to the Internet from publicly routable CIDR blocks in a VPC is not supported!

e |Pv6 CIDR block. Optionally associate an IPv6 CIDR block with your VPC by choosing an Amazon-provided IPv6 CIDR block.
e Tenancy: (User commercial choice with Amazon).
e Click on the Create VPC button.

e The Create VPC window opens.
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e Once the VPC is created, AWS reports it.
e Click on the blue Close button.
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4.3 Create New Subnets

When adding a new subnet to the created VPC the Availability Zone (AZ) in which you want the subnet to reside can be selected.

e An IPv4 CIDR block for the subnet from within the range of the created VPC must be specified.
e An IPv6 CIDR block for the subnet can alternately be specified if an IPv6 CIDR block is associated with the created VPC.

In this example, three subnets will be defined.

Type of Traffic IPv4 CIDR Block Description

Management 192.168.3.0/24 BorderNet Management
Public 192.168.2.0/24 SIP&RTP traffic - Internet
Private 192.168.1.0/24 SIP & RTP traffic - internal

— To create a new subnet:

1. Select Subnets (located at the left-hand sidebar as indicated here).
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1. Click on one of the blue Create Subnet buttons.
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3. The Create Subnet window opens:
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1. Specify the following subnet details as necessary:

2. Name tag. Subnet name. e.g. MGMT-Subnet.

3. VPC: Select the pre-defined VPC for which the subnet is created, using the drop-down menu.

4. Availability Zone. Select an Availability Zone within the selected region.

5. IPv4 CIDR block: Specify an IPv4 CIDR block for your subnet. e.g. 172.16.3.0/24.

6. IPv6 CIDR block: If an IPv6 CIDR block is associated with your VPC, specify a custom IPv6 CIDR.

7. Click on the blue Create button.

8. Repeat the steps above to create the remaining two subnets - Public and Private Traffic. See the table above.
Note:

This is just an example. Different configurations can be created!

1. When all three subnets are defined the following window opens.
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4.4 Security Groups

A Security Group acts as a virtual firewall for your instance that controls the incoming and outgoing traffic.

After creating the VPC, a Security Group is automatically added. This Security Group will be used as the default Security Group

changing the entries in the Inbound Rules table as follows:

® One entry for HTTPS traffic

e One entry for SSH traffic

e One entry for inter traffic

e One entry for SIP & RTP traffics

Different Security Groups can be created depending on the traffic profile and services required. For example, we could define two

Security Groups as shown below:

e One Security Group for the Management traffic with a minimum of two open pinholes for HTTPS and SSH (more may be
necessary depending on actions/access requirements).
e One Security Group for the other SIP & RTP traffics.

— To access the Security Group:

1. Select Services.

2. Select VPC.

3. Select Security Groups.

4. Select the existing Security Group created by the VPC.

4.4.1 Naming the Security Group

Naming resources is a good practice which assists resource creation and also troubleshooting.
— To name Security Groups:

1. Place the mouse on the existing row, on the Name column. This is an empty field.
2. A pencil icon appears.

3. Click the pencil icon and enter an identifier for this Security Group.

4. All entries on the AWS cloud should be identified.
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5. For example: BorderNetSG.
6. Save the entry.

1. See the image below:
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4.4.2 Creating Inbound Rules for the Security Group

Inbound Rules are required to customize the traffic flows allowed through the Security Group. Different inbound or outbound rules

can be created to increase security as desired.
For example, we can create the inbound rules as in the matrix below. These rules will be
— To add Inbound Rules:

1. Click on the Inbound Rules tab.
2. Click on the Edit Rules button.

sufficient for the initial configuration.
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4. On the screen that opens, click on the Add Rule button.

5. Leave blank the row All Traffic.
6. This entry will permit all traffic internally to the Security Group.
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1. Click on the Add Rule button and proceed adding rules according to the table below.

e Type of Traffic o
e All traffic o
e HTTPS .
e SSH .

e Custom TCP
Rule

e Custom UDP

Rule

See below the result with all the rules created.

Dialogic Inc. Proprietary

Protocol

N/A

N/A

N/A

N/A

Port
Range

All

N/A

N/A

5060-
5070

7000-
65000

Source

Security
Group

Anywhere

Anywhere

Anywhere

Anywhere

Description

This entry is on the list

GUI access

SSH access for

upgrade/maintenance

SIP signaling ports

RTP ports
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4.5 Creating Network Interfaces

— To create a Network Interface:

1. Click on Services > C2.
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2. On the EC2 screen click Network Interfaces at the left-hand side of the screen (indicated below).
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1. Click on one of the blue Create Network Interface buttons.
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Follow the instructions below relative to the appropriate deployment mode.

4.5.1 Creating Network Interfaces (Standalone Mode)

To create Network Interfaces in High Availability mode proceed straight to 4.5.2.

In Standalone mode, create three Network Interfaces to match the example configuration. Depending on the planned traffic

profile different configurations may be created.

Note

As a reminder of the previous completed configuration steps use the details below for reference.

Description Type of Traffic Custom IP Description

EthO-MGMT Management 192.168.3.100 BorderNet Management
Eth1-Public Public 192.168.2.100 SIP&RTP traffics - external
Eth2-Private Private 192.168.1.100 SIP&RTP traffics - internal

— To create a Network Interface in Standalone Deployment Mode:

AW N =

© o N o U

. For the configuration example in this guide use the table above as a reference and enter the following information:
. Description: Add a short description.
. Subnet: Select the relevant subnet from the drop-down menu (see table above).

. Private IP: Enter a private IP address in the range of the created subnet. Use the table above. Auto-assign or another IP range

(within the subnet) can be used as well.

. Security Groups: Select the Security Group (in this example, there is only one Security Group populating the list).
. Click on the Create button.

. Name the created Network Interface.

. Repeat the steps above to create the remaining two Network Interfaces.

. The three Network Interfaces are now created and identified (see the Name column).

10.

In the Status column, verify that the three Network Interfaces are now available.
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4.5.2 Creating Network Interfaces (High Availability Mode)

Create four Network Interfaces to match the example configuration. Depending on the planned traffic profile different

configurations may be created.

Description Type of Traffic Custom IP (auto-assign) Description

BN1-Public Public -Primary 192.168.2.101 SIP&RTP traffics - external
BN2-Public Public-Secondary 192.168.2.102 SIP&RTP traffics - external
BN1-Private Private-Primary 192.168.1.101 SIP&RTP traffics - internal
BN2-Private Private-Primary 192.168.1.102 SIP&RTP traffics - internal

— To create a Network Interface in High Availability Deployment Mode:

1. For the configuration example in this guide use the table above as a reference and enter the following information:
2. Description: Add a short description.

3. Subnet: Select the relevant subnet from the drop-down menu (BN-MGMT, BN-Private, BN-Public).

4. IPv4 Private IP: Custom

5. IPv4 address: Enter the IPv4 address as per the table above.

6. Security Groups: Select the Security Group (BorderNet SG).

7. Refer to the screenshot below.
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8.

9. Click on the Create button.
10. The Network Interface is unnamed.
11. Name the Network Interface.

12. See the example below.
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13.
14. Repeat the steps above to create the remaining Network Interfaces as per the table above.
15. The four Network Interfaces are now created and identified (see the Name column).

16. In the Status column, verify that the four Network Interfaces are now available.
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4.6 Creating IGW
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The IGW (Internet Gateway) is a VPC component that facilitates communication between instances in your VPC and the internet.

It is necessary to create an IGW for any traffic which arrives from outside to the BorderNet SBC and vice-versa.

— To create an IGW:

1. Click on Services > VPC.
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2.
3. In the Create Internet Gateway window, name the IGW and click on the Create button.
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1. A message indicating that the Internet Gateway has been created will appear.

2. Click on Close to proceed to the next step.
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1. To change this state the Internet Gateway will be attached to the VPC.
2. Right-click on the IGW row and select Attach to VPC.
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1. The Attach to VPC window opens.
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2.
3. Select the VPC from the drop-down menu and click on the Attach button.
4. The Internet Gateway state now will be attached.

5. The IGW configuration is now complete.

VPG Dashboard  ° ) Crit wstarvest patemsy  [ICEECSR P
Filtw by WPLC
Q, - Tis el d

B heme -] Lia-] < Cramar

B Dottt | gl TR DR V-0 B SOBOOE TS

4.7 Modify the Route Table

— To modify a Route Table:

1. In the Virtual Private Cloud group, select Route Tables.

Serviced ~ Resourcs Groupa - ClosiFormation
P
. e O B D
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T ol
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Yigagr Ve
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1. The Route Table window opens.
2. Select the newly created Route Table entry (automatically created upon the creation of the VPC).

3. At the bottom of the screen, select the Routes tab and click on Edit Routes.
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4.

5. The Edit Routes window opens.
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6.

7. Click on Add Route.
8. Enter the destination IP: 0.0.0.0/0

9. Click on the local drop-down list and select the IGW that has previously been created.

10. Click on the blue Save Routes button.

4.8 Allocate Elastic IP Addresses

To remotely access the BorderNet SBC for management purposes, both private and public IP addresses should be allocated to it.
The private IP address has already been allocated at the Network Interfaces step.
— To allocate a public IP address:

1. Click on Services.

2. Click on EC2 in the Compute group.
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1. Select Elastic IPs (shown below).
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3. Click on one of the blue Allocate new address buttons.

2.

Sorvcen - Aescurce Groupe - Chaud Pt

Bunde Tasks 1 o o 8

Wik

Seagshats

Lifunoprbe Ml st

1. The Allocate New Address window opens.
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2.

3. In the IPv4 Address Pool field, select either Amazon pool or Owned by me if your company has a public IP address.
4. Click on the blue Allocate button.
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4.8.1 Standalone Deployment Mode

For High Availability deployment mode proceed straight to 4.8.2.

In Standalone deployment mode it is necessary to have two elastic IPs (EIPs) for this example:

1 EIP for management

1 EIP for traffic from the public internet

e After clicking on the blue Allocate button, AWS reports that the new address is allocated and shows the IP address as in the

following window.

Resdurce Drougd ~

1. Repeat the steps above to create another EIP.
2. Name the EIPs to identify them.
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4.8.2 High Availability Deployment Mode
In High Availability deployment mode it is necessary to have four elastic IPs (EIPs) for this example:

1 x EIP for management (floating)

2 x EIPs for utility (1 per instance)

1 x EIP for traffic from the public internet
Name the EIPs to identify the use of the EIP.
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4.9 EIP to Network Interface Association

This facility is available only for Standalone deployments at this stage.

— To create an EIP to Network Interface Association:

1. Right-click on one of the rows of the created and named EIPs.
2. A pop-up window opens.

3. Select Associate Address, as shown below.
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4,
5. The Associate Address window opens.

1. Select the following:
2. Resource type: Network Interface.
3. Network Interface drop-down field: Select the Network Interface to associate the EIP to.

Since we have identified the Network Interfaces, it is much easier to associate. See the example below.

e Private IP: Click on this field and select the Network Interface IP address to be associated.

Click on the Associate button.
Repeat the steps above for the Public SIP & RTP traffic.
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1. The association of the EIP to the private IP can be seen in the screenshot below.
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4.10 IAM Role

AWS Identity and Access Management (IAM) enables you to securely control access to AWS services and resources for your users.

Using IAM, AWS users and groups can be created and managed. Users and groups can be assigned permissions to both grant and

deny access to specific AWS resources.
IAM is mandatory for HA deployments and can be used on Standalone deployments as well.

— To create the IAM role:
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1. In the Services section under the Security, Identity & Compliance group, go to IAM.
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2.
3. In the left-hand sidebar click on Policies.

4. Click on the blue Create Policy button.
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5.
6. In the Create Policy window, Visual Editor field, click on the JSON tab.
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1. If the IAM policy reports any error (see example below), then review each line for any unacceptable character.
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}

2.

“Varsion™: "I0iZ-10-177,
“Ltatesent™; [
i
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1FimmiListRoles®

1.
“Effgct™: “Allow™,
"Raddurca™: "7
}
1

3. If there are no errors, click on the Review Policy button.
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5. Name the new IAM, and enter a description.

6. Click on the blue Create Policy button.
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1.
8. The Sample_IAM_Policy is now created.

9. This Policy will now be assigned to a Role.
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10.

@ Sample_lAM_Policy has been creatled
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11 In the left-hand column of the IAM window click on Roles.
12. Click on the blue Create Role button.
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14. Click on AWS service and then on EC2 as shown below.
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15. Click on the blue Next: Permissions button at the lower right-hand side of the window.
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16.

1. In the Create Role window, click on Filter Policies (shown below).
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2.
3. In the Policy Type group, select Customer Managed.

4. Click outside the panes and the target policy will be shown as illustrated below.
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6. Check that the Policy is visible.
7. Click on the blue Next: Tags button.
8. Tagging will not be performed.
9. Click on the blue Next: Review button.
10. Enter a Role Name and a Role Description.
11. Click on the blue Create Role button.
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12.
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1. The new Role is now created.
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5. BorderNet SBC Installation Steps

After having successfully configured the AWS resources the next step is to install the BorderNet SBC on the AWS Cloud.
— To install the BorderNet SBC:

1. Login to your AWS account, if you haven't already done so.

2. In the toolbar, select Services and choose the EC2 option in the Compute menu.

Resource Oroups ~ CloudFarmation

History

3.
4, Each AWS Data Center is considered a Region, which includes one or more Availability Zones (AZ).

5. Click Region (top menu and right side) and select US East N. Virginia, to access the BorderNet's latest Images.
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10.
11. Enter Bordernet in the search field and hit enter to locate all BorderNet images.

12. See the example below - this will filter and show all BorderNet SBC images in this region
13. Select the desired image (usually, latest version) and click Launch.

14. The dialogic-bordernet-3.8.0.197 image is selected in this example.

Note:

If required, copy the image to your region as follows:
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- select the image

- click on the right button

- choose Copy AMI

- in the Copy AMI window, select the new destination.
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3. This window lists various resources groups (virtual instances of varying CPU, memory, storage and networking capacity

combinations) that run the selected BorderNet SBC image.

4. Browse and select the Compute optimized c4.xlarge option (4 CPU cores, 7.5 GB, 750 Mbps) for this example.

5. Since the list is very large and in order to locate the correct image, you can use control+F.

6. See the screenshot below for reference and click on the Next Configure Instance Details button.
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8. The Configure Instance Details window opens.
9. Configure Instance Details (see screenshot on the following page).
10. Enter the following values for the parameters:
11. Number of Instances: 1 for Standalone, 2 for HA.
12. Purchasing option: Remains unchecked.
13. Network: Click on the drop-down list and select the VPC created on AWS resources.
14. Subnet: Click on the drop-down list and select the Management subnet created on AWS resources.
15. Auto-assign Public IP: Disable.
16. Placement group. No placement groups.
17. Capacity Reservation: Open.
18. 1AM role: Select the IAM role created previously: BorderNetRole.
19. CPU options: None.
20. Shutdown behavior. Stop.
21. Stop - Hibernate behavior: Unchecked.
22. Enable termination protection: Checked (prevents accidental termination of the instance).
23. Monitoring. Unchecked.
24. EBS-optimized instance: Unchecked.
25. Tenancy: User's commercial choice with Amazon.
26. Elastic Inference: Unchecked.
27. Network Interfaces:

28. For Standalone only:
0 On etho:

e Network Interface: Select the management network interface
e Subnet: disabled
e Primary IP: disabled

o Click on the Add device button.
Eth1 interface will be added to the list.
o0 On ethl:

e Network Interface: Select the public interface
e Subnet: disabled

e Primary IP: disabled

e For High Availability:

o Leave empty. This will be filled later.

1. Click the Next:Add Storage button.
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1. The Add Storage window opens.
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CloudFormation
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Step 4: Add Storage

Your sstancs will be launched with the followang slocage dence seltings. You can altach addiional EES velumes and instancs slohe volimes 1o your inslanca, of
odin the sertings of the rool volume. You can also attach additional EES velurmes after launchang an instance, But not instance siong yolumes. Leam more about
shorage cptions in Amazon EC2

¢ Reew

Ve Typa (1 Bwricn (1) | Smapabiot (1 S"I” SR rhne Tipe (1 0es (| :'M"m“'“"'} Pt Termination
Rook Jfdevisdal snapg-031cAMcTOabe40L 25 General Purpose S50 (gp2) 100 /3000 H/A =
35 fdevisdh ~ snap-Offdatbcbiath 100 General Purposs 550 (gpe) =

Cancel  Previous
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3. Check the Delete on Termination check-box to remove any leftovers.
4. Click on the blue Next: Add Tags button.
5. The Add Tags window opens.
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7. No actions are required on this screen.

8. Click on the blue Next: Configure Security Group button.

1. The Configure Security Group window opens.
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2.

3. Select the existing Security Group.
4. Click on the blue Review and Launch button.

5. The Review Instance Launch window opens.
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1. Assure all configurations were properly completed and click on the blue Launch button.
2. The Select an existing key pair window opens.
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Select an existing key pair or create a new key pair x

A key pair consists of a publie key that AWS stores, and a private key file that you store. Together, they
allow you to connect 1o your instance securely. For Windows AMIs, the private key file is required to
obtain the password used 1o log into your instance. For Linux AMIs, the private key file allows you 1o
securely S5H into your instance.

HNote: The selected key pair will be added to the set of keys authorized for this instance. Learm maore
about remaoving existing key pairs from a public AMI,

[ Proceed without a key pair ~]
B1 acknowdedge that | will not be able to connect to this instance unless | already know the
password built into this AMI,

3.

4. Select Proceed without a key pair.

5. Check the acknowledgement clause.
6. Click on the blue Launch Instances button.

7. The Launch Status window opens.

Select an existing key pair or create a new key pair b3

A ey pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used 1o log into your instance. For Linux AMIs, the private key file allows you to
securely S5H into your instance.

Mote: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about remaving existing key pairs from a public AMI.

[ Proceed without a key pair ~]
B 1 acknowdedge that | will not be able to connect to this instance unless | already know the
password built into this AMI.

8.
9. The new instance is created.

10. Click on the blue View Instances button to follow the deployment.
won - .

Svailabilieg fone - Inshases Simes - Soatem Chechs - Al Stades

a1 & penedeyy

e = ey Ao kY

11
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6. Attaching Network Interfaces

This procedure is pertinent to HA deployments only.
For Standalone deployments refer to First Access.

In this step the Public and Private traffic network interfaces will be attached to the BorderNet SBC.

6.1 Identifying the Instances

As stated previously, identifying resources is a good practice to follow at this point in the configuration.
— To identify the instances:

1. Click on Services > EC2 and select Instances in the left-hand sidebar menu.
2. Identify the newly created instances and note that there is no difference between each instance at this point.

3. Make note of the Instance ID for primary and secondary.

4. These IDs will be used in the following steps.
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1. Click on Network Interfaces (path: Services > EC2 > Network Interfaces).
2. Notice that there are two new interfaces on the list.
3. They will be attached to each instance of the BorderNet SBC:

Actiona ¥
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6.2 Identifying the New Interfaces

— To identify the new interfaces:

1. Identify the two new Network Interfaces - the Utility and Management interfaces.

2. Use the instance ID created previously to determine which Network Interface is associated to which instance.

3. See the interfaces identified below.
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el it ol B Pk i roaiatie
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Tt Groups e DOBCch P el el DB TR Primary nel Tl AP it & o

B2 ARty | Pro e o B it -00 10t DTS Prmary net CETRER TR T & s

Launch

6.3 Attaching the Network Interfaces

Public and Private interfaces created previously need to be attached to the appropriate instances.
— To attach the Network Interfaces:

1. Select one of the interfaces.
2. Open the right-click menu of options.
3. Select Attach.

4. In the window that opens, select the instance to attach the Network Interface to.

Attach Network Interface »

Hatwork Interface: eni-0Bella1d0e3505Ta%

Instance |0 | Select Instarce T~

. Click on the blue Attach button.

. Repeat the step for the remaining Network Interfaces.

©w ~N o O

. At this point, the Network Interfaces are attached to the respective instance.

Dialogic Inc. Proprietary Page 43/54



Dialogic Session Border Controller Install Guide AWS Cloud Deployment

Berviced w Resturcs Grougd

. - iose

Secusity Grougs
1] Timtolt

Elaatic 1Py {-1
Flacerment Groapa Mama = Mofwork indedace I = Seboed ID Descripiion = Instance 10 = Sishay = 1Pyl Public I
oy Pairs
wima F i st (o7 g BH-Preaie v
| Hatwoiki Wteitscas .
erm-D0aS A ETI S 3005 St - B Pt 1]
= : Bl Uiy F o D06 M 1 baS 6 w06 1 TSEETE Prafrary Hil <t
T—
Lo Bakncers T —" e b DB e GTNEATE Pt -
Twget Groups B Pobis: IF orn-DarFB a0 a T 1T o -D8 1 FEETE B Pt )
- e LSl e a T rrany u
Lianch

Dialogic Inc. Proprietary Page 44/54



Dialogic Session Border Controller Install Guide AWS Cloud Deployment

7. Adding IP Addresses to Primary Instance

This procedure is pertinent to HA deployments only.
As machines must be able to switch traffic on failures, additional private IP addresses on the Primary instance are required.
— To create additional IP addresses:

1. Go to the instances at Services > EC2 > Instances.
2. Right-click on the primary instance and select Networking > Manage IP Addresses.

3. See below.
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5. In the Manage IP Addresses window that opens, add a new IP address on each eth (0, 1, 2).

6.
1. IP addresses can be auto-assigned by AWS or manually entered as follows:
2. Eth0 - 192.168.3.100
3. Eth1 - 192.168.1.100
4. Eth2 - 192.168.2.100
5. Notice the Secondary IPs added to the Primary instance:
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8. Attaching EIPs to Each Instance

This procedure is pertinent to HA deployments only.

— To associate the EIPs created previously to each instance:

1. In the left-hand sidebar under the Network & Security group, click Elastic IPs.

2. Notice that the EIPs are not associated to any instance nor do they have Private IPs.
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Bancle Tasks

1. Select one of the EIPs in the row.

2. Open the right-click menu and select Associate.

3. The Associate Address window opens.

4. Use the table below to create the association.

Network Interface Private IP

BN1-Utility 192.168.3.100
BN1-Utility 192.168.3.64
BN Public 192.168.2.100
BN2-Utility 192.168.3.24

Comments

Management floating IP

Utility IP to SSH to Primary instance

Traffic floating IP

Utility IP to SSH to Secondary instance

1. Click on the blue Associate button after each association.

2. See the sample association screen below.
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9. First Access to the BorderNet SBC

You can now access the BorderNet SBC. The IP address is therefore required. This address is provided by AWS and can be

determined by following the steps below.
— To access the BorderNet SBC:

1. Click Services > EC2.
« =2 ¢ @ @ i hg . AWS. AMATON.00m o elncd=h chiesr woees (@ Ty n o
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Eiing [ EMR Amazon Chin
TS Cost B CloudSeanh Wiorkhail
ANVS Cosl Explorer - P P e oy
EC! o ENockchu Elashcseanh Service
EKS ;:u.j.'::-;. Managed Kinasls
o kChiain ] R
Lamba QuickSight o Ef] EndUserC
p——— e IS  Dagge WorkSpaces
—_
2.
3. Click Running Instances.
— & & O AL AMAION.C0M, elreg east-18 e @ + @ =
Resource Groups - CloudFormation
ECZ Dashbeard ~  Resources ' Account Attributes €
4
Frerta Yous g wsing the following Amazon EC2 resources in the US East (N, Virginia) region Supported Platforms
Tags
1 Running Inslances Z Elastic IPs wee
Riapars
0 Dedicated Hosts 0 Snapshots Duafaidy VPG
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2 Volumes 0 Load Balancers non
= Koy P (- . T
[— o Sacimity Croups Resgurce |0 lenglh mansgement

0 Placement lfi;v::up:'i Consple piperiments
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9.1 Locating the Management IP Address

9.1.1 Standalone Instances

On Standalone deployments the Utility and Management IP addresses are the same.

See the screenshot below for further reference.
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9.1.2 HA Instances

On High Availability deployments there are three EIPs for managing the BorderNet SBC:

e two EIPs are used for the Utilities (one per instance)

e one EIP is used for Management (GUI)
— To locate the public IP addresses:

1. Go to the instances at Services > EC2 > Instances.

2. Select one of the instances.

3. Notice at the bottom half of the screen - Elastic IPs and the IPv4 Public IP shown below.

4. The Utility IP address will be presented in both the Elastic IPs and the IPv4 Public IP fields.

5. Only the active instance will have the Management IP address and the standby instance/platform will only have the Utility IP

address.

6. Note and document the Management IP address at this point.

EC Dhashiosd

. i o o @
Tugs =1 [7] Timdold
Repets
Mamg +  instance I = instmscy Type - y fona - Staiw - Statw Chacky = Alsm Statuy Public DN 1Py
Limitn
B BN HA Pemary METHSARISHEL g PR & vy & B2 checks [ s
! BH HA Seviosdiry DoIEII e Pl o i it 1 I - O BT chechs o ™
| Inwtances R B -
Cuierpe: Bloedarhior HA1 SRRSO 15 0 aT of i EETERT o rumng [ Jr T e ) '
h Templs
L - Dushoxge: Ebcedgrhiat HAZ D S Bt i D0TT e g w18 i ruang & BT check e “
Spot Regueata
Rdrrwind il s
Cleclicated Haaty .. ¥
AR T e— inatance: || i 02 2s4 5 4150 SedbSa (BH HA Primary] Elaatic B 54,154,708 [N -§ =

Capacity Resadatisns
Destription  Status Checks  Mositosing  Tags

irqtsnce B HETTSdSCAPR e Prubiic S (Pl
Aliln

W S [Pl Poblic i RIS ||
Busvilas Tashis [ Pl 1Py

Elasta: P45 Frivete DHE 1519218834 0c infiemal
Wl dwpdiabulity Fore Private Iy 193168 164, 193 168 1,107,
192 TSR0

Snagakals

Securfy groupn DRI s S0und N v ppcondiy private 1P 192 1685100, 192 1685500
Litecycle Manager sttt ruden 1921682100

Gebwduled dweriti o nchaduled weenty

e g e L e S e S

ViPG D WU 1 TR TSkl

9.2 Accessing the GUI

1. Open your preferred browser.

2. For Standalone deployments, enter the Management/Utility IP address (they are the same for Standalone) using the following
format: https://<BorderNet SBC Management IP address>.

3. For HA deployments, enter the Utility IP address using the following format: https://<BorderNet SBC Management IP
address>.

4. The browser may alert to a potential security risk.

5. This is due to the SSL with an unknown certificate.

6. Each browser may show different types of alert screens.
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1. For example, when using Firefox, click on Advanced and on Accept the Risk and Continue.
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9.3 Deploying your Instance

Deploying the BorderNet SBC in AWS requires much less information compared to bare metal or other types of virtualized

deployments, since most of the IP address are already linked to AWS resources (created in previous steps).

9.3.1 Standalone Deployment

When deploying a Standalone BorderNet SBC, only a hostname is required. All other fields are already filled and cannot be

changed.

See the screenshot below:
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e Deployment Type: Standalone

e Designated Role: Primary (read-only in SA mode)

e License File: Optional.

e License can be added on the screen or provided later. Two different licensing modes exist.

e Platform Hostname: Enter a name to identify the instance.

Note:

Spaces and special characters are not allowed.

9.3.2 High Availability Deployment

You should first open two pages in the web browser:

e One page for the Primary Utility IP address
e One page for the Secondary Utility IP address

— To deploy the Primary Instance in HA:

. Select the Primary Platform on the browser.

. Deployment Type: HA

. Designated Role: Primary.

. Additional fields open up in the window.

. License File: can be added later.

. On the Primary Platform section, only the hostname can be entered.
. Enter a hostname.

. Primary Utility Platform IP address: document this IP address, since it will be used for the Secondary instance configuration.

O© 0o N o U b~ W N =

. Enter the following on the Secondary Platform section:

=
o

. Hostname: Enter a hostname for the second platform.
. Utility IP: Will be entered later.
. Inter-Task/HA-Link Netmask: Will be entered later.

=
N
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13. Document the Primary Utility IP address for use later.

14. Proceed to the secondary instance deployment.

— To deploy the Secondary Instance in HA:

The process to deploy the Secondary platform is similar to the Primary but requires less information.

Select the web browser page that contains the Secondary instance.

. In the BorderNet System Deployment screen select Secondary Platform.

. Deployment Type: HA

. Designated Role: Secondary

. Notice only the Primary platform Inter-Task can be added.

. Enter the Utility private IP address of the Primary platform (documented in the previous step).
. Document the Secondary Inter-Task IP address.

. This IP address will be used to finish the Primary platform deployment (see below).

o N o b~ W N

. DO NOT click on Start Deployment just yet!

1. The Primary Instance configuration must be completed first.

I:Il.'d'-::-u'p:"* |.Tl!:llljl_'rH-!:'|-“ S8

Welcome to BorderMet SBC (v31.8.1-043 } System Deployment

Platiorm Sersl Number: V4284216552
LEcense Request 1D - TEISO3S51200F QOGEF JDASRDF IFAFFF BFSFOFRFEFEF IFCFIBCONCEADIDTRFAS

Frovidie Solcwing insormatkon Bo comiphate The dephoyment

Deployment Type:  HA ]

Deasgnated Kok @ Secondany L

Note: Before starting this platform deployment, make sure that primary platferm is up and connected to this platform on HA link,
Following information is used o connect to primary platfarm. Make sure to provide correct IP's and netmask,

Frrber-Tacsd HA-Link 1P fos this
Marfoam ; 152 188.3.200 h

Inter. Task . Link Kemask | 4 v

Irviar-Tasi WAL ink 1P for
primary platfosm :

Strt Daplosmant

— To Continue Deployment of the Primary Instance

1. Select the Primary Instance page in the web browser and complete the missing information (Utility and Inter-Task IP
addresses of the Secondary Instance).

. They are the same public IP address and can be seen in the screenshot above.

. Fill in the Secondary Utility IP address and Inter-Task IP address.

. Read and confirm that the information entered is correct.

. Click on the blue Start Deployment button.

o A W N

. This step takes some time to complete, so wait about three minutes for the Primary Instance deployment to complete.
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— To Continue Deployment of the Secondary Instance

1. The Secondary Platform/Instance screen should be complete.

2. Confirm that the entered Primary Inter-Task Utility IP address is correct.

3. Click on the blue Start Deployment button.
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10. Access the Management GUI

10.1 Standalone Deployments

The same Public IP address can be used for both Management and Utility.

This IP address will also be used to access the GUI.

10.2 HA Deployments

The Public IP address used to deploy the BorderNet SBC in HA mode is the IP address used to populate the Utility IP address
fields.

Once the deployment process is complete, the BorderNet SBC can be accessed in HA mode by locating the Public IP address

assigned to the Management service.
The Public Management IP address was previously determined in step 9.3.2 above.

Use ONLY this IP address to access the GUI.

END OF DOCUMENT

Dialogic Inc. Proprietary Page 54/54



