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All contents of this document are furnished for informational use only and are subject to change without notice and do not
represent a commitment on the part of Dialogic Corporation and its affiliates or subsidiaries ("Dialogic"). Reasonable effort is
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INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH DIALOGIC® PRODUCTS. NO LICENSE, EXPRESS OR IMPLIED,
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IN A SIGNED AGREEMENT BETWEEN YOU AND DIALOGIC, DIALOGIC ASSUMES NO LIABILITY WHATSOEVER, AND DIALOGIC DISCLAIMS
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PROPERTY RIGHT OF A THIRD PARTY.

Dialogic products are not intended for use in certain safety-affecting situations.

Please see http://www.dialogic.com/company/terms-of-use.aspx for more details.

Due to differing national regulations and approval requirements, certain Dialogic products may be suitable for use only in specific
countries, and thus may not function properly in other countries. You are responsible for ensuring that your use of such products
occurs only in the countries where such use is suitable. For information on specific products, contact Dialogic Corporation at the

address indicated below or on the web at www.dialogic.com.

It is possible that the use or implementation of any one of the concepts, applications, or ideas described in this document, in
marketing collateral produced by or on web pages maintained by Dialogic may infringe one or more patents or other intellectual
property rights owned by third parties. Dialogic does not provide any intellectual property licenses with the sale of Dialogic
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and no such licenses are provided except pursuant to a signed agreement with Dialogic. More detailed information about such
intellectual property is available from Dialogic's legal department at 6700 Cote-de-Liesse Road, Suite 100, Borough of Saint-
Laurent, Montreal, Quebec, Canada H4T 2B5. Dialogic encourages all users of its products to procure all necessary intellectual
property licenses required to implement any concepts or applications and does not condone or encourage any intellectual
property infringement and disclaims any responsibility related thereto. These intellectual property licenses may differ from
country to country and it is the responsibility of those who develop the concepts or applications to be aware of and comply

with different national license requirements.
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1. Introduction

1.1 Purpose of this Document

This document describes a Quick Start process for using the BorderNet Session Border Controller (SBC).
To start working with the BorderNet SBC, follow the below steps:

e Initial Login

e Making Certificate Trusted

e Configuration and Provisioning

1.2 Glossary

For the purposes of this document the following abbreviations apply:

Abbreviation Meaning

ACL Access Control List

SBC Session Border Controller
VLAN Virtual Local Network

1.3 Contact Us

For a list of Dialogic locations and offices, please visit: https://www.dialogic.com/contact.aspx.
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2. Initial Login

After the installation and deployment are complete, the BorderNet SBC can be accessed via a web browser.
The following browsers are supported:

¢ Internet Explorer (v8,v9,v10) Note: IE 11 is not supported.
e Mozilla Firefox (v5 and above)

e Google Chrome

For first-time access, the host running the browser must be in the same subnet as the BorderNet SBC System Management IP

address.

Notes:

You must obtain the System Management IP address assigned during the deployment process prior to beginning the following

procedure.

All http:// requests are automatically redirected to https:// requests.

— To access to the BorderNet SBC:

1. Enter the System Management IP address into a browser.

2. The following certificate error message may appear:

@ There is a problem with this website's security certificate.

The secunty certificate presented by this website was not issued by a trusted certrificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the

SEIVET,

We recommend that you close this webpage and do not continue to this website.
@ Ciick here to dose this webpage.

ﬁ Continue to this website (not recommended)

= More information

3. Select wContinue to this website.

4. Login as the System Administrator with the following credentials:
5. Username: sysmanager

6. Password: SYSMGR
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Usemame:  sysmanager
Password: [IIITY

Forgot Login [ Password 7
7.

8. Click Submit.

9. The BorderNet SBC Dashboard screen appears.
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11. The Change Password screen appears.

Change Password

Currant Password.

New Password

Confirm Naw Password:

12. Enter SYSMGR in the Current Password field.

13. Enter a new password in the New Password field.

14. Copy this password into the Confirm New Password field.

15. Click Save.

16. The initial login is complete.

Note:

After the installation the incoming packets are not blocked, to allow remote access. You are recommended to prepare the access

list and block the relevant ports. See "User-Defined ACLs" in the BorderNet SBC Provisioning Guide for instructions on creating

ACLs.
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3. Create a Trusted Certificate

When you enter the BorderNet SBC URL into a browser, a security warning appears about the certificate. This warning occurs
because the BorderNet SBC contains a self-signed Digital Certificate. The BorderNet SBC URL must be added to the browser as a

trusted, secure site to resolve the certificate error.
The following procedures explain how to create a trusted certificate on the browser used to access the BorderNet SBC.
The procedure you follow depends on which browser you are using:

¢ Internet Explorer

e Mozilla Firefox

3.1 Using Internet Explorer

e For Internet Explorer 9, follow the complete procedure below.

e For Internet Explorer 8, proceed directly to 3.1.2 Installing the Certificate below.

3.1.1 Adding the URL to Trusted Sites

— To add the BorderNet SBC URL to Trusted Sites, on Internet Explorer 9:

1. Open a browser window in Internet Explorer 9.
2. From the main menu, select Tools >> Internet Options >> Security.
3. Select Trusted Sites.
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5. Click the Sites button.
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6. The Trusted Sites window opens.

Trusted siles

8. In the Add this website to the zone field, enter the BorderNet SBC web URL.
9. Click the Add button.

10. Click Close.

11. Proceed to the Installing the Certificate procedure.

3.1.2 Installing the Certificate

— To complete the certificate installation:

1. Enter the BorderNet SBC URL into the Internet Explorer browser.

2. Select Continue to this website.

3. Click the security icon next to the Certificate Warning.

@ "

@ Untrusted Certificate

The security certificate presented by this
weebsite was not issued by 3 trusted
certificate authority.

This problerm might indicate an atternpt to
fool you or intercept any data you send to
the server,

We recormmend that you close this webpage.

About certificate errors

4. L
5. Click View Certificates.
6. The Certificate window opens in the General tab.
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| Cerificate FE
General | Details | Certffication Path

[% Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bo:  10.3,1.164

Issued by: 10.3.1.164

Valid from 12[20/2011 ko 12f17f2021

Treskall Certificate...

) Co

8. Verify that the Certificate Information is issued to the BorderNet SBC IP address.
9. Click Install Certificate.
10. Click Next.

11. The Certificate Import Wizard screen appears.

Certificate Import Wizard 3] I

Welcome to the Certificate Import

Wizard

This wizard helps you copy certificates, certificate tnust
lists; and cestificabe revocation lists from your disk to a
certificate store.

nmﬁm,%umﬂbramﬁmm 3
& confirmation of your identity and contains information

used to protect data or to establsh secure network

conrsckions. A certificate store is the system ares where

cartificates are kept

To continus, dick Nect,

ek = || Cancel ]

12
13. Click Next.

14. The Certificate Store screen appears.
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15.

16. From the Certificate Store, select the button Automatically select the certificate based on the type of certificate.

17.
18.

19.
20.
21

| Certificate Import Wizard

Ceitificate Store
Certificate stores are syskem areas whers certficates are kept,

Windows can automatically select a certificate store, or you can specity a location For
(%) Automatically select the certificate store based on the bype of certificate
(_Place all certificates in the Following store

< Back ]I Mext > JI Cancel

Click Next.

The Completing the Certificate Import Wizard screen appears.

Certificate Import Wizard

Completing the Certificate Import
Wizard

You hawe successfuly completed the Certificate Import:

You have specified the following settings:
Certificabe Store Selected  Automabically determined by |
Conkent Certificate
£ >

< Back ]I_ Firiish ][ Cancel

Click Finish.

A Security Warning appears.
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22.
23. Click Yes to save the certificate.

24. The BorderNet SBC Security Certificate now works with Internet Explorer as a trusted site.

3.2 Using Mozilla Firefox

Use the following procedure to add the BorderNet SBC URL to the Mozilla Firefox Exception List.
For Firefox versions >34, before performing the steps below:

1. Go to the URL about:config.
2. In the search line enter security.ssl3.dh.
3. Double click on security.ssl3.dhe_rsa_aes_128_sha.

4, Set the security.ssl3.dhe_rsa_aes_256_sha to false.
— To complete the certificate installation:

1. Open a browser window and enter the BorderNet SBC URL.
2. The following warning appears:

This Connection is Untrusted

':mhw-tdudﬁdmhm-d securel io 10.3.1. 166, bat we cant confim thal your connection
FSTT

Weatrinally, s oo By b cormect secuiely, tites will present tusted identificstion o prove that po se
oing 1o the right place. However, this he's idsnile cant be verhied

What Should | Do?

IF pous usually connect o thes sbe without problems, this eimor could mean that someone iz lnang 1o
itpetzonate the site, and you shouddn contime

© Technical Details
= | Understand the Risks

3. |
4. Select I Understand the Risks.

5. The following dialog opens:
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© | Understand the Risks
IF your urdedstand what's goirg on, you can bel Fiefox to stast Inasting this ste’s identificabion. Even if
pou trust the site, thiz enor could mean that someone = tampenng with your
conmection.

Dionlt add an exceplion unless pou know thete's  good reason why this ste doesn use trusted
identifcation

6.
7. Click Add Exception.

8. The Add Security Exception window opens.

Add Secunty Excephon

g

9.
10. Verify that the Permanently store this exception box is checked.
11. Click Confirm Security Exception.
12. The BorderNet SBC security certificate is permanently stored with Mozilla Firefox as a trusted certificate.

13. The BorderNet SBC login screen appears.
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4. Provisioning

Once the initial login is complete, the BorderNet SBC can be configured for user access and provisioned for carrying traffic.
— To enable traffic turn-up, follow this procedure:

1. Create VLANSs.

2. Create SIP interfaces.

3. Create SIP peers.

4. Associate interfaces to peers.

5. Create static routes.

Refer to the BorderNet SBC Provisioning Guide for additional information and procedures for each of these steps.
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