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1. Introduction

1.1 Purpose of this Document

This document describes the RADIUS feature in the BorderNet Session Border Controller (SBC) v3.8.1.

1.2 Contact Us

For a list of Dialogic locations and offices, please visit: https://www.dialogic.com/contact.aspx.
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2. User Authentication

With regard to user authentication, there are many options for a user to login to a system.
The BorderNet/EMS will eventually support the following common ones:

e LDAP - Accessing a user database such as an Active Directory, which stores users' details and roles.
e RADIUS - a protocol for AAA used to access a RADIUS server that holds users' details and services. RADIUS was originally
designed to deliver AAA services for dial-up internet.

e Local storage of users' passwords and privileges in the system without the need to query an external server.
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3. About RADIUS User Authentication

Remote Authentication Dial-In User Service (RADIUS), was originally designed to deliver Authorization, Authentication,

Accounting (AAA) services for dial-up internet. As such, most of its parameters are network access oriented and are aimed to
supply different networking properties for the user accessing the network services. Typical parameters include service type,
protocol type, IP address to assign the user (static or dynamic), access list to apply, or a static route to install in the NAS routing
table.

A Network Access Server (NAS) operates as a client of RADIUS. The client is responsible for passing user information to designated

RADIUS servers, and then acting on the response which is returned.
The RADIUS server response includes a list of attribute-value pairs that describe the parameters to be used for a session.

As part of its authentication capabilities, the RADIUS protocol is widely used for user authentication which is not necessarily
related to network access. On top of the regular PAP/CHAP password authentication, it can also support a variety of other user
authentication protocols like EAP-TTLS, EAP-TLS and PEAP.

Transactions between the client and RADIUS server are authenticated through the use of a shared secret, which is never sent over
the network. In addition, any user passwords are sent encrypted between the client and the RADIUS server, to eliminate the

possibility that someone snooping on an unsecure network could determine a user's password.

RADIUS uses UDP as the transport layer, and therefore it implements reliability options on the application (RADIUS) level. If no
response is returned within a predetermined length of time, the request is re-sent a number of times. The client can also forward

requests to an alternate server or servers in the event that the primary server is down or unreachable.
RADIUS message types include the following:

e Access-Request - This is the first message sent from the client to the server, asking permission to access the network. It
contains user and network information for authentication and authorization. An Access-Request can include multiple
attributes, each containing some information regarding the requested service.

e Access-Accept - Sent from the server to the client, granting permission to access the network. An Access-Accept message can
provide specific configuration information for the client, such as IP address, QoS profile, user authorization or any other
attribute needed.

e Access-Reject - Sent from the server to the client, denying permission to access the network. Can include reject cause and a
message to the user.

e Access-Challenge - Sent by the server to issue a challenge to which the user must respond. The client then re-submits its

original Access-Request with the extra information required by the Access-Challenge.

3.1 RADIUS Packet Format

RADIUS packet format consists of the following elements:

e Code - identifies the type of RADIUS packet (Access-Request, Access-Accept, Accounting-Request etc.)
e Identifier - helps in matching requests and replies (a response has the same Identifier as its request), and detecting duplicate

requests (the Identifier must be changed for each new request). On receipt of a response to an Access-Request, the Identifier
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field is matched with the pending Access-Request.

e Authenticator - used to authenticate the reply from the RADIUS server, and in encrypting user passwords. When it is used in
an Access-Request, it is called a Request Authenticator. When it is used in any kind of response, it is called a Response
Authenticator.

e Attributes - carry the specific authentication, authorization, information and configuration details for the request and reply.
Attributes are formatted as Type-Length-Value (TLV)

e The following diagram illustrates the RADIUS packet format.
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3.2 Attributes for Different Scenarios

There are many different attributes (TLVs) specified for different scenarios and options. The following are some attributes which

are relevant to the BorderNet/EMS user authentication.

e User name (type 1) - name of the user to be authenticated.

e User password (type 2) - hidden password of the user to be authenticated. Used when PAP is applied, so the password is not
sent on the clear. It is only used in Access-Request packets. The password protection process is as follows:

o The password is first padded at the end with nulls to a multiple of 16 octets.

o A one-way MD5 hash is calculated over a stream of octets consisting of the shared secret followed by the Request
Authenticator.

o The hashed value is XORed with the first 16 octet segment of the password.

o The final result is placed in the first 16 octets of the String field of the user password attribute.

e CHAP password (type 3) - Challenge-Handshake Authentication Protocol (CHAP) is only used in Access-Request packets. For
CHAP, the Network Access Server (NAS) generates a random challenge (preferably 16 octets) and sends it to the user, who
returns a CHAP response along with a CHAP ID and CHAP username. The NAS then sends an Access-Request packet to the
RADIUS server with the CHAP username as the user name and with the CHAP ID and CHAP response as the CHAP password.

e The CHAP challenge value is found in the CHAP-Challenge Attribute (60) if present in the packet, otherwise in the Request
Authenticator field (The request Authenticator is used as the challenge instead).

e NAS IP address (type 3) - IP Address of the NAS which is requesting authentication of the user. The NAS can be any element
requesting authentication, and not specifically only a network access server.

e NAS identifier (type 32) - a string identifying the NAS originating the Access-Request. It is only used in Access-Request packets.
Can be an FQDN or any other application specific value.

e Class (type 25) - is by the server to the client in an Access-Accept response. It provides the ability to map a user to different
authorization groups, such as 'Administrator' / 'ReadOnly' etc. The field is generic and can contain any value which is

coordinated by the client and server.
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e CHAP challenge (type 60) - contains the CHAP Challenge sent by the NAS to a CHAP user. It is only used in Access-Request
packets. If the CHAP challenge value is 16 octets long it MAY be placed in the Request Authenticator field instead of using this
attribute. The CHAP challenge value, if present in the packet, is otherwise in the Request Authenticator field which is used as
the challenge instead.

e Reply message (type 18) - indicates a text which may be displayed to the user. When used in an Access-Accept, it is the
success message. When used in an Access-Reject, it is the failure message.

e Mandatory - the following mandatories are relevant:

o An Access-Request MUST contain either a user password or a CHAP password or State. An Access-Request MUST NOT
contain both a user password and a CHAP password.

o An Access-Request MUST contain either a NAS IP address or a NAS identifier (or both).

o An Access-Accept does not have any mandatory attributes it must include. With regular user authentication and

authorization as will be applied with the BorderNet, a Class attribute will be included.

3.3 PAP and CHAP

PAP - Password Authentication Protocol

PAP was originally defined for PPP (Point-to-Point Protocol) connections and used a username and password which were sent as

clear text over the PPP connection. For that reason, it is unsafe to use it over links which can be eavesdropped.

When used with RADIUS, the username is sent as clear text, however the password is sent hidden in the user password attribute.

The protection process relies on the MD5 algorithm, which has been proven to be insecure.
CHAP - Challenge-Handshake Authentication Protocol
With CHAP, the password is not sent from the client to the server. It uses a 3-way handshake in order to authenticate the user.

e The authenticator sends a 'challenge' message to the peer.

e The peer responds with a value calculated using a 'one-way hash' function, using a pre-shared secret and the received
challenge.

e The authenticator checks the response against its own calculation of the expected hash value. If the values match, the

authentication is successful.

When used with RADIUS, the NAS generates a random challenge (preferably 16 octets) and sends it to the user, who returns a CHAP
response along with a CHAP ID and CHAP username. The NAS then sends an Access-Request packet to the RADIUS server with the
CHAP username as the username and with the CHAP ID and CHAP response as the CHAP password. The random challenge can
either be included in the CHAP challenge attribute or, if it is 16 octets long, it can be placed in the Request Authenticator field of

the Access-Request packet.

With the BorderNet, there is no PPP connection and the user should not be aware of the CHAP process. The BorderNet should

generate both the challenge and CHAP-ID, and then compute the hashed value to be sent to the RADIUS server.

3.4 Implementation of RADIUS in BorderNet

The following overview is relevant for the implementation of RADIUS authentication in the BorderNet.
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e RADIUS is used for user authentication and authorization.
o Accounting is not supported.
o Authentication - by username and password.
o Authorization - by obtaining a privilege (user-groups) from the RADIUS server, to be applied for the authenticated user.
e The user password supports the regular user password (Type=2) attribute (PAP), or CHAP. Using different EAP options is not in
scope.
e Redundant RADIUS servers use the same shared secret and the same UDP port. Switching between the primary and alternate
RADIUS servers does not require rebuilding the message with a new shared secret.
e The destination UDP port used for the RADIUS connection is not configurable, due to some complications required in the

code. Instead, it is fixed with a value of 1812 (formal RADIUS port). It can be re-evaluated once a customer request is received.
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4. BorderNet RADIUS Authentication Scenarios

Following are some regular scenarios for user authentication in BorderNet with RADIUS.

4.1 Successful Login

On successful authentication, the BorderNet sends the username and password to the RADIUS server via an Access-Request
message, and receives an Access-Accept message confirming the username and password. The Access-Accept message contains

one or more Class attributes which determine the user group this user is assigned to.

% Bordariet
dser IP=192 168 1.1 Radius Server
T
|
Prerequisite:
User Groups are configured on the Bordariet

Logn Request
[HTTPS fo Login URL]

Yy ___

L s el ]

l.¢ Provide Liser name + Password

User namie = Shai
Password = 123456
[Encrypted oves HTTPSTLS]

-
-

RADIUS Access-Request
[AWF type 1, User-Name = Shai]

[AWF type 2, User-Password = 123456 (encrypted))
[AVP type 4, NAS-IP-Address = 192 168.1.1]

1. Vanlty user credentials
2. Apply usar-group [group=Apphcation_Admin)

v ]

RADIUS Access-Accept
[AVP type 25, Class = Apphcation_adman)

User authentcaled successfully and
authorized for Applicaton Adminstrators

Authentication Successful
Allow lagin

C Enforce "Applicabon_Admin' privilege —J
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4.2 Multiple User Groups - Successful Login

The below diagram shows a successful login with an Access-Accept which contains several Class attributes. Each Class attribute

contains a different user-group which is assigned to the user, and by applying all user-groups the proper user privilege is deployed.

BorderNet
IP=192 16811 Radius Servar

>0

=

————————————————————————————————— — _-.____-___E

Prerequisite:
User Groups are configurad on the BorderNet

Login Request
[HTTPS to Legin URL]

Provide User name + Password

'y

User name = Shai
Password = 123456
[Encrypted using HTTPS/TLS]

RADIUS Access-Request

[AWP type 1, User-Name = Shai]
[AWP type 2, User-Password = 123456 (encrypted)]
[AVE type 4 NAS-IP-Address = 192 168.1.1]

1. Vernfy user credentials
2. Apply user-group (group=Application_Admin)

RADIUS Access-Accept

B

[AVP type 25, Class = Application_Admin]
[AVP type 25, Class = Trace_Manager]
[P type 25, Class = System_Admin]

-1__________________J______I___

Liser authenticated successiully and
authonzed for Application Administrators,
Trace managers and System administrators

Authentication Successiul
Allow login

Enforce "Application_~Admin'+ Trace_manager’
+'System_Admin' privileges.

I §

4.3 Failed Login
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On a failed authentication, the BorderNet sends the username and password to the RADIUS server via an Access-Request message,

and receives an Access-Reject message declining the username and password.

>0

=
i
14]
-

Radius User Authentication - Failure

BorderMNet
IP=192 168.11

Prerequisite
User Groups are configurad on the BorderNet

Login Request

[HTTPS to Login URL]

Provide User name + Password

LIser name = Shai
Password = 123456

[Encrypted using HTTPS/TLS)

RADIUS Access-Request
[AVP type 1, User-Name = Shai]

Radius Server

[AVF type 2, User-Password = 123456 (encrypted)]
[AVP type 4, MAS-IP-Address = 192,168.1.1]

B

Werify user credentials
=== password does not match

RADIUS Access-Reject

[AVP type 18, Reply-Message = "bad password]

- g —————— Y ¥ _ __

Login failed
Send Reply-message to the client

Authentication failed

Prompt message. Password incormect

e e et B

4.4 CHAP Authentication
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On CHAP authentication the BorderNet uses the CHAP password and CHAP challenge attributes, and populates them as described

in the CHAP procedure.

X

User

Bordariet
IP=192 168.1.1

[ Prerequisité

Usar Groups are configured on the BordarMet J

Login Request
[HTTPS to Login LRL)

L' Provide User name + Password

User name = Shai
Pasewaord = 123456

[Encrypted over HTTPS/TLS]

IR, JURPRRR . S

Calculate hashed value
- Generate a random challenge
- Calculate a hashed value using

a pre-sharad secret and the challenge

RADIUS Access-Request

[AVF type 1, User-Mame = Shai]
[AWF type 3, CHAP-Password = 10b81d186b7d57378b (encryplad)]
(AP type 60, CHAP-Challenge = e5TfbE9ccEIfb0d1
[AVP type 4, NAS-IP-Address = 192 168 1.1]

Radius Server

1
|
I
|
I
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|
I
|
I
|
|
I
|
I
|
|
I
|
I
|
|
I
|
I
|
I
I
|
|
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1. Verify user credentials
- Extract Random Challange

= Use pré-shared secrel 1o calculate hashed value
- Compare recened CHAP-Password with calculated hash

2. Apply user-group (group=Application_Admin)

RADIUS Access-Accept
[AVP type 25, Class = Application_Adrmin]

e

[ User authenticated successfully and

authorized for Apphcation Admnistralons

Allow login

Authentication Successiul

il
-

[- Enfarce ‘Application_Admin' privilage )

4.5 EMS Authentication
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The EMS authentication process is similar to the BorderNet process, but the Class attribute carries the user roles as defined in the
EMS.

EMS Radius User Authentication, multiple groups - Successful

EMS
IP=192 16811 Radius Server

>0

=

5 A Y A |

Prerequisite:
User Roles are configured on the EMS

Login Request
[HTTPS to Login URL]

Prowide User name + Password

ser name = Shai
Password = 123456
|Encrypled using HTTPS/TLS]

RADIUS Access-Request
[AVP type 1, User-Name = Shai]

[AVF type 2, User-Password = 123456 (encrypted)]
[AVP type 4, NAS-IP-Address = 192 168.1.1]

1. Verify user credentials
2. Apply user-group (group=Application_Admin

RADIUS Access-Accept

[AVP type 25, Class = Viewer]
[#VP type 25, Class = Operator]

B

_1___________________T______!___

User authenticated successfully and
authorized for as Viewer and 'Operator

Aithentication Successul
Allow login

( Enforce "Viewer+'Operator privileges )

T T T T T A
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5. RADIUS Configuration

You can perform RADIUS configuration in BorderNet.
— To perform RADIUSConfiguration:

1. From the System drop-down menu, select RADIUS Configuration.

The RADIUS Manager Configuration screen opens.

RADIUS manager configuration

Enabia

Primary Senes [F
Secondary Senved I[P
Server Port 1812
Retry Amempts 3
Fietry Imeryal 3
Shared Secrel
Auhenticaton Method PAP r

Aribite type 1o contan Roks 25
s¥ing

2. Edit the parameters according to the options detailed below.
o Enable. Enable/Disable RADIUS functionality. Uses IPv4 only.
o Primary Server IP. Main IP address of RADIUS server.
o Secondary Server IP Secondary RADIUS server, if Primary Server not responding.
o Server Port. Destination UDP port of requests sent to the RADIUS server. Default value 1812.
o Retry Attempts. No of attempts before switching to Secondary Server. Possible values 1-10. Default value = 3.
o Retry Interval. Time in seconds between each retry attempt. Values 1-90. Default value = 3.
o Shared Secret. Password shared between the BorderNet and the RADIUS server. String.
o Authentication Method. Type of authentication protocol used to deliver username and password. PAP/CHAP. Default =
PAP.
o Attribute Type to Contain Role String. Attribute type in the Access-Accept message, to contain user role. The type
parameter in the RADIUS specification is one octet, so it can have values of 1-255. Default is the Class attribute (type=25).
3. Click Save.
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